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Abstract
Cellular basebands are critical components in mobile de-

vices, enabling connectivity with cellular networks. Their
notorious complexity, proprietary design, insufficient security
hardening, and support for multiple generations of complex
cellular protocols make them a prime target for attacks. Al-
though billions of devices rely on these components, and
despite the many papers published in recent years, baseband
security remains poorly explored. This paper provides a sys-
tematization of knowledge on baseband security, analyzing
prior work on vulnerability discovery and attack surfaces. We
present a taxonomy of vulnerabilities, review state-of-the-art
analysis techniques, including static analysis, over-the-air test-
ing, and emulation, and discuss their respective strengths and
limitations. Finally, we outline promising research directions
to address gaps in current methodologies. Our goal is to pro-
vide a comprehensive framework that guides future work and
strengthens the security of cellular ecosystems.

1 Introduction

Smartphones contain dedicated chips that handle communi-
cation with cellular networks. These chips are commonly
referred to as basebands, cellular processors, modem proces-
sors, or even chipsets. They enable the phone to connect to
the mobile network, send and receive phone calls and SMS,
but also handle data connectivity and manage handovers.

To enable these interactions, they support multiple genera-
tions of complex protocols. These protocols are standardized
in multiple documents, written in natural language, which are
sometimes imprecise or subject to interpretations [1,2]. More-
over, network standards remain in use for years after their
conception, therefore, vulnerabilities can persist for years as
well. For instance, most basebands still support the 2G stan-
dard, first deployed in 1991. Although 2G is being phased
out, and can be manually deactivated in some devices, it is
still needed. The UK, for example, scheduled phasing out 2G
in 2033 [3]. Such complexity hinders the implementation of

cellular logic in baseband firmware and can lead to undefined
behaviors [2] potentially introducing vulnerabilities into the
system [4].

Moreover, cellular protocols support numerous capabilities,
resulting in a large attack surface. Part of this attack surface
is accessible even before the phone authenticates with the
cellular network.

This protocol complexity leads to large and sophisticated
firmware, making analysis challenging. A primary difficulty
arises from the substantial size of baseband firmware, for ex-
ample, a firmware for Samsung’s Shannon baseband chipsets
can contain more than 90k functions [5]. Moreover, baseband
firmware images are proprietary and lack public documenta-
tion, meaning that most insights depend on reverse engineer-
ing. This process is further impeded by the removal of debug
information, as seen in Qualcomm’s firmware [6].

Baseband firmware images also run on dedicated, undoc-
umented hardware and most often rely on proprietary Real-
Time Operating System (RTOS) that must be reversed to un-
derstand the inner workings of the firmware. Notably, both
Samsung and Qualcomm basebands use their own proprietary
RTOS [7, 8].

In order to investigate the security of those basebands, re-
searchers initially applied manual reverse engineering [9–11].
However, the scarcity of external information and the sheer
size of firmware images make reverse engineering both dif-
ficult and impractical at scale. Researchers have developed
automated tools to ease this analysis [2, 4, 5, 12–15].

The analysis of baseband firmware is also made harder
because debugging interfaces are generally disabled on pro-
duction devices [6].

However, most implementations are written in memory-
unsafe languages such as C and C++, increasing the risk
of memory vulnerabilities (such as buffer overflows, integer
overflows, use after free or other vulnerabilities [16]).

These chips run independently of the application processor,
and are less hardened than application processors [9], earlier
work [17] showed lack of memory-corruption mitigations
such as ASLR. Some researchers [18] recommend harden-
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ing the basebands firmware or using memory-safe languages
for critical components that handle untrusted data, such as
parsers.

Vulnerabilities in basebands are critical as they can lead to
privacy issues, the baseband having access to internal compo-
nents such as the microphone [9]. Furthermore, vulnerabilities
in basebands leading to crashes can endanger people relying
on those devices as they can prevent accessing emergency
services. Those devices can also be used in critical machines
where human life is at stake, such as cars [19].

Moreover, those vulnerabilities can be exploited
silently [20, 21]. Since the baseband operates independently
of the main OS processor, monitoring its activity is difficult,
and, to the best of our knowledge, no antivirus or intrusion
detection system has been designed for basebands.

Moreover, those vulnerabilities can be exploited remotely
as basebands are able to communicate Over-the-Air with base
stations, thereby exposing part of their internal code to exter-
nal users. Critically, part of this protocol logic is accessible
without authentication. Moreover, basebands are present in
many smartphones, cars, and IoT devices, yet few manufactur-
ers produce these components. Therefore, one vulnerability
in one baseband can affect a whole span of smartphones from
different vendors [20, 22].

Therefore, researchers have investigated ways to detect
flaws in the baseband implementations, by means of static
analysis, emulation, Over-The-Air (OTA) testing or fuzzing.
These flaws can lead to vulnerabilities such as identity leaks,
Denial-of-Service (DoS), message eavesdropping or Remote
Code Execution (RCE).

This paper does not aim to exhaustively cover all research
on cellular connectivity security. Instead, our goal is to illus-
trate the primary approaches focused on analyzing baseband
security, discuss their strengths and limitations, and outline
promising directions for future work.

To conduct this research, we reviewed both academic and
non-academic work. We searched for terms such as “baseband
security” and “baseband fuzzing,” as well as related variants
such as “cellular modem security.” We then manually exam-
ined the references and citations of the resulting papers and
retained works directly relevant to baseband security analysis.
To prioritize our exploration of the literature, we ranked pa-
pers according to the number of citations they received from
works already selected in our corpus.

In this systematization of knowledge, we make the follow-
ing contributions:

• present the fundamental challenges of analyzing cellular
basebands;

• describe the baseband attack surface, describe its associ-
ated threat model and provide a taxonomy of vulnerabil-
ities;

• review and classify the methods used to analyze this
attack surface, considering both academic and non-
academic publications.

• outline future research areas.
The remainder of this paper is organized as follows. Sec-

tion 3 provides background on cellular protocol generations
and baseband architecture, a description of the baseband’s
attack surface is given in Section 4. Section 5 presents the
Over-The-Air attack scenario and Section 6 presents the threat
model related to this attack surface. Section 7 reviews existing
analysis methodologies under the prism of test cases genera-
tion while Section 8 reviews the oracle used. Finally, Section 9
examines future work and Section 10 concludes the paper.

2 Research questions

RQ1. What defines the baseband attack surface, and which
potential attacks can be derived from it?

RQ2. What threat model arises from these adversary capabil-
ities, and what classes of vulnerabilities are known to
affect basebands?

RQ3. How can security-relevant test cases be systematically
generated to explore the vast input space of cellular pro-
tocols?

RQ4. How can basebands be effectively tested while account-
ing for the stateful nature of cellular protocols and en-
suring independence across test executions?

RQ5. Given that basebands operate largely as black-box de-
vices, how can crashes or anomalous behaviors be reli-
ably detected during testing?

3 Background

3.1 Protocol generations

Cellular networks have evolved through several generations,
from 2G to 5G. Each of the new generations provides specific
security services (authentication, confidentiality, integrity and
privacy). However, basebands support both old and new proto-
col generations. Therefore, vulnerabilities persist in old proto-
col components that remain reachable through downgrade or
fallback mechanisms, even when operators are progressively
shutting down legacy networks.
GSM (2G) Second-generation systems introduced digital
modulation. Authentication in GSM is unilateral: the network
authenticates the subscriber, but the User Equipment (UE)
does not authenticate the base station. This design fails to
prevent fake base station attacks. While many Mobile Network
Operators (MNO) are announcing 2G sunsetting [23–25],
2G remains enabled in numerous networks for coverage in
rural areas or for support for legacy Machine-to-Machine
deployments. Although Google added an option to disable its
usage in Android 14 [26], it is not supported by all phones.
iPhones require Lockdown Mode [27] to disable it, which
disables many other functionalities. Unfortunately, basebands
will likely need to support 2G for many years to be able to be
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used in rural areas or in degraded mode.

UMTS (3G) was designed to address several of GSM’s secu-
rity limitations. It introduced mutual authentication between
the UE and the core network.

LTE (4G) moved to an all-IP packet-switched architecture
with a new architecture for the core network. Voice calls and
SMS are supported through IP Multimedia System (IMS).

5G introduced new security mechanisms, such as downgrade
prevention [28] or protection against device deanonymization.
However, 5G’s lower-layer capabilities introduce a new attack
surface [29].

3.2 Cellular network architecture

Baseband

gNodeB

User equipment

SIM Card

AMF

Core 
Network RRC

NAS

InternetSS7/Diameter

OS

Apps

gNodeB
Application
processor

Radio layer

NAS

Figure 1: Overview of the baseband interactions with the SIM
card, application processor and the cellular network.
In orange are the adversarial components considered in this
study and in blue the interfaces that constitute the baseband’s
attack surface.

Basebands are embedded in a larger architecture that com-
prises the base station, the core network but also the SIM card
and the application processor (Figure 1).

Baseband. The baseband is the target of our study, it is the
phone component of a smartphone, it handles the communi-
cation with the base station and the core network to provide
cellular connectivity to the Application Processor.

Base Station. The base station respectively eNodeB and gN-
odeB in 4G and 5G, provides the wireless link between the
UE and the Core Network. It is also responsible for handling
the encryption and integrity protection of the communication
between the base station and the UE.

Core Network. The core network provides mandatory ser-
vices such as user authentication and mobility management.
In 5G, the gNodeB forwards the Non Access Stratum (NAS)
messages (Section 4.1) to the Access and Mobility Manage-
ment Function (AMF) server. It is a proxy between the base
station and the other components of the core network. The
AMF handles similar services as the Mobility Management

Entity (MME) in 4G. The Core Network also provides the
gateways to the internet and to the telephony network.
SIM card. The Subscriber Identity Module (SIM) allows the
user to be authenticated on the cellular network. It stores
sensitive information such as the authentication key or the
International Subscriber Mobile Identity (IMSI), making it a
highly sensitive device.

Beyond its primary role, SIM cards are capable of running
applications and can be updated remotely [30]. This function-
ality introduces an additional attack surface.

SIM cards exist in multiple form factors. They can be
external physical devices inserted into the phone, or they can
be embedded within the phone as the eSIM or iSIM. The
eSIM is a dedicated chip on the phone board, while the iSIM
is integrated directly into the SoC.
The Application Processor (AP) runs the phone’s operating
system. The baseband and the application processor generally
communicate through AT commands [31–33]. Some base-
bands extend this communication with proprietary commu-
nication protocols [34]. On the Android platform, the Radio
Interface Layer (RIL) daemon of the application processor
is responsible for handling this communication [35] (Sec-
tion 4.2).

4 Attack surface

RQ1: The baseband attack surface can be subdivided into
three main categories, the Over-The-Air attack surface, the
SIM attack surface and the application processor attack sur-
face.

4.1 Over-The-Air attack surface
The link between the base station and the baseband constitutes
a broad attack surface as it encompasses multiple generations
of complex protocols. This broad attack surface can be divided
into the user plane and the control plane.
User Plane. The user plane is responsible for transmitting user
data, such as Internet traffic, voice calls, and SMS messages.
Vulnerabilities in the baseband can lead to improper integrity
protection and encryption of the user plane data, allowing
adversaries to intercept or modify the traffic between the base
station and the user equipment.
Control Plane. The control plane transmits the signaling in-
formation between the User Equipment (UE), the base station
and the core network. It is an important area of the cellular
connectivity as most security aspects of the communication
are handled in it such as the authentication, the configuration
of the security context, handovers. For this reason, most works
are focused on the security of the control plane.

For a single generation of the cellular standard, multiple
protocols organized into three distinct layers work together
to provide cellular connectivity (Figure 2). The architecture

USENIX Association 20th USENIX WOOT Conference on Offensive Technologies    447



NAS

RRC

PDCP

RLC

MAC

RRC

PDCP

RLC

MAC

NAS

gNB AMFUE

PHY PHYLayer 1

Layer 2

Layer 3

Figure 2: Organization of the cellular protocols for the 5G
control plane. In green, are the layers that can be integrity
protected or encrypted.

outlined here corresponds to 5G standard, but its underly-
ing design principles remain consistent with those of earlier
generations.

The first layer is the physical layer; it performs the wireless
signal processing.

Layer 2 comprises Packet Data Convergence Protocol
(PDCP), the Radio Link Control (RLC), and Medium Access
Control (MAC) sublayers. PDCP provides encryption and
integrity protection to both the control-plane and user-plane
data, ensuring confidentiality and preventing tampering dur-
ing communication between the UE and the base station. RLC
performs packet segmentation, reassembly, retransmission,
and sequence control. MAC coordinates access to the physi-
cal transmission channel, ensuring optimal use of the radio
spectrum. Those lower layers are neither protected nor en-
crypted and expose a broad range of functionalities that can be
exploited to trigger crashes or memory vulnerabilities in the
basebands leading to potential remote code execution while
communicating with a non-authenticated peer [17, 36, 37].

Layer 3 consists of the Non Access Stratum (NAS) and
Radio Resource Control (RRC) layers. The NAS sublayer
manages mobility and session control, acting as a high-level
signaling interface between the UE and the core network. It
provides mutual authentication between the UE and the core
network. It maintains its own security context and enforces
integrity protection and encryption for NAS messages.

The communication between the UE and the base station
happens through the RRC sublayer. It enables control of the
radio resources, and establishes its own security context after
the authentication and establishment of a secure connection
between the UE and the core network through the NAS layer.

For testing purposes, specifications allow null ciphering

and null integrity protection. However, null integrity can’t
be used except when unauthenticated emergency calls are
required [28] or for some specific RRC commands [38].

Moreover, the DoLTEst paper [4] defines several authen-
tication states which leads to separate attack surfaces as de-
pending on the authentication, the baseband will accept or not
unprotected messages.

Cellular connectivity exposes a broad attack surface, en-
abling adversaries to operate at various proximities, from
nearby radio attackers to remote Internet-based ones. In this
work, we exclude Internet-based adversaries, as IP-layer traf-
fic is handled by the application processor rather than the
baseband.
Passive Radio Attacker. The passive radio attacker listens
to messages exchanged Over-the-Air to extract information
without transmitting any signals.
Unauthenticated Radio Attacker. This is the most common
attacker model. The adversary does not possess the encryption
keys and, assuming cryptographic primitives are correctly
implemented, cannot impersonate a legitimate base station
to exploit vulnerabilities in the authenticated attack surface
of the protocol. Nevertheless, such attackers can still exploit
vulnerabilities in the pre-authenticated attack surface. This
model encompasses the fake base station, man-in-the-middle,
and signal injection attacks (Section 5).
Adversarial Mobile Network Operator (MNO). In the case
where the attacker knows the cryptographic keys, it can exploit
both pre-authentication and post-authentication attack sur-
faces. Such scenarios are relevant when considering untrusted
network operators, when states actors target civilians [39], or
when the operator has been compromised.
Adversarial UE. An attacker can use another UE to send
messages to a victim UE, for example, sending multiple silent
SMS messages [40]. Those SMSes won’t trigger a notifica-
tion on the targeted device and can be used to track a user’s
location by detecting a specific pattern when sniffing cellular
communications in an area [41].

4.2 Application processor attack surface

When considering the baseband’s attack surface, the Appli-
cation Processor (AP) needs to be taken into account. AT
commands are used to communicate with the baseband. Some
vendors also implement custom protocol, such as Qualcomm
QMI [42].

On some devices, the AT interface has been accessible via
USB in the past. Previous work showed that this interface
could be abused to enable USB ADB debug mode despite the
lock screen [31].
Malicious Application Processor. Another adversary model
to consider is that of a compromised or malicious applica-
tion processor, in which a malicious or exploited application
attempts to interact with and abuse the baseband interface.

448    20th USENIX WOOT Conference on Offensive Technologies USENIX Association



Such an attacker may seek to trigger unintended behavior or
escalate privileges within the baseband.

4.3 SIM protocol attack surface
SIM cards are important components, usually considered as
trusted, that allow the baseband to authenticate itself to the net-
work. Previous works demonstrated that SIM vulnerabilities
could have important impact on the security of the UE such
as a lock pin bypass due to invalid SIM code handling [?].
Adversarial SIM card. Emulating the interaction between
the SIM card and the baseband will allow deeper states when
doing full system fuzzing. SIMurai [43] showed that this
emulation is possible, and that vulnerabilities found by doing
fuzzing on the emulated firmware can be confirmed by using
a SIM interposer on a real device. These findings highlight
the need to consider an attacker model in which the SIM card
itself is malicious.

Moreover, eSIM expands the attack surface by introduc-
ing a remote SIM provisioning stack, including the Embed-
ded Universal Integrated Circuit Card (eUICC) and profile-
management infrastructure [44]. For example, recent work
showed that vulnerabilities in eUICC implementations can en-
able eSIM cloning in practice, allowing calls, SMS messages,
and one-time codes to be redirected to a cloned device [45].

5 Over-the-Air Attack scenario

Man In the MiddleFake base station

Signal injection Sniffing

Rogue carrierF M R

SI

Figure 3: Attack scenarios.

Several attack scenarios exist when analyzing the security
connection between the baseband and the base station (Fig-
ure 3): Man-In-the-Middle, Fake base station, rogue carrier,
signal injection, sniffing and downgrade attacks.

F Fake Base Station (FBS). In the fake base station at-
tack [46–49], the adversary deploys a rogue base station that
impersonates a legitimate one. Because the attacker does not
possess the cryptographic keys of the genuine network, a

correctly implemented baseband should prevent the adver-
sary from accessing or influencing any post-authentication
protocol surface. Executing such an attack requires only com-
modity equipment, typically a laptop and a Software Defined
Radio (SDR), making this threat model accessible not only to
state-level actors but also to adversaries with comparatively
limited resources.

M Man-In-the-Middle (MitM). In a Man-In-the-Middle at-
tack [50], the attacker will use a fake base station with the
name of a legitimate base station. In this model, the attacker
does not possess the cryptographic keys required to authenti-
cate the messages as coming from a legitimate base station
or core network. However, the attacker can forward messages
to the legitimate base station. In this model, the attacker can
read, modify, drop, inject or replay messages sent between the
UE and the legitimate base station. However, integrity pro-
tection should allow detecting modifications of the protected
messages. However, some attacks have been discovered to
bypass this protection (Section 6.1).

R Rogue Carrier. In the case of a rogue carrier [51], the
attacker has access to cryptographic keys allowing to cre-
ate a valid base station and core network. This scenario ex-
poses the broadest attack surface as the baseband will accept
messages associated to both the pre-authentication and post-
authentication protocol surface.

I Signal injection. Signal injection attacks [52–54], involve
crafting precisely timed and modulated radio signals that are
injected into the ongoing communication between the victim
UE and a legitimate base station. Unlike fake base station at-
tacks, which require deploying an impersonating base station
that can often be detected through network-side monitoring,
signal injection attacks are significantly harder to detect as
they do not require establishing a rogue cell. Instead, the
attacker exploits a legitimate base station, however, this tech-
nique cannot guarantee full success as the adversarial signal
competes with the legitimate transmission. To improve the
probability of successful injection, the attackers can jam the
legitimate network and repeat the injected messages multiple
times [54]. Additionally, distance can reduce the effectiveness
of this method. Experiments in SNI5GECT [54], achieved an
83% success rate at a distance of 20 meters from the UE.
Finally, those attacks might be complex to conduct as after
the injection the victim UE might return an invalid response
which can be rejected by the legitimate base station.

S Sniffing. Sniffing represents a comparatively less powerful
attack vector [54, 55], yet it merits consideration as inade-
quate mitigation can enable adversaries to capture messages
or derive device or message specific fingerprints. In certain
scenarios, vulnerabilities allow traffic to be transmitted with-
out encryption, leaving the baseband vulnerable to sniffing
attacks [56].
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6 Threat model

RQ2: Vulnerabilities in cellular communication can be di-
vided between protocol vulnerabilities contained in the specifi-
cation and implementation vulnerabilities in network devices
such as the baseband, the base station, or the core network
(Figure 4).
Protocol vulnerabilities. Vulnerabilities in the specification
are the most critical as they affect all devices and require a
new version of the protocol to fix. Such flaws can lead to
deanonymization, fingerprinting, and impersonation. Some
work [1, 50, 57–60] has analyzed the protocol to identify vul-
nerabilities in the specification. Although vulnerabilities aris-
ing from flaws in the specification are significant, they are
not the focus of this work which concentrates instead on im-
plementation errors in the baseband itself. Nevertheless, the
analysis of such implementation defects can occasionally un-
cover previously unrecognized vulnerabilities or ambiguities
in the specification [2].
Implementation errors. Errors can occur when implement-
ing the specification. They can lead to (i) vulnerabilities or
non-conformance with the specification (ii) crashes due to
memory corruptions or reachable assertions.

(i) Detecting protocol non-conformance is hard as unlike
memory vulnerabilities, detection oracles need to be espe-
cially crafted to verify a specific type of non-conformance.
Logical bugs related to cellular message handling can be split
into three categories [4], issues in the integrity and encryp-
tion handling of cellular messages, flaws in generic parsers or
flaws in specific message handlers.

(ii) Crashes or memory vulnerabilities have been found
in basebands from MediaTek [51, 61, 62], UNISOC [63],
Huawei [64], Qualcomm [65, 66] and Samsung [11] base-

bands.
Protocol vulnerabilities have already been surveyed in prior

work [67,68]. Similarly, the security of core network has been
examined in earlier studies [69, 70], and broader analysis of
mobile network security has been provided by Rupprecht et
al. [71].

In contrast, this work focuses specifically on
implementation-level vulnerabilities within baseband
firmware.

6.1 Integrity
When analyzing the baseband, the integrity can apply to both
the communication integrity or the baseband integrity.
Communication integrity. Once the security context of RRC
and NAS layers is complete, both RRC and NAS signaling
should be integrity protected. Integrity protection ensures that
the baseband can verify the origin of messages and reject any
that do not originate from a legitimate base station and legiti-
mate core network, thereby mitigating man-in-the-middle and
signal injection attacks.

When integrity checks are absent or incorrectly enforced
on received packets, an attacker may exploit this weakness
by injecting crafted messages, thereby inducing the baseband
to process inputs that should be accepted only under a valid
security context.

This can also lead to privacy issues. For example, this may
allow sending SMS phishing messages.

In 4G/5G, SMS messages can be sent through the user
plane over IP to the IMS server [72] or over NAS in the con-
trol plane [73]. DoLTEst [4] found one vulnerability in the
integrity protection in the RRC layer and one in the NAS layer
which can be exploited to inject an SMS message over NAS
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signaling which will be accepted despite the invalid NAS and
RRC security context. By exploiting a vulnerability in the
NAS Authentication and Key Agreement (AKA) procedure
BASECOMP [13] authors and 5GBaseChecker [15] authors
managed to reproduce this attack using other vulnerabilities
allowing to bypass the integrity verification. Those vulnera-
bilities enable an attacker to send phishing SMS using a false
base station, MitM or signal injection attacks.

Additionally, invalid integrity can allow an attacker to con-
trol information displayed to the user. For example, by modi-
fying the EMM Information message, the attacker can change
the UE time by sending invalid time or the attacker can also
control the displayed network name [4, 13].
Baseband’s integrity. Memory corruption vulnerabilities in
baseband firmware can escalate beyond simple crashes to
enable Remote Code Execution (RCE). This grants attackers
arbitrary control over the modem processor. This threat has
been demonstrated in several research works [9, 17, 74, 75]
and a public report [76].

6.2 Confidentiality
User confidentiality. As stated in 6.1 integrity vulnerabili-
ties can allow a device to send messages belonging to the
authenticated attack surface despite not being authenticated.
For example, an attacker could send a RRCConnectionRecon-
figuration with the MeasConfig IE which would leak signal
measurement information and therefore help to fingerprint or
locate the UE [4]. Moreover, in 4G, such a vulnerability could
be used to deanonymize the UE by sending a NAS Identity Re-
quest which would leak the International Mobile Subscriber
Identity (IMSI) and International Mobile Equipment Identity
(IMEI) revealing both the permanent subscriber identity stored
in the SIM and the phone identifier.

To mitigate user tracking, 5G introduces a new identity
management scheme that replaces the IMSI. The Subscriber
Permanent Identifier (SUPI) is never transmitted in clear, in-
stead, it is used to derive a dynamic, encrypted identifier
known as the Subscriber Concealed Identifier (SUCI). This
mechanism significantly reduces the exposure of permanent
identifiers over the air. Nevertheless, research has shown
that encrypted SUCIs do not fully eliminate presence or
linkability-based tracking attacks. Chlosta et al. [77] demon-
strate that so-called 5G SUCI-catcher can still infer whether
a particular subscriber is present in a given area by exploiting
linkability through the 5G AKA procedure.

Additionally, device’s capabilities or implementation char-
acteristics can be used to fingerprint the device [4], without
requiring access to the post-authentication attack surface.
Data confidentiality. The confidentiality of the user plane
packets between the UE and the base station such as the
SMS over IP or Internet traffic is ensured by the PDCP pro-
tocol. Previous work showed that some vulnerabilities could
allow an attacker to disable the integrity and ciphering pro-

tections [4], this issue is especially critical when the UE does
not alert the user that the connection lacks encryption [56].
Likewise, the authors of 5GBaseChecker [15] demonstrated
that exploiting the integrity bypass (Section 6.1) enables at-
tackers to read Internet traffic exchanged between the UE and
the base station.
Baseband confidentiality. Certain vulnerabilities in the base-
band can lead to unintended information leakage. For exam-
ple, Klischies et al. [2] discovered a memory vulnerability in
the Public Warning System (PWS) that permits out-of-bound
reads. The authors argue that, under the right conditions, this
flaw could expose sensitive data from memory, including
PDCP session encryption keys.

6.3 Availability
Denial-of-Service. Previous security analyses have shown
that basebands can contain NAS or RRC logic flaws that
cause crashes when processing malformed messages. When
this occurs, the device loses its ability to communicate with
the base station. In production environments, basebands typi-
cally reboot after a crash [2]. However, this recovery process
introduces a delay, which can be exploited for persistent dis-
ruption. Such crashes are often the result of invalid memory
accesses or reachable assertions [78] in the firmware imple-
mentation [2, 4, 62, 79].

Denial-of-service can also occur without crashes. For ex-
ample, the DIKEUE [14] tool identified a vulnerability in
the 4G protocol implementation for some devices related to
the Globally Unique Temporary Identifier (GUTI) relocation
leading to a denial-of-service. The GUTI, introduced in 4G,
is a temporary identifier to replace the IMSI to reduce its ex-
posure. By doing a MitM relay, an attacker could trick the UE
into not changing its GUTI by dropping a GUTI_reallocation
message from the MME. The device then will not respond
to the network sending messages with the new GUTI as the
device will have kept the old identifier, effectively disrupting
the communication.
Inter-generation downgrade. When a baseband detects a
base station but fails to establish a connection, it may at-
tempt to connect to another available base station operating
on an older protocol version. This fallback behavior can be ex-
ploited to perform downgrade attacks [62,80]. In such attacks,
the adversary will deliberately jam a protocol, or exploit a
vulnerability in the baseband firmware, to force the device
to revert to a legacy standard that may contain well known
vulnerabilities.

Existing research has demonstrated several downgrade vec-
tors. For instance 5GHoul [62] describes an attack that floods
the UE with Deregistration Accept messages exhausting the
UE handling resources and leading to a downgrade. This tech-
nique requires modifying the base station software to send
arbitrary retry messages. Another vulnerability identified by
the same work involves crashing the baseband’s 5G handler,
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which coerces the device into downgrading to 4G or even 3G
networks.

Additionally, integrity failures can also facilitate down-
grades. For example, an attacker sending an RRC Release
message can force the UE to reconnect using another protocol
version [15], effectively triggering a downgrade.

7 Test case generation, exploration strategy

RQ3, RQ4: To analyze the security of baseband firmware,
multiple methods have been used: (i) use the specification
to extract security assertions and use static analysis to verify
them [5, 13, 21] (Section 7.1) (ii) generating test cases and
validating OTA [4, 14, 54, 80–82] (Section 7.2.1) (iii) relying
on existing network stack to generate messages and apply
mutations to produce malformed or adversarial inputs [36, 46,
51, 62, 83, 84] (Section 7.2.3) (iv) letting the fuzzer generate
the test cases [7, 12, 85–87] (Section 7.2.4).

For complex, multi-layered protocols such as those used
in cellular networks, manual message crafting is particularly
challenging due to the large number of message types and
intricate state dependencies. An alternative approach consists
of inserting mutation hooks within the mobile network im-
plementation, enabling selective modification of messages
before they are transmitted to the UE. Figure 5 provides an
overview of the available analysis methods, and Table 1 maps
each surveyed paper to the techniques it employs.

7.1 Static analysis
Static analysis examines the baseband firmware without ex-
ecuting it. In its simplest form, researchers manually triage
binary images in a disassembler to locate security-critical
components such as message parsers and common decoding
routines, and then audit these code paths for memory-safety
vulnerabilities and logic flaws [9]. This approach requires ac-
cess to the firmware binary and adequate tooling for the target
CPU architecture. Moreover, static analyzers often need addi-
tional preprocessing to make the firmware analyzable, because
some vendors implement non-standard boot-time loading be-
haviors. For example, Samsung’s Shannon basebands perform
a scatter-loading, in which several custom loading steps are
done during the firmware initialization. Those steps include
copying code and data into their designated memory regions
and handling compressed sections before execution can begin.
These behaviors must be reconstructed by static analysis tools
to obtain a correct memory layout and enable accurate disas-
sembly [5]. Static analysis has several well-known limitations.
It often struggles with dynamic control flow related to indirect
calls, function pointers, and global state. Furthermore, it may
generate false positives that necessitate manual verification.
Taint-based identification of sensitive functions. Taint anal-
ysis tracks values originating from specific inputs as they
propagate through the program to functions of interest. This

approach enables the identification of cases in which data
derived from input messages is used in memory-sensitive op-
erations. For instance, BVFinder [21] employs taint analysis
to detect memory vulnerabilities in message-specific handlers.
The critical memory operations detected include functions
such as memcpy, where the size parameter is controlled by
the input. A second category of sensitive operations involves
loops whose iteration count is influenced by the input. Invalid
iteration count can result in out-of-bounds access. However,
these handcrafted detectors cannot perform more granular
checks on variables and may therefore produce false positives.
Consequently, manual review of the generated reports is nec-
essary. Moreover, similarly to the other static analysis tools,
this approach requires manual implementation of mechanisms
to resolve indirect function calls.

Parsers functions analysis. Baseband firmware relies on
dedicated functions to decode binary-encoded messages and
forward their content to the appropriate message handlers.
BaseSpec [5] is predicated on the premise that implemen-
tations of Layer 3 message parsers adhere closely to the
protocol specification. Leveraging this insight, the authors
systematically identify decoding functions and extract their
mapping logic to verify that all expected message types are
present. They also search for decoders that handle message
types not defined in the specification, as they could indicate
potential security vulnerability. The extraction of the message
structures from the binary is performed manually, which is
labor-intensive. However, because the decoding logic tends
to remain consistent across different baseband models from
the same vendor, this approach should be largely reusable
with minimal modifications within the same vendor. Despite
this advantage, this approach has only been used for a sin-
gle vendor because porting this implementation to a different
baseband vendor requires a significant amount of work.

Integrity function analysis. BASECOMP [13] examines the
correctness of integrity enforcement mechanisms within the
baseband firmware. Leveraging symbolic analysis, the authors
derive the constraints that the firmware applies to incom-
ing messages and systematically compare these constraints
against the specification. This methodology enables the identi-
fication of cases in which messages are erroneously accepted
without the required integrity protection.

Functions identification. To apply static analysis techniques
across multiple baseband images, analysts must first identify
the functions relevant to message parsing and security-critical
logic. BVFinder [21] treats this challenge as out of scope
assuming that the addresses of message-specific handlers are
already provided through external means. BaseSpec [5], in
contrast, locates functions by matching function signatures as-
sociated with scatter-loading behaviors and by applying rules
to identify decoder functions while BASECOMP [13] uses a
custom method to identify integrity-protection functions.

Application processor interface. In BaseMirror, Li et al. [35]
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Static
analysis

2021 BaseSpec [5] Messages decoder (L3) ○ ○ ○ ○ ○ ○

2023 BASECOMP [13] Integrity functions NAS (4G) ○ ○ ○ ○ ○ ○

2024 BVFinder [21] Messages specific handlers ○ ○ ○ ○ ○ ○

OTA
testing

2021 DIKEUE [14] 4G control-plane ○ ○ ○ ○ ○ ○

2024 5GBaseChecker [15] 5G control-plane ○ ○ ○ ○ ○ ○

2022 DoLTEst [4] 4G control-plane ○ ○ ○ ○ ○ ○

2023 Instruction unclear [2] RRC, PWS, SMS (4G) ○ ○ ○ ○ ○ ○

2022 Garbelini et al. [88]
MAC, RLC, PDCP,
RRC, NAS (4G&5G) ○ ○ ○ ○ ○ ○

2023 UE Security Reloaded [80] RRC, NAS (5G) ○ ○ ○ ○ ○ ○

2023 Contester [82] NAS (4G) ○ ○ ○ ○ ○ ○

2024 ASTRA-5G [81] NAS (5G) ○ ○ ○ ○ ○ ○

2025 SNI5GECT [54] RRC, NAS (5G) ○ ○ ○ ○ ○ ○

OTA
Fuzzing

2019 LTEFuzz [46] RRC, NAS (4G) ○ ○ ○ ○ ○ ○

2024 UFuzz [83] RRC, NAS (5G) ○ ○ ○ ○ ○ ○

2024 CovFUZZ [84] RRC, NAS (4G&5G) ○ ○ ○ ○ ○ ○

2025 5GHoul [62]
MAC, RLC, PDCP,
RRC, NAS (5G) ○ ○ ○ ○ ○ ○

2025 OTABase [51] RRC, NAS (4G&5G) ○ ○ ○ ○ ○ ○

2025 LLFUZZ [36] PHY, MAC, RLC, PDCP (4G) ○ ○ ○ ○ ○ ○

Emulation
fuzzing

2020 BaseSAFE [12] NAS, RRC (4G) ○ ○ ○ ○ ○ ○

2022 FIRMWIRE [85] RRC, NAS (4G), SM, CC (2G) ○ ○ ○ ○ ○ ○

2025 FIRMSTATE [86] RRC, NAS (4G) ○ ○ ○ ○ ○ ○

2025 BASEBRIDGE [87] RRC, NAS (4G) ○ ○ ○ ○ ○ ○

2025 LORIS [7] NAS (4G&5G) ○ ○ ○ ○ ○ ○

2025 Hexagon fuzz [89] ○ ○ ○ ○ ○ ○

2024 SIMURAI [43] SIM interface ○ ○ ○ ○ ○ ○

2024 BaseMirror [35] RIL ○ ○ ○ ○ ○ ○

Table 1: Overview of Analysis Approaches and Targets in the Surveyed Literature.

used taint analysis to uncover undocumented proprietary com-
mands in the Radio Interface Layer (RIL). The RIL is an
abstraction layer used by Android to provide a unified inter-
face to communicate with the baseband. Some commands can
be sent even by non-root applications.

7.2 Dynamic analysis
The baseband attack surface is composed of multiple proto-
cols, such as the cellular protocol, some of which expose vast
input surface. Covering this vast attack surface is challenging.
Also, the large number of states in the cellular state machine
makes it difficult to reach deep states and detect improper
state transitions. Inputs must be sufficiently valid to avoid
early rejection, yet sufficiently invalid to trigger vulnerabil-
ities, while avoiding requiring a reset of the baseband state,

which slows the testing process. However, avoiding resets
increases the risk to obtain non-reproducible crashes. To miti-
gate the state reset issue, many researchers take advantage of
emulation. By emulating the firmware, they can snapshot and
restore it to the state prior to input injection.

7.2.1 OTA testing

OTA testing evaluates UE by interacting with them through
standard-compliant cellular protocols. This method involves
sending crafted messages over the air interface to probe proto-
col behavior and identify flaws. OTA analysis is highly gener-
alizable, enabling the assessment of diverse devices regardless
of baseband implementation [9,11,36,51,54,62,84,90]. Nev-
ertheless, OTA testing suffers from practical limitations: tests
are slow, costly to scale as one physical UE is required per
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Figure 5: Taxonomy of baseband vulnerability analysis techniques.

testing process. Thus, each test case should be optimized to
maximize the likelihood of uncovering a bug and some papers
make it a requirement when building their tools [4].
Specification based test. The 3GPP defines conformance test
suites for UE behavior and protocol compliance, but these
are not designed to extensively test UE security. To solve
this issue Contester [82] uses natural language processing to
analyze the specification in order to build a set of test cases
targeted to verify security assertions.
Negative testing or undefined behavior. Conformance test-
ing typically focuses on positive testing, i.e., verifying that a
device responds correctly to well-formed input and expected
states. Negative testing complements this by checking that
the device correctly rejects messages it should never accept:
messages sent out of sequence, without the proper security
context. When such messages are nevertheless accepted, this
indicates an implementation error or, in some cases an under-
specification in the standard itself. DoLTEst [4] explores this
approach for cellular protocols targeting the authentication
boundary for 4G. Specifically, the study tests whether mes-
sages that should be integrity protected are rejected when sent
without authentication or integrity protection. To achieve this,
the specification is manually analyzed, and for each message,
the conditions under which it should not be accepted are de-
scribed. This collection of rules is then used to generate test
cases. To model the connection state, only the authentication
state is considered, approximated using four discrete states.
Klischies et al. [2] further examine this method by modeling
the Public Warning System (PWS), along with the SMS and
RRC specifications. This model is then provided to a model
checker to identify undefined states within the specification
and to generate test cases aimed at exploring those states.
Sending the inputs. Both OTA testing and OTA fuzzing re-
quire a controllable base station capable of injecting arbitrary

test messages. Most works rely on open-source base station
and core network software for this purpose [36, 36, 46, 51, 62,
80–82, 84, 91], which additionally allows placing the UE in
the protocol state required to receive target messages.

Moreover, the OTA testing process is slow because for each
test case, the testing system must wait a few seconds to verify
whether the test case was accepted or silently ignored [4].
Run independence. To make sure that the runs are indepen-
dent, the UE state needs to be reset between the runs. For
example, Klischies et al. [2] toggle the airplane mode on and
off to reset the RRC state after each run. However, this method
slows down the OTA testing process significantly. In contrast,
DoLTEst [4] tracks the exchanged messages affecting the
device’s security state, allowing for the connection state to be
maintained without the need to toggle airplane mode.

7.2.2 Deviant behavior

Instead of manual parsing the cellular specifications to derive
a protocol model, researchers have leveraged the observa-
tion that baseband firmware implementations must ultimately
conform to the same underlying standards when providing cel-
lular functionality. Consequently, two different basebands are
expected to exhibit similar behavior when subject to the same
sequence of inputs. Building on this insight, DIKEUE [14]
and 5GBaseChecker [15] automatically extract protocol state
machines from multiple devices and compare them to identify
behavioral discrepancies. Such discrepancies may indicate
implementation errors or uncover ambiguities in the protocol
specification.
FSM extraction. Extracting the protocol FSM from a base-
band is challenging. A passive approach can be used, where
the communication between a device and a base station
is recorded. However, such traces are typically incomplete,
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since only a subset of the reachable protocol paths is ex-
plored during normal operation. To overcome this limitation,
DIKEUE [14] employs active FSM learning in which crafted
queries are actively sent to explore previously unobserved
transitions. This leads to better coverage but may require
many queries and therefore substantial execution time. To
mitigate this cost, 5GBaseChecker [15] introduces reuse of
previously discovered knowledge. The tool leverages informa-
tion extracted from one device’s FSM to reduce the number
of learning queries required on subsequent devices.

7.2.3 OTA fuzzing

An alternative approach to assessing firmware security is
through fuzzing. This technique involves generating a variety
of inputs and transmitting them to a device, continuing the
process until a crash is detected. When applied to cellular pro-
tocols, researchers typically modify inputs originating from
cellular stacks to create the test cases. Those alterations can
be both message mutations and message replay [62, 84]. To
improve the fuzzing process LLFUZZ [36] uses the cellular
specification to create standard compliant packets and focus
mutations on security sensitive fields.

To enhance the efficiency of fuzzing, feedback mechanisms
like code coverage can guide the fuzzer toward valuable in-
puts aligned with specific objectives. However, in the context
of Over-The-Air fuzzing for basebands, coverage information
is often unavailable. As a result, researchers must rely on
alternative metrics. To overcome this challenge, 5GHoul [62]
and UFuzz [83] build a state machine from live or recorded
interaction between the UE and the network. This state ma-
chine is used to guide the fuzzing process towards maximizing
the device transitions. UFuzz additionally considers the time
elapsed before receiving a response as a feedback metric.
Diversity of Mutation Targets. Another challenge is ensur-
ing that mutations are distributed across various layers and
fields, thereby facilitating comprehensive testing. To address
this concern, LLFUZZ [36] enhances 5GHoul by promoting
greater diversity in test cases at lower layers.
Generating Unsupported Messages. Both commercial and
open-source base station stacks have inherent limitations, as
they do not encompass all the features detailed in the stan-
dards. Consequently, researchers must devise strategies to
handle unimplemented messages and protocol states [36],
and modify base station software to transmit custom, invalid
packets [51]. LLFUZZ [36] enhances the RRC configuration
message by analyzing specific lower-layer configurations that
are not supported by srsRAN.
Mutations strategies. To avoid test cases being rejected
early, mutations should be applied carefully to avoid pro-
ducing messages that parsers will not accept. For example,
LLFuzz [36] preserves essential fields such as LCID or RLC
SN when fuzzing lower layers, ensuring that mutated mes-
sages remain associated with valid communication channels,

unlike 5GHoul [62]. OTABase [51] tries to optimize the ex-
ploration process by generating messages that respect the
structure. It also modifies security headers to avoid the early
rejection problem.

Finally, fuzzing lower layers (e.g., MAC) is particularly
challenging because they cannot tolerate delays greater than
the slot transmission time (~1 ms) [62, 88].

Research recommendation: When doing fuzzing, muta-
tion should be applied on fields which won’t lead to the
message being early rejected.

Research suggestion: How can protocol features that are
not implemented in existing open-source cellular network
platforms be systematically evaluated?

Application processor interface. Fuzzing has also been ap-
plied to assess the security of the application processor inter-
face. A first study [33] injected a layer between the telephony
stack on the application processor and the baseband, using this
they analyzed the SMS handling of the application processor.

The baseband can also be fuzzed from the application pro-
cessor side, Karim et al. [32] fuzzed the baseband’s AT inter-
face by connecting to it through USB or BlueTooth connec-
tion. For this, they created a custom grammar by combining
AT command from the specification with device specific AT
commands extracted from the firmware by the help of heuris-
tics and regular expressions. To assess the security implication
of those commands, they sent individually all the commands
identified, and manually observed their impact.

7.2.4 Emulation fuzzing

To overcome the challenges of limited speed and lack of intro-
spection in OTA testing, researchers explored how baseband
firmware could be fuzzed in an emulator [7, 12, 85–87]. This
approach provides a controlled environment that enables sig-
nificantly higher fuzzing speed (e.g., 100x to 10,000x speed
up compared to OTA testing [87]). Such a speed up is pos-
sible thanks to the parallelization of the execution but also
thanks to the possibility to snapshot the emulation state before
sending the input and restoring it afterward. In addition to
the snapshotting capability, this method grants higher control
over the execution allowing to pause the emulation or modify
some registers.

Moreover, firmware emulation enables powerful instrumen-
tation to collect fine-grained behavioral feedback (e.g., cov-
erage and crash signals) for each input which can be used to
guide mutators towards unexplored code paths. It also enables
researchers to use more precise observers to detect crashes
more accurately and detect vulnerabilities using crash oracles
such as sanitizers [12].

Supporting additional architectures often requires substan-
tial amount of manual work. Beyond obtaining and unpacking
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the firmware, the emulator must implement the target Instruc-
tion Set Architecture (ISA) and mimic hardware behavior and
peripheral interactions accurately enough to let the emula-
tion proceed further in the firmware. Emulating the periph-
erals [92], requires significant engineering effort and it may
be impossible to perfectly rehost the firmware. It is therefore
likely impossible to achieve the same fidelity as with Over-
the-Air testing, in particular as those baseband’s processors
documentation is not available to third parties.

Even when (or if) full-system emulation is possible, vulner-
ability validation and triage typically still require a physical
device to confirm that the issue manifests under real hard-
ware and peripheral conditions (i.e., that the vulnerability is
reproducible and not an emulation artifact).

Depending on the level of emulation fidelity required,
firmware can be emulated using two approaches: partial emu-
lation or full-system emulation.

Partial emulation. In partial emulation, only a subset of the
firmware is executed. For example, BaseSAFE [12] focuses
exclusively on fuzzing the NAS and RRC parsers of the LTE
protocol. This approach is suitable when the function under
test does not rely on external state or peripherals, or when such
interactions can be bypassed. By inserting hooks, functions
interacting with these peripherals can be skipped. However,
skipping peripheral interactions may hinder access to deeper
parts of the function under test, only reachable with proper
peripheral emulation.

Full-system emulation. To support fuzzing of tasks that in-
volve interactions with global state or peripherals, full-system
emulation can be employed. Certain variables, memory lay-
outs, or function pointers are initialized during the boot pro-
cess. In the Shannon firmware, some memory zones are un-
compressed at boot during the scatter loading [5]. This require-
ment introduces additional complexity for partial emulation
or static analysis approaches, as resolving these dependen-
cies must be done manually. Starting emulation at the reset
vector mitigates this issue; however, it requires handling the
interactions with the rest of the peripherals.

Recent emulation based research has concentrated on plat-
forms well-supported by emulators notably MediaTek and
Samsung’s Shannon basebands while Qualcomm modems
have long remained harder to study in practice. Qualcomm’s
basebands rely on the proprietary Hexagon ISA [90], and
mainstream QEMU only used to support user mode emula-
tion. However, Qualcomm recently introduced support for
full-system emulation for the Hexagon instruction set in its
QEMU fork [93,94]. By integrating this fork with the QEMU
LibAFL fork [95], Produit et al. developed the first fuzzer tar-
geting the Hexagon architecture [89] (although not rehosting
an actual baseband SoC).

A key challenge in fuzzing emulated firmware is delivering
test messages to the intended protocol parsers. To address
this, FirmWire [85] injects a dedicated fuzzing task into the

baseband RTOS that obtains inputs from the fuzzer and for-
wards them to the target parser task via the firmware’s native
task communication mechanism.

However, because test inputs are injected via internal RTOS
entry points rather than through an emulated RF stack, the
emulated baseband typically corresponds to a freshly booted
device that has not yet attached to any cellular network. There-
fore, connection-dependent protocol state remains uninitial-
ized, many messages are silently discarded which limits a
deep exploration of the protocol. To recover realistic pro-
tocol state, researchers can extract it from physical devices
and transplant it into the emulator. FIRMSTATE [86] semi-
automatically extracts state information from real phones dur-
ing actual network communication by using vendor-specific
tools to trigger a crash dump and using Shannon’s Back Trace
Log(BTL) to recover control flow and locate state-relevant
data structures inside the dump, which are loaded into the
FirmWire snapshot to enable state-aware emulation. BASE-
BRIDGE [87] generalizes state transfer to both Shannon and
Mediatek by restoring selected states from a real device. To do
so, a clean emulation snapshot is used to trace the firmware’s
memory accesses. Memory chunks are restored iteratively if
they allow reaching new basic blocks, lead to new log mes-
sages or prevent a crash.

LORIS [7] performs automatic synthesis of state variables
using symbolic execution. Unlike FIRMSTATE and BASE-
BRIDGE, it does not require a crash dump from a real device.
However, symbolic execution does not scale to full protocol
state coverage.

Research suggestion: Full-system emulation is complex,
new research should support new architectures such as
Hexagon and reduce the complexity of supporting new
phone models and peripherals emulation.

8 Crash detection, impact analysis, response
validation

RQ5: The current baseband research mainly focuses on two
outcomes for the test case output: whether the input triggers a
non-compliant response or whether the input triggers a crash.
Non-compliance detection. To detect non-compliance Garbe-
lini et al. [88] builds a state machine during normal interaction
between the UE and the network. This state machine is then
used during the fuzzing stage to detect any deviation indicat-
ing a corruption of the baseband state. DoLTEst [4] iteratively
builds oracles to analyze the baseband response to the test in-
puts. Since the messages are constructed for negative testing,
no messages are expected, while positive responses indicate
either an implementation error or a specification exception. In
addition to detecting crashes from the specification, Klischies
et al. [2] manually inspect traffic logs to identify problematic
behavior.
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Crash detection. Device log can be used to extract crash-
related information by targeting crash related strings [2,62,83].
However, crash logs can vary from one manufacturer to an-
other, making a first initialization step necessary [36]. Some
devices, such as Apple’s phones, lack such a debug mecha-
nism or require jailbroken devices [84]. This limitation cur-
rently hinders the use of this technique for analysis. According
to the authors of OTABase [51], this method does not cap-
ture all baseband crashes. Therefore, in addition to analyzing
ADB logs, they rely on passive listening to the device’s RLC
responses to confirm that the test case was acknowledged. Fur-
thermore, they implement active probing every ten messages
by sending RRC or NAS messages. Additionally, utilizing the
manufacturer debug mode can help validate crashes.

Crash detection can also be performed passively, by moni-
toring device responsiveness, prolonged timeouts or a lack of
expected replies can indicate that the baseband has entered a
hung or stalled state [88]. However, detecting memory corrup-
tions in baseband firmware suffer from the classical issue that
a memory corruption in embedded systems can be silent [96].
Crash detection in emulation. Emulation based fuzzing
finds vulnerability by relying on reachable assertions already
present in the firmware or fault exception vector being run
due to an emulation fault [7, 85–87]. In order to detect mem-
ory corruptions more accurately, memory sanitizer can be
used [7, 12]. Instrumentation of the execution is also possible
to achieve better corruption detection.

Research suggestion: How can an oracle be built to detect
protocol implementation vulnerabilities such as protocol
downgrade when doing emulation?

Crash validation. Validation of the bug requires OTA testing
to make sure that the vulnerability does affect a real device
or not. However, not all papers do it [5]. Most often for Over-
the-Air fuzzing work, as each test case comprises multiple
mutations, a refinement stage is needed where each mutation
of the crashing input is being selectively applied to identify
the responsible mutation [51].

9 Future work

Combining Over-the-Air testing approach with a fully em-
ulated system would provide a very complete and flexible
testing environment. However, fully emulating a firmware
and its physical environment is difficult, this requires interac-
tion with peripherals that are complex, not emulated and not
documented (interaction with the physical layer radio, DSPs,
etc.).
Support for Apple and less studied devices. Market studies
report that 99% of basebands are manufactured by, from the
most to the least popular: Qualcomm, MediaTek, Samsung,
Apple, UNISOC and HiSilicon (Huawei) [97]. So far research

largely focused on MediaTek and Samsung.
Only a limited number of works have analyzed basebands

used in iPhones [9, 14, 98]. Weinmann [9] focuses on early
iPhone Intel basebands used in the iPhone 4 (2010). Kröll
et al. [98] target the communication interface between iOS
CommCenter and the Intel baseband; they do not support
Qualcomm’s baseband, which uses a different interface, and
require a jailbroken device. Hussain et al. [14], in contrast,
analyze the iPhone XS (2018) purely as a black box.

The current iPhone’s baseband technology is an in house
baseband, which originates from Apple’s 2019 acquisition of
Intel’s mobile modem division. This makes it critical to find
new ways to investigate the security of baseband on iPhones
as those baseband are now only used on Apple devices. In-
deed, it is not possible anymore to benefit from vulnerabilities
found on Android devices using the same baseband chip as
iPhones. For example, the baseband log can often be accessed
on Android devices, but not on iPhones. Even Over-the-Air
analysis is hard to do on iPhones as there is limited visibility
on the baseband status (e.g., like ADB), and limited monitor-
ing of the baseband for crash and reset (libimobiledevice was
used for this in DIKEUE [99]).

Some baseband manufacturers remain understudied, includ-
ing Unisoc [63] and Huawei (HiSilicon).

10 Conclusion

In this paper, we investigated the security of basebands, em-
phasizing their complexity, proprietary design, and reliance
on memory-unsafe languages, which collectively introduce
vulnerabilities exploitable by remote adversaries. We pre-
sented the Over-the-Air attack surface and highlighted the
necessity of considering additional attack vectors such as the
malicious application processor and SIM cards. Our taxon-
omy distinguishes between logic vulnerabilities and crashes.
Additionally, we stressed the importance of considering the
rogue network attack model.

We analyzed three dominant research paradigms: static
analysis, Over-The-Air testing, and emulation-based fuzzing,
highlighting their respective strengths and limitations. While
OTA testing ensures realism, it suffers from scalability con-
straints; static analysis allows precise security analysis of the
protocol implementation but is difficult to adapt to other base-
band vendors, whereas emulation offers introspection and
speed but demands substantial engineering effort.

Finally, we outlined future research directions, analysis
of Apple basebands, and advancing full-system emulation,
particularly for architectures such as Qualcomm’s Hexagon.
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