
AI Driven Semantic Protocol Attacks on 6G:
Formalizing Novel Threat Vectors and a Lipschitz

Bounded Cross Layer Defense Framework
(SACLDF)

Abdellah Tahenni∗, Messaoud Ahmed Ouameur∗, Miloud Bagaa∗, Daniel Massicotte∗,
Sifeddine Salmi∗, Felipe Augusto Pereira de Figueiredo†, Adlen Ksentini‡ ∗Department of Electrical and

Computer Engineering, University of Quebec at Trois-Rivières (UQTR), QC, Canada
{abdellah.tahenni, messaoud.ahmed.ouameur, miloud.bagaa, daniel.massicotte, sifeddine.salmi}@uqtr.ca

†Instituto Nacional de Telecomunicações (INATEL), Brazil
felipe.figueiredo@inatel.br ‡EURECOM, France

ksentini@eurecom.fr

Abstract—Sixth generation (6G) semantic communica-
tions (SEMCOM) introduce AI driven protocol layers context
mapping, ontology reasoning, and reinforcement learning
based (RL) routing that expose a new class of adversarial
vulnerabilities beyond conventional physical layer threats.
Existing security research largely addresses physical layer
attacks such as jamming and waveform inversion, leaving
protocol layer mechanisms insufficiently protected. This paper
formalizes three novel protocol layer attack vectors: context
injection (FGSM/PGD based perturbation of semantic context
functions), ontology poisoning (adversarial triple injection into
shared knowledge graphs), and reward manipulation (deceptive
RL signal distortion). End to end MATLAB simulations
demonstrate severe impact: bit error rate (BER) degradation
from 5.3 × 10−7 to 8.7 × 10−4 (AWGN), perceptual speech
quality (PESQ) below intelligibility thresholds (1.3 under
Rayleigh fading), and up to 12.4 dB signal to distortion
ratio (SDR) loss. To counter these threats, we propose the
Semantic Aware Cross Layer Defense Framework (SACLDF),
unifying: (1) real time multi metric anomaly detection (SAAD),
(2) Lipschitz constrained semantic reconstruction (CSAE)
with a certified reconstruction bound (Theorem 1), (3) hybrid
knowledge graph sanitization (KGG), and (4) trust aware
policy adaptation (ARLD). SACLDF achieves a 93× BER
reduction, restores PESQ to 3.2, and recovers 11.6 dB SDR
while maintaining a gNB side latency of 4.7 ms and a memory
footprint of 50 MB meeting 6G URLLC constraints. An ablation
study and comparative evaluation against standard adversarial
training and robust routing baselines confirm the necessity of
the cross layer architecture.

Index Terms—Semantic attacks, semantic protocols, protocol
learning, AI enabled semantic protocols, knowledge graph poi-
soning, adversarial attacks, 6G security, cross layer defense.

I. INTRODUCTION

The emergence of next generation wireless networks and
semantic communications marks a significant paradigm shift:
instead of merely exchanging bits, systems now convey mean-
ing by leveraging shared knowledge bases and AI driven

semantic encoders [1]–[3]. While this approach promises gains
in spectral efficiency and latency reduction, it also opens a
fundamentally new attack surface at the protocol layer [4]–
[6]. To date, most security research in SEMCOM has focused
on physical layer threats such as jamming and waveform
inversion, leaving semantic level mechanisms context mapping,
adaptive routing, and knowledge graph reasoning insufficiently
protected despite their growing deployment in real world
networks [7], [8]. The consequence is that adversaries can
now exploit the very AI intelligence built into 6G protocols
to degrade system performance in ways that conventional
defenses cannot detect or mitigate. In this work, we show
that adversaries can exploit protocol layer features to severe
effect. By injecting carefully crafted perturbations into context
mapping functions, attackers force systematic misinterpretation
at the receiver. Poisoning shared ontologies and knowledge
graphs with false relationships undermines downstream in-
ference and decision logic. Manipulating reward signals and
routing updates in adaptive protocols subverts resource al-
location and traffic flows. For each of these attack vectors
context injection, ontology and graph poisoning, and route
and reward manipulation we develop rigorous mathematical
models, integrating gradient based adversarial techniques [9],
[10], graph theoretic corruption metrics, and trust weighted
routing formulations [11] into a unified, end to end attack
framework [12]–[15]. The primary contribution of this work is
a unified treatment of semantic protocol layer threat modeling
and cross layer defense for 6G SEMCOM systems an aspect
largely absent from prior work that focuses either on physical
layer robustness [16]–[18] or on semantic efficiency without
adversarial analysis [1], [2], [12]. Specifically, we:

1) Formalize three novel protocol layer attack vectors with
rigorous mathematical models (Section III).

2) Demonstrate severe performance degradation under these



attacks via end to end MATLAB simulation (Section IV).
3) Propose SACLDF, a cross layer defense with a certified

reconstruction bound (Theorem 1), and validate it against
standard defense baselines (Section VI).

The overall attack surface is depicted in Fig. 1 (Section III).
The remainder of this paper is organized as follows. Section II
reviews related work. Section III formalizes the system, threat,
and attack models. Section IV presents attack evaluation re-
sults. Section V outlines defense recommendations. Section VI
details SACLDF. Section VII concludes.

II. RELATED WORK

A. Semantic Communication Security

Recent developments in SEMCOM have focused on effi-
ciency improvements via deep learning architectures [2], [19].
The distributed semantic system in [1] targets IoT applications,
demonstrating promising gains in bandwidth efficiency but
omitting any adversarial evaluation. Speech transmission by
semantic extraction is described in [12], providing a founda-
tional architecture for speech based SEMCOM. Image semantic
coding through learned representations is introduced in [20],
establishing deep learning based compression pipelines that are
later shown to be vulnerable. Despite these advances, security
analyses have largely focused on physical layer attacks [16],
[18]. Multi domain vulnerabilities have been found with scope
limited to conventional network layers [21]. Further studies
revealed physical layer adversarial robustness gaps in deep
learning based communications [7]. SEMCOM black box at-
tacks via gradient estimation were demonstrated in [17], expos-
ing the brittleness of semantic encoders under transfer attacks.
Protocol layer vulnerabilities such as context aware routing
mechanisms, dynamic ontology adaptation [5], and federated
semantic learning architectures remain underexplored [2], [22].
Recent 2025–2026 works have begun to address cross layer
attack propagation [23], ontology poisoning [24], certified
robustness [25], knowledge graph security [26], RL based
protocol attacks [27], O RAN security vulnerabilities [28],
multimodal resilience [29], and federated defense [30], yet
none provides a unified protocol layer threat model coupled
with a cross layer defense framework.

Table II presents a detailed comparison of related works,
highlighting how existing approaches address only isolated
attack vectors and lack coordinated cross layer defense mech-
anisms.

B. Key Limitations of Prior Work

Examination of each work points to several critical limita-
tions that motivate the present contribution. The work in [1]
provides no adversarial evaluation and is scoped exclusively to
IoT deployments, leaving open questions about resilience in the
broader 6G context. The work in [31] ignores protocol layer
weaknesses and assumes static receiver architectures, which
are unrealistic in adaptive 6G deployments. The work in [7]
performs adversarial analysis only at the application layer,
missing the protocol level propagation effects we formalize
here. The work in [32] lacks cross layer attack propagation

modeling despite targeting multimodal semantic systems that
inherently span multiple layers. The work in [17] restricts
attention to physical layer adversarial resilience, demonstrating
that transfer attacks can break semantic encoders but offering
no protocol aware defense. The work in [15] covers data
poisoning for text modalities only, leaving speech and image
based SEMCOM systems unaddressed. The work in [21]
considers black box gradient attacks without protocol level
effects, limiting its applicability to knowledge graph or reward
manipulation scenarios. Recent works [23]–[25], [33] represent
important advances but each addresses only a subset of the
attack surface and lacks a unified cross layer defense. The work
of [23] provides cross layer propagation analysis but does not
produce a certified defense bound or address knowledge graph
poisoning. The certified autoencoder in [25] offers a formal
reconstruction bound but covers only a single encoder and
provides no RL or KG defense. These limitations collectively
highlight the need for holistic protocol layer attack modeling
and defense for SEMCOM systems, which SACLDF addresses.
Most closely related to our defense framework are adversarial
training methods [10] and robust routing protocols [11], which
address physical layer and routing layer threats, respectively.
Data poisoning defenses from the machine learning litera-
ture [34] also provide relevant background. Section VI demon-
strates that these approaches, while effective against their
intended threats, are insufficient against semantic layer attacks
without cross layer coordination the primary contribution of
SACLDF. Table I summarizes the key findings and limitations
of the related works reviewed above, highlighting the research
gaps that motivate our proposed framework.

TABLE I: Summary of Key Findings and Limitations of
Related Works

Area Key Findings Limitations

SEMCOM Se-
curity

DL-based SEMCOM
gains efficiency; physical
layer attacks identified

No adversarial evaluation;
protocol layer gaps; static
assumptions

Adversarial At-
tacks

FGSM/PGD break
encoders; transfer
and black-box attacks
demonstrated

Physical layer only; no
protocol aware defense;
single modality

2025–2026 Ad-
vances

Cross-layer propagation;
ontology poisoning;
KG security; certified
robustness; federated
defense

Subset coverage only; no
unified threat model or
cross-layer defense

Defense Meth-
ods

Adversarial training; ro-
bust routing; data poison-
ing defenses

Insufficient against
semantic layer attacks
without cross-layer
coordination

Overall Gap No unified protocol-layer threat model with cross-
layer defense covering context injection, ontology
poisoning, reward manipulation, and KG poisoning.
SACLDF fills this gap.



TABLE II: Comparison of Related Works on Semantic Quality and Channel Effects Under Attacks

Reference Year Semantic Quality
Metrics

Channel Effects Analysis Attack Types Key Limitations

[1] 2020 Semantic similarity
(IoT)

BER vs. SNR under baseline
impairments

None No adversarial analy-
sis; IoT scope only

[31] 2024 Task accuracy Physical-layer under idealized
conditions

Channel inversion;
waveform
manipulation

Ignores protocol-
layer; assumes static
architectures

[7] 2023 Context preservation;
semantic quality

Multi-domain SNR analysis Adversarial examples
(application layer)

No protocol-layer
vulnerability analysis

[32] 2024 Multimodal
alignment accuracy

MIMO channel effects Model inversion Early robustness eval-
uation; no cross-layer
modeling

[17] 2024 Robustness score (DL
metrics)

Adversarial SNR thresholds White-box gradient
attacks

Physical-layer only;
limited cross-layer
insight

[15] 2022 Text reconstruction fi-
delity

Fading channel evaluation Data poisoning Limited attacks; text
modality only

[21] 2022 Semantic BER Black-box perturbation under
noise

Gradient-based black-
box

No cross-layer
or protocol-level
analysis

[33] 2025 Task accuracy;
semantic similarity

AWGN and Rayleigh under
gradient perturbation

FGSM/PGD gradient-
based (task-oriented
layer)

Single-layer attack
only; no ontology or
RL analysis

[23] 2025 Semantic BER; re-
construction fidelity

Physical-to-protocol cross-
layer SNR analysis

Cross-layer adversar-
ial: physical + appli-
cation

No certified defense
bound; no KG poi-
soning

[24] 2026 Semantic accuracy;
knowledge
consistency

Baseline AWGN; no fading
channel evaluation

Ontology poisoning
via adversarial triple
injection

No RL or reward ma-
nipulation; single at-
tack vector

[25] 2025 PESQ; SDR; seman-
tic reconstruction er-
ror

Rayleigh and Rician fading
with bounded perturbations

ℓ2-bounded input per-
turbations

Certified bound for
single encoder; no
KG or RL defense

Ours 2026 BER, PESQ, SDR
with semantic
degradation

AWGN, Rayleigh, Rician,
OOD channels

Context injection,
ontology
poisoning, reward
manipulation, KG
poisoning

SACLDF proposed;
hardware validation
deferred

III. SYSTEM MODEL AND THREAT FRAMEWORK

The end to end 6G semantic communication pipeline and
the three protocol layer attack vectors are illustrated in Fig. 1,
which shows how each attack targets a distinct injection point
in the stack. Context injection perturbs the semantic encoder,
ontology poisoning corrupts the shared knowledge graph, and
reward manipulation distorts the RL routing agent’s feedback
signal, collectively degrading BER, PESQ, and SDR below ac-
ceptable thresholds in the absence of any defense mechanism.

A. Semantic Communication System Model

The end to end semantic communication system is shown
in Fig. 1. Raw data (text, images, or speech) is processed by a
semantic feature extractor, then encoded for transmission over
a wireless channel.

1) Transmitter Modeling: The transmitter encodes source
data into a semantic representation optimized for transmission
using a pretrained transformer model for feature extraction.
Relevant semantic features are extracted using ResNet for
images [19] and converted to a compact representation through
PCA or autoencoders [2], [19]. The semantic representation is
then encoded using LDPC or Turbo codes [22]. Mathemati-
cally:

s = fenc(x; θenc), (1)

where x is the source data, fenc is the encoding function with
parameters θenc, and s is the transmitted signal.

2) Channel Modeling: The wireless channel is modeled as
a fading channel with additive white Gaussian noise (AWGN).
The received signal is:

y = h · s+ n, (2)

where h is the channel fading coefficient, s is the transmitted
signal, and n ∼ CN (0, σ2

n) is AWGN. Key parameters include
fading distribution (Rayleigh, Rician, or Nakagami), path loss
exponent, Doppler spread, and SNR = Ps/σ

2
n.

3) Receiver Modeling: The receiver reconstructs semantic
information via channel decoding, semantic decoding, and data
reconstruction [19]:

x̂ = fdec(y; θdec), (3)

where x̂ is the reconstructed data and fdec is the decoding
function with parameters θdec.

B. Adversary Capability Model

We formalize two threat levels evaluated throughout this
work.

1) Gray Box Adversary (Primary Model): The adver-
sary knows the semantic encoder architecture fenc and
the schema of the shared knowledge graph G, but
does not have access to trained weights θenc or the
SACLDF defense parameters (τ, ρ, λ). This models a
control plane insider with documentation access but
without direct model extraction capability. Context injec-



Fig. 1: End to end 6G semantic communication stack under three protocol layer adversarial attacks: context injection (∥δ∥∞ ≤
ε=0.05), ontology poisoning (15% adversarial KG triples), and reward manipulation (rfalse, σ=0.5). Dashed red arrows indicate
adversarial injection points. Under attack, BER degrades from 5.3×10−7 to 8.7×10−4, PESQ drops from 4.2 to 1.3, and SDR
falls by 12.4 dB (no defense applied).

tion (FGSM/PGD) and ontology poisoning are evaluated
under this model.

2) Black Box Adversary (Secondary Model): The adver-
sary observes only input output behavior and uses gradi-
ent estimation (zeroth order methods) or transfer attacks
from surrogate models. Knowledge graph poisoning and
reward manipulation are modeled as black box, since
the adversary manipulates external data feeds (ontology
servers, reward channels) rather than model internals.

Attack Scope. We consider adversaries at two interface points:
(i) a pre encoder interface where δ bounded perturbations are
injected before semantic encoding, modeling a man in the
middle attacker; and (ii) a shared knowledge plane where the
adversary inserts or modifies triples in the distributed ontology,
modeling a compromised ontology server. Full physical layer
adversaries (jamming, waveform inversion) are outside this
scope and addressed in [16]–[18].
Attack Constraints.

• Perturbation budget: ∥δ∥∞ ≤ ϵ = 0.05 for context
injection.

• Graph poisoning rate: at most 15% of triples modified or
injected.

• Reward noise: additive noise bounded by σ = 0.5 on the
true reward.

• Stealthiness: all attacks remain below conventional intru-
sion detection thresholds.

The refined intelligent semantic attack model, capturing the

interdependencies among the three attack vectors, is depicted
in Fig. 2.

C. Attack Vector Formalization

1) Context Injection (Semantic Protocols):
• Attack Strategy: The attacker exploits the transmitter’s

context mapping function to generate adversarial exam-
ples, causing misinterpretation at the receiver [7], [9].

• Mathematical Model: Let fcontext(x) assign a context
label to input x. The attacker finds x′ such that:

fcontext(x
′) ̸= fcontext(x), x′ = x+ δ, (4)

where δ is a perturbation constrained by ∥δ∥∞ ≤ ϵ.
FGSM and PGD are used to generate δ [10], [31].

2) Ontology Poisoning (Semantic Protocols):
• Attack Strategy: The attacker injects false or misleading

triples into the shared ontology, skewing semantic inter-
pretation [32].

• Implementation: The ontology structure is modified by
inserting false relationships between concepts, analyzed
using graph theory and knowledge representation tech-
niques. The poisoning rate is bounded at 15% of the total
triple count to maintain stealthiness, consistent with the
threat model of Section III-B.

3) Adaptive Routing Attack (Protocol Learning):
• Attack Strategy: Adaptive routing protocols [5] are tar-

geted by injecting false information into routing updates.
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Fig. 2: Intelligent semantic attack model showing three attack
vectors—exploiting semantic protocols, compromising proto-
col learning, and corrupting AI enabled protocols—with cross
layer influence paths that allow one compromised layer to
cascade degradation into adjacent layers.

• Mathematical Model: Let R(t) be the routing table at
time t and L the update function. The attacker injects
malicious update ∆R(t):

R(t+ 1) = L(R(t), network state) + α ·∆R(t), (5)

where α is a weighting factor [11].
4) Reward Manipulation (Protocol Learning):
• Attack Strategy: RL based communication protocols are

targeted by distorting reward signals [35].
• Implementation: The attacker distorts reward signals to

manipulate the RL agent’s behavior, leading to biased
resource allocation via reward shaping techniques [35].
Reward noise is modeled as additive Gaussian with σ =
0.5, chosen to remain below conventional monitoring
thresholds while still causing measurable policy degra-
dation.

5) Knowledge Graph Poisoning (AI Enabled Protocols):
• Description: Knowledge graphs structure semantic rela-

tionships for reasoning. An attacker injects false triples to
corrupt inferences [32].

• Implementation: Adversarial machine learning and
knowledge graph embedding techniques [26] enable in-
jection of 15% adversarial triples that alter downstream
semantic decisions.

6) Predictive Model Attacks (AI Enabled Protocols):
• Description: Predictive models trained on historical data

can be compromised by injecting biased adversarial ex-
amples into training sets [34].

• Implementation: Adversarial training data is crafted by
solving an optimization problem that maximizes predic-
tion error while minimizing data perturbation [15], [19].

D. Integrated Attack Algorithm
Algorithm 1 orchestrates a multi layer attack across seman-

tic, protocol learning, and AI enabled layers. Phase 1 gen-
erates adversarial context examples and injects false ontology
relationships. Phase 2 updates routing tables with malicious
trust scores and distorts RL reward signals. Phase 3 injects
adversarial triples and poisons training data. The algorithm is
designed to operate within the gray box adversary capability
model of Section III-B, assuming architectural knowledge but
not model weights.

Algorithm 1 AI Driven Intelligent Semantic Attacks
Require: ϵ: max perturbation; α: routing weight; η: RL learning rate;

G: knowledge graph; Dtrain: training data; fcontext: context mapping;
MAX ITER; β: trust threshold; ϕ: routing decay factor

Ensure: xadv, Gpoison, Rt+1, rfalse, Dpoison,metrics
1: procedure SEMANTICATTACK(x,G,Rt, s,Dtrain)
2: // Phase 1: Semantic Protocol Attacks
3: embeddings ← InitializeEmbeddings(G)
4: (xadv, ℓ1)← ContextMappingAttack(x, fcontext, ϵ,MAX ITER)
5: Gmod ← OntologyReasoningAttack(G,C,R)
6: // Phase 2: Protocol Learning Attacks
7: Rt+1 ← AdaptiveRoutingAttack(Rt, St, α, β, ϕ)
8: (rfalse, conf )← RewardManipulationAttack(s, a, rtrue, policy)
9: // Phase 3: AI Enabled Protocol Attacks

10: (Gpoison, scores)← KGPoisoning(Gmod, T, embeddings)
11: (Dpoison, ypoison,model)← PredictiveAttack(Dtrain, ytrain, ctarget)
12: // Evaluation
13: metrics ← ComputeMetrics(xadv, Gpoison, Rt+1, rfalse)
14: success rate ← EvaluateSuccess(metrics)
15: stealthiness ← AssessStealthiness(xadv, Gpoison, Rt+1)
16: return (xadv, Gpoison, Rt+1, rfalse, Dpoison,metrics)
17: end procedure

IV. EVALUATION RESULTS AND ATTACK PERFORMANCE

This section evaluates AI driven semantic attacks against
6G SEMCOM systems under AWGN, Rayleigh, and Rician
channels. Results are obtained via MATLAB R2023b simu-
lations using the Communications Toolbox®. The simulation
framework considers context mapping attacks (FGSM/PGD,
ϵ = 0.05), ontology reasoning attacks, adaptive routing attacks,
RL based reward manipulation (σ = 0.5), and knowledge graph
poisoning (15% adversarial triple injection).

A. Performance Results
Table III compares performance under normal and attack

conditions across all evaluated channel types, providing a
comprehensive view of the degradation induced by each attack
vector.

Fig. 3 shows BER vs. SNR over the range 0–30 dB. Under
attack, BER degradation increases with SNR, confirming that
protocol layer attacks are more severe at higher SNR regimes
where semantic processing relies on richer, more attack ex-
ploitable representations.

Fig. 4 presents the PESQ distribution and SDR degrada-
tion across channel conditions, revealing that Rayleigh fading
channels suffer the most significant quality loss under all three
attack vectors.



TABLE III: Performance Metrics Across Channel Types Under
Normal and Attack Conditions

Metric / Channel AWGN Rayleigh Rician

BER (No Attack) 5.3×10−7 3.9×10−5 1.9×10−6

BER (Targeted Attack) 8.7×10−4 3.8×10−3 1.1×10−3

PESQ (Clean) 4.2 3.9 4.1
PESQ (Attacked) 1.8 1.3 2.1
SDR Clean [dB] 24.5 19.8 22.3
SDR Attacked [dB] 11.2 7.4 14.6

Fig. 3: Multi channel attack performance: BER vs. SNR under
normal operation and targeted attacks across AWGN, Rayleigh,
and Rician channels.

B. Key Findings

a) BER Performance: AWGN achieves the lowest clean
BER (5.3×10−7), reflecting the deterministic and well char-
acterized nature of Gaussian noise. Under attack, however,
AWGN BER degrades by three orders of magnitude to 8.7×
10−4, confirming that protocol layer attacks are not mitigated
by favorable channel conditions alone. Rayleigh channels show
the highest attack vulnerability (BER 3.8 × 10−3), as the
combination of fading induced symbol ambiguity and semantic
perturbation creates compounded degradation. Rician channels
demonstrate intermediate resilience (1.1× 10−3), benefiting
from the LOS component but still exhibiting unacceptable
error rates under coordinated attack. These results confirm that
protocol layer attack severity is channel dependent and that any
defense must account for channel statistics.

Fig. 4: Multi channel attack performance: PESQ distribution
and SDR degradation comparison across channel conditions
and attack scenarios.

b) Speech Quality: PESQ degrades severely under attack
across all channels, with all values falling below the mini-
mum acceptable threshold of 2.5. Rayleigh channels suffer
the most (PESQ = 1.3), a value that corresponds to speech
that is substantially impaired and largely unintelligible. This
degradation is primarily driven by context injection distorting
the semantic encoder’s feature space, causing the decoder to
reconstruct semantically incoherent output even when the phys-
ical channel is operating nominally. The PESQ degradation
under AWGN (4.2 clean vs. 1.8 attacked) is particularly signif-
icant because it occurs without any physical layer impairment,
demonstrating that protocol layer attacks can be devastating
even in ideal propagation environments.

c) Signal Fidelity: Clean SDR ranges 19.8–24.5 dB
across channels, consistent with well designed semantic codecs
operating in their nominal regime. Rayleigh channels show a
12.4 dB SDR reduction under attack, the largest degradation
observed, while Rician channels show a 7.7 dB reduction. The
fact that SDR loss correlates with PESQ degradation across all
channels validates the consistency of the simulation framework
and confirms that context injection, ontology poisoning, and
reward manipulation jointly impair both perceptual and signal
fidelity metrics. This cross metric consistency also implies that
single metric monitoring is insufficient for attack detection,
motivating SACLDF’s multi metric SAAD module.

C. Discussion
a) Channel Specific Impacts: AWGN channels achieve

the best baseline performance but demonstrate that favorable
propagation conditions offer no inherent protection against
protocol layer attacks. This finding contradicts a common
implicit assumption in the SEMCOM security literature that
improving channel quality is sufficient to maintain semantic
integrity [16], [18]. Rayleigh channels are most vulnerable,
as shown by BER and PESQ metrics, because multipath
fading introduces symbol ambiguity that amplifies the effect
of adversarial perturbations. Rician channels exhibit moderate
resilience due to the stabilizing LOS component, but still fail
to maintain acceptable quality under coordinated attack. These
channel specific patterns have practical implications for 6G
deployment: outdoor macro cells operating under Rayleigh
conditions require stronger defense than indoor pico cells with
dominant LOS paths.

b) Quality Degradation: PESQ scores below 2.5 indicate
severely compromised speech quality on all channels, a thresh-
old that the ITU T standard associates with listener fatigue
and comprehension failure in telephony applications [36]. The
SDR degradation pattern demonstrates systematic attack effects
across all channel conditions, with losses ranging from 7.7 to
12.4 dB. Crucially, all three attack vectors contribute to this
degradation: context injection degrades the feature space repre-
sentation, ontology poisoning corrupts the semantic reasoning
chain, and reward manipulation biases the routing decisions
that determine which encoding path is selected. Removing any
one attack vector reduces the total degradation, but all three
must be simultaneously defended to restore acceptable perfor-
mance, which directly motivates the cross layer architecture of
SACLDF.



c) Performance Patterns: Attack effectiveness increases
at higher SNR values, validating the theoretical vulnerabili-
ties in semantic protocol layers. At low SNR, channel noise
dominates and obscures the adversarial perturbation, reducing
its effectiveness. At high SNR, the semantic encoder operates
in a high confidence regime where small perturbations in the
feature space produce large changes in the decoded context,
making FGSM/PGD attacks disproportionately effective. This
SNR dependence has an important design implication: defenses
must be more aggressive at high SNR operating points, pre-
cisely where systems are expected to deliver the best semantic
quality. This finding highlights the need for robust, protocol
aware defense mechanisms that scale their sensitivity with the
channel’s operating regime, as SACLDF achieves through its
adaptive trust decay mechanism in ARLD.

V. ENHANCED DEFENSE RECOMMENDATIONS

To address AI driven semantic attacks, a coordinated defense
architecture spanning the semantic communication stack is
required [3], [7], [31]. Unlike conventional security models
that treat attack vectors in isolation, SEMCOM systems require
context aware protections due to their interconnected architec-
ture in which a compromise at one layer propagates to adjacent
layers, as demonstrated by the results of Section IV.

A. Multi Layer Defense Architecture
The proposed conceptual architecture operates across three

layers. The protocol layer targets semantic representation
manipulation such as context injection and ontology poison-
ing [7], [14]. The learning layer secures adaptive components
including RL and trust based routing [11], [35]. The detection
layer provides real time monitoring [8], [31]. The cross layer
coordination among these three layers is the key architectural
insight: a threat that evades the detection layer can still be
bounded by the protocol and learning layers, providing defense
in depth.

1) Adversarial Training with Semantic Constraints: A can-
didate semantic constrained training objective is:

min
θ

E(x,y)∼D

 max
∥δ∥∞≤ϵ

S(x+δ)≈S(x)

L(fθ(x+ δ), y)

 , (6)

where S(·) preserves semantic meaning via BLEU or embed-
ding similarity [10], [15]. This formulation extends standard
PGD based adversarial training [10] by adding a semantic
constraint that prevents the inner maximization from producing
perturbations that are semantically equivalent to clean inputs,
avoiding unnecessary robustness loss on clean traffic.

2) Trust Aware Knowledge Graph Sanitization: A proposed
graph sanitization criterion where ρ denotes the confidence
threshold and µ the source trust threshold is:
S(G) = {t ∈ G | conf(t) > ρ, trust(src(t)) > µ, cons(t, G) > κ}.

(7)
3) Gradient Regularization for Loss Sanitization:

L̃ = L+ λ1∥∇xL∥2 + λ2∥∇2
xL∥F + λ3Rsemantic(x, x̂). (8)

B. Proactive Detection and Adaptive Policy
A behavioral analytics framework monitors BER, PESQ, and

semantic embedding divergences for anomaly detection [8],

[11], [31]. Adaptive security policies respond by switching
to robust encoders, isolating suspect nodes, or adjusting trust
scores [11], [35]. The combination of proactive detection with
reactive policy adaptation provides both fast response to known
attack signatures and graceful degradation under novel attack
strategies not seen during training.

C. Implementation Trade offs

Adversarial training increases training complexity, but infer-
ence overhead remains manageable [10], [15]. Graph sanitiza-
tion introduces latency that can be mitigated via incremental
validation [31], [32]. These trade offs must be balanced against
the need for real time resilience [3], [7]. The SACLDF frame-
work detailed in Section VI provides concrete solutions to these
trade offs, demonstrating that all four defense modules can be
executed within a 4.7 ms gNB side pipeline while maintaining
full URLLC compliance.

VI. SACLDF: SEMANTIC AWARE CROSS LAYER DEFENSE
FRAMEWORK

To counter the AI driven protocol layer attacks formalized
in Section III, we propose the Semantic Aware Cross Layer
Defense Framework (SACLDF), a unified defense pipeline
that integrates real time anomaly detection, certified semantic
reconstruction, knowledge graph sanitization, and adaptive
reinforcement learning policy stabilization into a single coor-
dinated architecture. Unlike conventional defenses that address
individual attack vectors in isolation [10], [11], SACLDF
coordinates all four modules across the full semantic com-
munication stack, ensuring that threats unmitigated by one
layer are intercepted and bounded by the next. The framework
is designed to satisfy 6G URLLC latency constraints while
maintaining semantic intelligibility under all three protocol
layer attack vectors formalized in Section III-C.

A. Framework Architecture

The complete architectural overview of the SACLDF
pipeline is provided in Fig. 5, which also details the per
module latency decomposition confirming URLLC compli-
ance. A corrupted semantic packet entering the system is
first screened by the Semantic Aware Adversarial Detec-
tor (SAAD), which fuses statistical channel metrics (BER,
PESQ, and SDR z scores), geometric feature distribution
analysis (Wasserstein distance), and semantic consistency mea-
surements (BERTScore divergence) to flag adversarial activity
with a 96.2% true positive rate and a false positive rate below
3.8%. Flagged signals are forwarded to the Certified Semantic
Autoencoder (CSAE), which reconstructs corrupted semantic
content under a formally certified Lipschitz bound (L ≤ 1.2,
Theorem 1), guaranteeing a minimum PESQ score of ≥
3.098 for all perturbations within the declared attack bud-
get (ϵ ≤ 0.05). The reconstructed signal then passes through
the Knowledge Graph Guardian (KGG), which applies two
phase sanitization confidence thresholded rule based filtering
followed by a 3 layer graph convolutional network verification
to remove adversarial triples from the shared ontology at 94.3%



F1 score, processing 1,200 triples per millisecond on GPU.
Finally, the Adaptive RL Defender (ARLD) stabilizes the
reinforcement learning routing policy by clipping manipulated
reward signals at rmax = 0.2 and applying exponential trust
decay (λ = 0.7), preventing reward manipulation from sub-
verting adaptive resource allocation. Clean unattacked traffic
that passes SAAD without triggering the anomaly flag is routed
directly to the decoder, incurring zero reconstruction overhead.
The complete pipeline operates within a gNB side end to end
latency of 4.7 ms below the 5 ms URLLC budget.

B. Core Defense Components
1) Semantic Aware Adversarial Detector (SAAD): SAAD

fuses three complementary metrics: statistical channel charac-
teristics (BER, PESQ, and SDR z scores), geometric feature
distribution analysis (Wasserstein distance), and semantic con-
sistency measurements (BERTScore divergence). The detection
rule is:

AttackFlag =

1 if
3∑

i=1

wi
|mi − µi|

σi
> τ

0 otherwise,

(9)

where w = [0.4, 0.3, 0.3] are empirically tuned detection
weights and τ = 2.5 is the decision threshold [37]. This
achieves a 96.2% detection rate with a false positive rate <
3.8%. The multi metric fusion is essential because no single
metric is consistently discriminative across all three attack
vectors: BER deviations are most sensitive to context injec-
tion, Wasserstein distance captures feature distribution shifts
from ontology poisoning, and BERTScore divergence is most
responsive to reward manipulation induced routing changes.

2) Certified Semantic Autoencoder (CSAE): The CSAE
training objective combines feature fidelity and semantic
preservation [38], [39]:

min
θ

Ex∼D

∥x− fθ(x)∥2︸ ︷︷ ︸
Feature fidelity

+λDKL(px∥pfθ(x))︸ ︷︷ ︸
Semantic preservation

 . (10)

Spectral normalization constrains the Lipschitz constant to
L ≤ 1.2 [39], ensuring bounded output variation ∥f(x+ δ)−
f(x)∥ ≤ L∥δ∥.

3) Formal Robustness Certificate:

Theorem 1 (Certified Semantic Reconstruction Bound). Let fθ
denote the CSAE with Lipschitz constant L ≤ 1.2, enforced via
spectral normalization [39]. For any input x and adversarial
perturbation δ satisfying ∥δ∥2 ≤ ϵ:

∥fθ(x+ δ)− fθ(x)∥2 ≤ L · ϵ ≤ 1.2 ϵ. (11)

For the attack budget ϵ = 0.05, output deviation is bounded
at 0.06 in ℓ2 norm. Using the empirically estimated PESQ
sensitivity constant κ = 1.7 (derived via linear regression on
2,620 LibriSpeech test utterances [36]), the minimum guaran-
teed PESQ score is:
PESQmin(ϵ) ≥ PESQ(fθ(x))−κLϵ ≥ 3.2−1.7×1.2×0.05 = 3.098.

(12)
Since 3.098 > 3.0 (ITU T P.862 intelligibility threshold),

semantic intelligibility is certified for all ∥δ∥2 ≤ 0.05.

Inequality (11) follows from the definition of the Lipschitz
constant. With spectral normalization, each layer i satisfies
σ(Wi) ≤ 1; by submultiplicativity of operator norms, the K
layer composition satisfies L ≤

∏K
i=1 σ(Wi). We measure

L = 1.18 empirically over 10,000 test samples and set L = 1.2
conservatively. Inequality (12) follows from a first order Taylor
expansion of PESQ around fθ(x) and the Cauchy–Schwarz
inequality.

Remark 1. Theorem 1 provides a perturbation bounded certifi-
cate valid for ℓ2 constrained adversaries with budget ϵ ≤ 0.05.
It does not extend to ℓ∞ attacks or fully adaptive adversaries;
stronger certificates via randomized smoothing [40] represent
future work. The gap between the ℓ2 certificate and the
ℓ∞ attack budget used in our experiments (ϵ = 0.05) is
acknowledged, and empirical results in Section VI-C confirm
that SACLDF maintains PESQ above 3.0 even in the ℓ∞ threat
setting.

4) Knowledge Graph Guardian (KGG): KGG implements
two phase sanitization. Phase 1 applies rule based filtering with
confidence thresholding (> 0.85), temporal consistency verifi-
cation, and entity blacklisting. Phase 2 employs a 3 layer graph
convolutional network with node2vec embeddings (dim 128)
achieving 94.3% F1 score on poisoned triple identification.
The hybrid approach processes 1,200 triples per millisecond
on GPU, meeting the real time requirement of 6G semantic
protocol operation. The two phase design is motivated by
the observation that rule based filtering alone cannot detect
adversarially crafted triples that satisfy confidence thresholds
by design [26], while the GNN second stage catches these by
detecting structural anomalies in the graph topology.

5) Adaptive RL Defender (ARLD): ARLD implements re-
ward clipping:

rsafe = sign(r) ·min(|r|, rmax), (13)

with rmax = 0.2, and exponential trust decay:
ωt+1 = ωt · e−λ·attack confidence, (14)

where ωt ∈ [0, 1] is the current trust level and λ = 0.7 provides
optimal attack mitigation. The clipping bound rmax = 0.2
is selected to allow legitimate reward variations driven by
normal channel fluctuations while bounding the influence of
adversarially inflated rewards that would otherwise skew the
PPO policy toward suboptimal routing decisions [27].

C. Performance Evaluation

We evaluated SACLDF under identical simulation conditions
to Section IV, enabling direct comparison between attacked
and defended performance. Results are presented in Fig. 6 and
Table IV.

TABLE IV: SACLDF Performance Across Channel Conditions

Metric Attacked SACLDF Improvement

BER (AWGN) 8.7×10−4 4.9×10−6 99.4×
BER (Rayleigh) 3.8×10−3 4.1×10−5 92.7×
PESQ (Rayleigh) 1.3 3.2 146%
SDR (Rayleigh)[dB] 7.4 19.0 +11.6 dB
Latency [ms] – 4.7 <URLLC

D. Comparison with Defense Baselines

Table V compares SACLDF against standard defense base-
lines under identical attack conditions (Rayleigh channel, ϵ =



Fig. 5: The SACLDF defense pipeline comprising four interdependent modules. (1) SAAD detects adversarial activity through
multi metric fusion of BER, PESQ, and SDR z scores, Wasserstein distance, and BERTScore divergence (TPR = 96.2%,
FPR< 3.8%). (2) CSAE reconstructs corrupted semantic content under a certified Lipschitz bound (L ≤ 1.2; Theorem 1),
guaranteeing PESQ≥ 3.098. (3) KGG sanitizes the shared knowledge graph via rule based confidence filtering and 3 layer
GNN verification (F1 = 94.3%; 1,200 triples/ms). (4) ARLD stabilizes RL routing policies via reward clipping (rmax = 0.2)
and exponential trust decay (λ = 0.7). The latency decomposition bar confirms end to end gNB side latency of 4.7 ms, within
the 6G URLLC budget of 5 ms.

0.05, 15% KG poisoning). All baselines were implemented
under the same simulation framework and attack budget to
ensure a fair comparison.

Figs. 7 and 8 visualize the BER and PESQ comparison
across all defense methods, respectively. Fig. 9 shows the
latency–BER tradeoff, confirming that SACLDF achieves the
best BER of any method within the 5 ms URLLC budget.

a) Why Non Semantic Defenses Fall Short: Standard
adversarial training [10] improves BER resistance to context
injection but provides no defense against ontology poisoning,
yielding PESQ = 2.1 below the minimum acceptable threshold
of 2.5 since it optimizes input space perturbation resistance
without semantic graph integrity. Furthermore, its 8.3 ms la-
tency exceeds the 5 ms URLLC target, making it unsuitable
for 6G deployment regardless of its BER performance. Robust
routing [11] addresses trust weighted path selection but cannot
reconstruct corrupted semantic representations (PESQ = 1.9),
because it operates at the network routing layer and has no
visibility into the semantic encoding quality. The standard
autoencoder without Lipschitz constraint achieves a slightly
better PESQ of 2.4, but still falls below the minimum accept-
able threshold, confirming that the certified bound provided
by spectral normalization in CSAE is not merely a theoretical
nicety but a practical necessity. Only SACLDF’s cross layer
coordination of all four modules simultaneously defends all
three attack vectors, restoring PESQ above 3.0 and SDR
within 0.8 dB of clean channel performance.

E. Ablation Study

Table VI reports the contribution of each SACLDF com-
ponent evaluated independently under Rayleigh channel attack
(ϵ = 0.05, 15% KG poisoning), providing a rigorous decom-
position of the cross layer synergy.

Figs. 10 and 11 visualize these ablation trends, and Fig. 12
provides a consolidated multi dimensional view across all five
performance axes.

Three key findings emerge from Table VI. (1) CSAE pro-
vides the largest single module BER reduction among all
individual components, confirming certified semantic recon-
struction as the primary defense mechanism against feature
space perturbations. Its standalone PESQ of 2.3 is the highest
of any single module, reflecting the direct coupling between
semantic reconstruction quality and perceptual speech metrics.
(2) KGG is essential for PESQ recovery above the 3.0 intelli-
gibility threshold: SAAD+CSAE alone achieves PESQ = 2.8,
which falls below the ITU T speech intelligibility thresh-
old, because ontology poisoning corrupts the semantic rea-
soning chain downstream of the encoder. Adding KGG to
SAAD+CSAE raises PESQ from 2.8 to 3.0, demonstrating that
knowledge graph sanitization is the critical step for crossing
the intelligibility boundary. (3) Cross layer synergy is non
additive: Full SACLDF achieves ≈2.9× better BER than
SAAD+CSAE+KGG alone, confirming that ARLD’s reward
clipping prevents RL exploited routing degradation that up-
stream modules cannot independently catch. The 0.6 dB addi-
tional SDR improvement from adding ARLD to the three mod-



(a) BER improvement across SNR regimes under SACLDF. (b) PESQ and SDR recovery under SACLDF.

Fig. 6: SACLDF defense performance: (a) BER reduction across SNR (0–30 dB), showing near baseline recovery across all
three channel types; (b) PESQ and SDR recovery to near baseline levels, confirming semantic intelligibility restoration. Rayleigh
channel shows the most severe degradation and the largest absolute recovery, with PESQ rising from 1.3 to 3.2 and SDR
recovering by 11.6 dB.

TABLE V: SACLDF vs. Defense Baselines Under Protocol Layer Attacks (Rayleigh Channel, ϵ = 0.05, 15% KG Poisoning)

Defense Method BER PESQ SDR [dB] Latency [ms] Memory [MB] KG Handled?

No Attack (reference) 3.9×10−5 3.9 19.8 – – N/A
Attacked, no defense 3.8×10−3 1.3 7.4 – – –

Adv. Training [10] 9.1×10−4 2.1 12.1 8.3 35 No
Robust Routing [11] 1.7×10−3 1.9 10.8 3.1 12 No
Std. Autoencoder (no Lip.) 6.3×10−4 2.4 13.5 2.9 28 Partial
SAAD Detection Only 2.1×10−3 1.6 9.8 0.8 8 No

SACLDF (Proposed) 4.1×10−5 3.2 19.0 4.7 50 Yes

Fig. 7: BER comparison: SACLDF vs. defense baselines under
protocol layer attacks (Rayleigh channel). Horizontal dashed
line: clean baseline BER. SACLDF is the only method achiev-
ing BER within one order of magnitude of the clean reference.

ule configuration further demonstrates that routing stabilization
contributes measurably even after semantic reconstruction and
knowledge graph sanitization are already active.

Fig. 8: PESQ comparison: SACLDF vs. defense baselines.
Dashed lines at PESQ= 3.0 (intelligibility threshold) and
PESQ= 2.5 (minimum acceptable). Only SACLDF crosses the
intelligibility threshold.

F. Robustness Under Adaptive Attackers

We evaluate SACLDF under an adaptive threat where the
adversary has full white box knowledge of SAAD’s thresh-
old (τ = 2.5) and KGG’s confidence gate (ρ = 0.85), and
optimizes attacks to evade detection. The adaptive adversary



Fig. 9: Latency–BER tradeoff for all defense methods. Shaded
region: 6G URLLC budget (< 5ms). SACLDF achieves the
best BER within the URLLC constraint, while adversarial
training exceeds the latency budget.

TABLE VI: Ablation Study: Per Component Contribution of
SACLDF (Rayleigh, ϵ = 0.05, 15% KG Poisoning)

Configuration BER PESQ SDR [dB] Lat. [ms]

None (××××) 3.8×10−3 1.3 7.4 –
SAAD only (✓×××) 2.1×10−3 1.6 9.8 0.8
CSAE only (×✓××) 9.4×10−4 2.3 14.2 1.9
KGG only (××✓×) 3.1×10−3 1.4 8.1 1.2
ARLD only (×××✓) 2.8×10−3 1.5 9.1 0.5
SAAD+CSAE (✓✓××) 3.8×10−4 2.8 16.7 2.7
SAAD+CSAE+KGG (✓✓✓×) 1.2×10−4 3.0 18.1 3.9
Full SACLDF (✓✓✓✓) 4.1×10−5 3.2 19.0 4.7

Fig. 10: Ablation study: BER across SACLDF module config-
urations. Bars are colour coded by number of active modules
(red= 0 to green= 4), showing monotonic improvement as
modules are added.

Fig. 11: Ablation study: PESQ across configurations. Dashed
line: PESQ= 3.0 intelligibility threshold. Adding KGG to
SAAD+CSAE is the critical step that crosses the intelligibility
threshold.

Fig. 12: Ablation study: multi metric radar chart (normalised
scores, clean= 1.0) comparing four representative SACLDF
configurations across five performance dimensions: BER im-
provement, PESQ recovery, SDR recovery, latency efficiency,
and KG coverage. Full SACLDF (✓✓✓✓) dominates all axes,
confirming that cross layer synergy is non additive and that
each module contributes a distinct and necessary capability.

solves:

δ∗ = arg max
∥δ∥∞≤ϵ

Lsem(fθ(x+δ), y) s.t.
3∑

i=1

wi
|mi(δ)− µi|

σi
≤ τ−κ,

(15)
where κ = 0.3 is an evasion safety margin that keeps the

adversary below the detection threshold while maximizing
semantic damage.

Table VII summarizes the results under naive and adaptive
attacks, and Fig. 13 shows the corresponding BER vs. SNR
curves.

Under adaptive context injection, SAAD detection rate drops
from 96.2% to 81.4% as the adversary successfully evades
the statistical detection threshold. Nevertheless, SACLDF still



TABLE VII: SACLDF Performance Under Naive vs. Adaptive
Attackers (Rayleigh, ϵ = 0.05)

Attack Type Detect Rate BER PESQ

No attack (reference) N/A 3.9×10−5 3.9
Naive PGD + SACLDF 96.2% 4.1×10−5 3.2
Adaptive PGD + SACLDF 81.4% 2.1×10−4 2.9
Naive KG poisoning + SACLDF 94.3% 4.1×10−5 3.2
Adaptive KG poisoning + SACLDF 79.3% 8.7×10−5 2.8

achieves an 18× BER improvement over the undefended
baseline (3.8×10−3), demonstrating graceful degradation. This
residual robustness arises because CSAE’s certified reconstruc-
tion bound (Theorem 1) applies independently of whether
SAAD flags the packet: even undetected adversarial inputs
are reconstructed within the Lipschitz bound, limiting their
semantic damage. The GNN second stage of KGG catches
79.3% of confidence spoofed triples even when rule based
filtering is evaded, confirming the value of the two phase design
motivated in Section VI-B. The adaptive PESQ values of 2.9
and 2.8 remain above the minimum acceptable threshold of 2.5,
demonstrating that SACLDF maintains useful speech quality
even under worst case evasion attacks.

Fig. 13: BER vs. SNR under naive and adaptive attackers.
SACLDF degrades gracefully even when the adaptive attacker
optimizes to evade SAAD detection, maintaining useful per-
formance across the full SNR range.

G. Failure Mode Analysis

a) Detection Operating Characteristics: Fig. 14 shows
the SAAD ROC curve obtained by sweeping the detection
threshold τ from 1.0 to 4.0. The operating point (τ = 2.5,
TPR = 96.2%, FPR = 3.8%) is selected at the knee of the ROC
curve, balancing detection sensitivity against the latency and
reconstruction overhead incurred by false positives.

Table VIII documents the downstream consequences of each
failure type, including the recovery mechanism that bounds
worst case behavior.

b) Fail Safe Behavior: False positives result in a 4.7ms
latency overhead with negligible semantic distortion (<0.02

Fig. 14: SAAD detection ROC curve (τ swept 1.0–4.0).
Marked operating point: τ = 2.5, TPR = 96.2%, FPR = 3.8%.
The operating point is chosen at the ROC curve knee to balance
detection sensitivity and false alarm overhead.

BERTScore drop), since CSAE reconstructs clean traffic faith-
fully. The 3.8% false positive rate means that on average one in
twenty six packets incurs unnecessary reconstruction overhead,
an acceptable cost for the protection SACLDF provides against
adversarial traffic. False negatives at SAAD level are partially
caught by KGG’s GNN stage, with 79.3% of evasion attempts
intercepted. The residual RL targeted degradation from doubly
missed packets is bounded by ARLD’s reward clipping (13),
limiting worst case BER to the attacked baseline rather than
allowing unbounded accumulation of policy degradation. The
system therefore fails safely: worst case behavior reverts to
undefended performance, not catastrophic failure, and the
layered recovery mechanism ensures that no single module
failure can cause system wide collapse.

H. Generalization Across Modalities and Distribution Shift

a) Cross Modality Generalization: Table IX reports
SACLDF performance across speech, image, and text modal-
ities. SAAD’s Wasserstein and BERTScore metrics are model
agnostic and can be replaced by modality appropriate surro-
gates (LPIPS for images, PESQ deviation for speech). KGG’s
GNN operates on graph topology and is ontology agnostic by
design. The consistent recovery rates across modalities (> 73%
in all cases) confirm that SACLDF’s architecture generalizes
beyond the speech modality used for primary evaluation in
Sections IV-A–VI-D. Empirical validation across non English
language models and domain specific ontologies (medical,
vehicular) is identified as future work.

Fig. 15 visualizes the normalized quality recovery across
modalities, confirming the cross modal robustness of
SACLDF [29].



TABLE VIII: SACLDF Failure Mode Analysis and Fail Safe Consequences

Failure Type Rate Cause BER Impact PESQ Impact Recovery Mechanism

False Positive (clean
flagged)

3.8% SAAD score exceeds τ on
non-adversarial input

+0.02× overhead −0.05 CSAE reconstructs
cleanly; +4.7ms latency
only

False Negative (SAAD
miss, KGG catch)

3.8% Adaptive attack evades de-
tection threshold

Partially elevated Partially
degraded

KGG GNN second stage
catches 79.3% of evasions

False Negative
(SAAD+KGG both
miss)

<1% Highly adaptive attack
spoofs both layers

Up to 3.8×10−3 Down to 1.6 ARLD reward
clipping (rmax = 0.2)
bounds policy deviation

CSAE reconstruction di-
vergence

<0.5% OOD input causes autoen-
coder instability

Reverts to raw sig-
nal

Unrecovered Pass-through + retransmit
flag to gNB

TABLE IX: SACLDF Generalization Across Modalities
(Rayleigh Channel)

Modality Metric Clean Attacked SACLDF Recovery (%)

Speech PESQ 3.9 1.3 3.2 73.1
Image SSIM 0.94 0.41 0.87 86.8
Text BLEU-4 82.3 31.7 74.8 84.9

Fig. 15: Normalized quality metric (clean= 1.0) across modali-
ties: Speech (PESQ), Image (SSIM), Text (BLEU 4). SACLDF
consistently recovers > 73% of clean performance across all
three modalities.

b) Distribution Shift Resilience: We evaluate SACLDF
on a Nakagami m channel (m = 1.5, not seen during train-
ing) to assess out of distribution (OOD) robustness. Table X
reports that SACLDF achieves a 13.3× BER improvement
on the OOD Nakagami channel compared to the undefended
baseline, and Fig. 16 confirms that degradation under OOD
conditions is graceful rather than catastrophic. The OOD PESQ
of 2.9 remains above the 2.5 minimum acceptable threshold,
indicating that CSAE’s Lipschitz bound provides a degree of
generalization to unseen channel statistics because it constrains
output variation independently of the input distribution. Full
OOD robustness via domain adaptive training [30] is deferred
to future work.

I. Experimental Setup and Reproducibility

a) Datasets: Speech experiments use LibriSpeech [36]
test-clean (2,620 utterances, 16 kHz; PESQ per ITU

TABLE X: Performance on OOD Channel (Nakagami m=1.5,
Unseen During Training) vs. Training Channels

Channel BER BER BER PESQ PESQ
Clean Attack SACLDF Attack SACLDF

AWGN 5.3×10−7 8.7×10−4 4.9×10−6 1.8 3.8
Rayleigh 3.9×10−5 3.8×10−3 4.1×10−5 1.3 3.2
Rician 1.9×10−6 1.1×10−3 7.3×10−6 2.1 3.6
Nakagami† 8.1×10−6 2.4×10−3 1.8×10−4 1.6 2.9
† OOD channel: Nakagami m=1.5, not seen during CSAE/KGG training.

Fig. 16: BER across all channel conditions including OOD
Nakagami (m=1.5). Hatched bars indicate the OOD channel.
SACLDF degrades gracefully under OOD conditions, main-
taining performance well above the undefended baseline.

T P.862). Image experiments use ImageNet ILSVRC 2012
validation (50,000 images; SSIM and LPIPS metrics). Text
experiments use Multi NLI [41] test matched split (9,815 pairs;
BLEU 4 and BERTScore F1).

b) Semantic Encoder Architecture: Six layer Trans-
former: dmodel=512, h=8 attention heads, dff=2,048, dropout
p = 0.1. Pretrained on LibriSpeech ASR and fine tuned for
SEMCOM transmission. Channel coding: LDPC, rate 1

2 , block
length 1,024 bits.

c) CSAE Architecture: Convolutional encoder: 4 layers
(64 → 128 → 256 → 512 channels, kernel 3×3, stride 2),
bottleneck dimension 256, symmetric decoder. Spectral nor-
malization applied to all layers. Training: Adam (η = 10−4),
batch 64, 100 epochs, λKL=0.01, early stopping on validation
PESQ.



d) KGG Graph Configuration: Freebase schema graph:
|V |= 12,450 entities, |E|= 48,200 triples. node2vec embed-
dings: dim 128, walk length 80, walks per node 10. 3 layer
GCN: hidden dims 256 → 256 → 128. Poisoning: 15% edge
replacement. Confidence threshold ρ=0.85; blacklist updated
every 100 ms.

e) ARLD Configuration: PPO agent: discount γ = 0.99,
clip ϵPPO=0.2, entropy coefficient 0.01. Reward manipulation:
additive N (0, 0.52). Clipping bound rmax = 0.2; trust decay
rate λ=0.7.

f) Attack Budgets: Context injection: PGD, ϵ=0.05 (ℓ∞),
40 steps, step size αstep=0.005. Adaptive PGD: 100 steps, eva-
sion margin κ=0.3. KG poisoning: 15% injection, confidence
spoofed to 0.87 for the adaptive variant. Reward noise: σ=0.5.

g) Channel Simulation: MATLAB R2023b Communica-
tions Toolbox. AWGN: SNR swept 0–30 dB in 2 dB steps (31
points). Rayleigh: Clarke’s model, fD=50Hz, NLOS. Rician:
K=5 dB, LOS. All results averaged over 1,000 Monte Carlo
channel realizations per SNR point.

J. Deployment Realism

a) Computational Cost Analysis: Table XI lists per mod-
ule parameters, FLOPs, and latency estimates for gNB and
UE deployment scenarios, providing a full computational bud-
get breakdown. The 50 MB total memory footprint reflects
inference mode parameter storage; the KGG graph index and
activation buffers are accounted for separately and are excluded
from this figure.

b) gNB vs. UE Deployment: The 4.7 ms end to end
latency was measured on an NVIDIA RTX 3080 (320 W TDP),
representative of a base station (gNB) or MEC deployment.
The 0.8 ms difference between the sum of individual module
latencies (3.9 ms) and this end to end figure reflects inter mod-
ule data transfer and pipeline coordination overhead. Scaling
to a Snapdragon X65 NPU yields an estimated total latency
of 21.5 ms:

TUE ≈ TGPU × TFLOPSGPU

TFLOPSUE
= 4.7× 29.8

6.5
≈ 21.5ms. (16)

This exceeds the 5 ms URLLC target, motivating a split
deployment: CSAE and KGG execute at the gNB or
MEC (≤3.1 ms), while SAAD and ARLD (combined 0.8 ms)
run on the UE, enabling real time anomaly flagging with
network assisted reconstruction. The UE latency estimate as-
sumes linear FLOP ratio scaling and serves as an order of
magnitude approximation; full UE profiling on 6G reference
hardware is deferred to future work. The split deployment
strategy also improves privacy by ensuring that only the
lightweight detection and policy modules run on device, while
the computationally intensive reconstruction and knowledge
graph verification remain on the trusted network infrastructure.

Fig. 17 visualizes the module wise latency decomposition
and compares the gNB and split deployment scenarios.

K. Discussion

SACLDF restores BER to within one order of magnitude of
clean channel performance across all evaluated conditions, with
particularly strong results in the most challenging Rayleigh
fading environment where the 92.7× BER improvement rep-
resents the largest absolute gain. PESQ exceeds 3.0 across

Fig. 17: SACLDF latency decomposition by module and de-
ployment scenario. Vertical dashed line: URLLC budget (5 ms).
Split gNB+UE deployment keeps the UE side budget within
1.8 ms while the gNB handles the computationally intensive
CSAE and KGG modules.

all training channels, confirming that semantic intelligibility
is maintained at levels sufficient for voice communication
applications. The SDR improvements of 7.9–12.8 dB across
channel conditions confirm significant signal fidelity recovery,
with Rayleigh showing the largest absolute gain (+11.6 dB)
consistent with its severe degradation under attack. The ab-
lation study confirms that all four modules are necessary:
removing any single module reduces PESQ below the 3.0
intelligibility threshold, and cross layer synergy produces a
non additive 2.9× BER improvement over the best three
module combination. Comparison with standard adversarial
training [10] and robust routing [11] confirms that single layer
defenses while effective within their intended scope cannot
address the full protocol layer attack surface without cross layer
coordination. The certified reconstruction bound of Theorem 1
provides a formal guarantee that semantic intelligibility is
maintained for all attack budgets ϵ ≤ 0.05, a guarantee that
no existing baseline can provide [25].

L. Future Research Directions

1) Federated Defense: Federated learning and secure model
aggregation are promising directions for distributing SACLDF
across multiple network nodes [8], [31], allowing nodes to col-
laboratively build defenses while preserving data privacy [11],
[30]. Federated deployment of SACLDF would also improve
resilience against single point of failure attacks targeting the
gNB side CSAE and KGG moduless [4].

2) Quantum Resistant Semantic Security: Post quantum
cryptographic methods for semantic encoding and quantum
based anomaly detection could improve long term resilience
against adversaries with quantum computational capabili-
ties [3], [31]. Integrating quantum resistant encoders into the
CSAE pipeline while preserving the Lipschitz certification
framework represents a challenging but important research
direction.

3) Standardization and Hardware Validation: Industry stan-
dards for semantic communication threat models, evaluation



TABLE XI: Per Module Computational Cost and Deployment Analysis

Module Params FLOPs/inf. GPU Lat. [ms] Est. UE Lat. [ms] Est. UE Power [mW] Deployment

SAAD 0.8 M 0.3 G 0.3 1.4 18 UE or gNB
CSAE 12.4 M 8.1 G 1.9 8.7 110 gNB (MEC)
KGG (GNN) 4.2 M 2.4 G 1.2 5.5 68 gNB (MEC)
ARLD 2.1 M 1.6 G 0.5 2.3 29 UE or gNB

Total SACLDF 19.5 M 12.4 G 4.7 21.5 220 gNB primary
GPU: NVIDIA RTX 3080 (29.8 TFLOPS FP32). UE estimate: Snapdragon X65 NPU (≈6.5 TFLOPS FP32-equiv.).

metrics, and compliance requirements will be key for broad
SEMCOM security adoption in 6G deployments [3], [28].
Hardware prototype validation of SACLDF on 6G reference
platforms, including validation of the split gNB+UE deploy-
ment latency estimate, represents the critical next step toward
practical deployment.

VII. CONCLUSION

This work formalizes three novel protocol layer attack
vectors for 6G SEMCOM context injection, ontology poison-
ing, and reward manipulation through rigorous mathematical
models establishing perturbation bounds, poisoning metrics,
and trust manipulation frameworks. End to end MATLAB
simulations confirm severe degradation under all three vectors,
with BER degrading by up to three orders of magnitude, PESQ
falling below intelligibility thresholds, and SDR losses reach-
ing 12.4 dB, validating the need for dedicated protocol layer
defenses. We propose SACLDF, a cross layer defense frame-
work with a certified reconstruction bound (Theorem 1), uni-
fying real time anomaly detection (SAAD), Lipschitz bounded
semantic reconstruction (CSAE), hybrid knowledge graph san-
itization (KGG), and trust aware policy adaptation (ARLD).
An ablation study (Table VI) confirms the necessity of each
component, and comparative evaluation against standard ad-
versarial training [10] and robust routing [11] demonstrates
that semantic layer threats require semantically aware, cross
layer defenses for effective mitigation. SACLDF achieves a
93× BER reduction in Rayleigh channels, elevates PESQ
from 1.3 to 3.2, and improves SDR by +11.6 dB within a
gNB side latency of 4.7 ms and 50 MB memory, meeting all
6G URLLC constraints. Evaluation under adaptive attackers
and OOD channel conditions confirms graceful degradation
and resilience beyond the training distribution. These results
establish a rigorous foundation for future work in federated
defense coordination, quantum resilient semantic encoding, and
standardized security frameworks for AI driven 6G communi-
cations.
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