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Abstract

Knowledge graphs (KGs) are data structures that have recently seen widespread adoption by
industries for training powerful and accurate machine learning models. The advantages of KGs
unfortunately come with a high cost in terms of security and privacy exposures because they increasingly
use privacy-sensitive data. The common procedure to protect the confidentiality of such data by
organizations is usually to publish their knowledge graphs, only partially, i.e., ensuring that privacy-
sensitive information is not disclosed while the remaining subgraph becomes publicly accessible. In this
paper, we show that this approach is vulnerable against privacy attacks and demonstrate that an adversary
can easily infer the hidden part of the graph by simply exploiting the topology of the public KG (and
nothing more). We investigate privacy attacks against KGs whose goal is to infer some private
information from the graph. With this aim, we identify the most impactful features of KG topology on its
leakage and design three attacks, incrementally: (1) a link inference attack to predict whether a node in
the public graph exhibits a link in the private one; (2) a triple inference attack to concretely identify the
hidden link with the actual tail node; and, finally, (3) a graph reconstruction attack to partially recover the
hidden graph. Our experimental study shows that these attacks are successful across multiple knowledge
graphs with diverse topology (up to 90% PR-AUC for link inference, 80% MRR for triple inference, and
45% graph recovery). Furthermore, to mitigate this vulnerability, we propose a topology-aware defense
mechanism named Chameleon that offers KG privacy protection while guaranteeing an acceptable utility
level. To address the privacy-utility trade-off, unlike existing defense strategies, Chameleon identifies the
most impactful edges in the public graph, taking into account their topological features, and perturbs the
graph to prevent the adversary identifies and exploit them. Through additional experiments, we show that
with moderate graph perturbation budgets, Chameleon reduces attack accuracy from 92% to 50% while
maintaining acceptable utility with MRR of 52% to 31% on the link prediction task. Our study, therefore,
emphasizes that graph topology alone is a fundamental source of privacy leakage in KGs and that future
privacy protection solutions should be topology-aware.



1 Introduction

Knowledge graphs (KGs) are increasingly gaining popularity for their ability to capture accurate
information from data originating from various sources. They organize data into meaningful relationships
and help machine learning models interpret complex information more easily and deliver accurate
predictions. The potential of KGs has already been demonstrated across multiple domains including
healthcare [30], recommendation systems [26], e-commerce [31], and knowledge-aware applications [5,
21, 22].

At a high level, knowledge graphs encode information about entities (represented as vertices on a graph)
and the relation between them (encoded as edges). Different types of relation result in different "types" of
edges, thus, one can interpret a knowledge graph as the accumulation of several independent graphs over
the same set of vertices.

The increasing use of KGs for machine learning unfortunately comes with a high risk in terms of privacy
exposures. Indeed, KGs tend to include more and more privacy-sensitive data (in healthcare applications,
e.g.) which can be accidentally or maliciously disclosed to unauthorized parties. To prevent such potential
breaches, the current approach consists of anonymizing the knowledge graph by modifying or removing
privacy-sensitive triples before publication. For example, in a healthcare knowledge graph, a sensitive
triple such as (Patient123, hasDisease, HIV) may be removed before release to avoid disclosing private
medical information [15].

In this work, we investigate the actual risks of such an approach and with the design of three privacy
attacks against KGs, we show that the topology of the published graph, alone, is sufficient to infer the
protected, privacy-sensitive edges. More specifically:

- We propose three incremental inference attacks where an adversary exploits the topology of a graph,
only: (1) a link inference attack to predict whether a node in the publicly disclosed graph exhibits an edge
in the private one; (2) a triple inference attack to concretely identify the hidden edge with the actual tail
node; and, finally, (3) a graph reconstruction attack to partially recover the hidden graph.

- We experimentally evaluate these attacks over three topologically distinct knowledge graphs and obtain
high success: with up to 90% PR-AUC for our link inference attack, 80% MRR for triple inference attack,
and lastly 45% graph recovery.

- We also study potential defense strategies and propose a novel, topology-aware, privacy solution, named
Chameleon, by identifying the most impactful edges in the public KG, and perturbing the graph to prevent
the adversary from exploiting them.

- We finally evaluate Chameleon as well as other potential solutions based on k-anonymity and
randomized response, through various experiments on the same topologically distinct knowledge graphs
and observe a significant drop of our attacks' success (from 92% to 50%) while slightly affecting their
utility (in terms of link prediction MRR from 52% to 31%).

In Section 2 we expose the problem setting, going through the necessary preliminaries as well as the
adversarial model, while in Section 3 we give an overview of the state of the art with respect to privacy
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attacks in graphs and, more specifically, in knowledge graphs. Then, in Section 4 we introduce our
framework to analyze graph topology as well as the features our attacks will use, and in Section 5 we
describe our inference attacks. In Section 6 we give the experimental evaluation of our attacks, and in
Section 7 we tackle the privacy defense mechanisms. We finally conclude in Section 8.

2 Background

This section establishes the formal framework for our privacy analysis. We begin with the definition of
knowledge graphs and further describe the threat model.
2.1 Preliminaries
Graph Theory. A graph is defined as
G = (V,E)

where V is a set of nodes (or vertices) and E € V x V is a set of edges connecting pairs of nodes. A graph
can be either non-directed, where for any two vertices v1, v2 € V,

(v,v2) €EE & (vy,v1) EE

or directed, where this property does not hold and then vertices where an edge starts are called heads
while vertices where an edge ends are called tails.

A neighborhood of a node v € V is a subgraph defined as all other nodes v’ such that there exists a
connected path to v, together with all edges connecting these nodes. More formally,

V,:={v' eV : Ivl =v,..,vk =v' €V with (vijvi+1) € EVi € [k—1]}
E,:= {(v1,v2) € E : v1,v2 € Vv}
1)

A cycle is a set of edges (v1, v2), (v2, v3), ..., (vk—1, vk), (vk, v1) where vi are all distinct vertices. The
length of a cycle is the number of edges (or equivalently vertices) it contains.

Knowledge Graphs. A knowledge graph is a generalization of a graph G = (V, E), where one assigns
distinct semantic relations to the edges. More formally, a knowledge graph is defined as the following
tuple of sets:

KG = (E,R,T)

where E is a set of vertices, R is a set of relation types, and T € E x R x E is a set of edges with specific
relations in R. These edges of knowledge graphs are denoted as triples. Each triple (h, r, t) € T represents
a directed edge from head node h to tail node t with relation r. For each relation type r € R a relation-
specific subgraph

Gr = (E,Ey)

can be defined where



E. = {(ht) | (h1t) € T}

Consequently, the knowledge graph becomes the union of these subgraphs overlaid on the shared vertex
set E. This conceptualization also naturally extends the definition of neighborhood and cycles from
graphs to knowledge graphs.

Public and Private Partitions. In real-world deployments, knowledge graphs are partitioned into publicly
accessible and private components based on the sensitivity of the underlying information, the access
control policies, or some regulatory requirements. Hence a knowledge graph can be formalized through a
disjoint decomposition of the triple set:

KG = KGpyp U KGpriy
where the public subgraph

KGpub = (E,R, Tpub)
contains public triples, and the private subgraph

KGpriv = (E,R, Tpriv)
contains private triples withheld from publication. The partition is disjoint:

Tpub n Tpriv =0

Table 1 depicts the key notation used throughout this paper.

Table 1: Notation

Notation Description

KG=(E,R,T) Complete knowledge graph

E Set of nodes (all public)

R Set of relations (all public)

T Set of all triples

KGpub Public subgraph (publicly released)
Tpub Set of public triples

KGpriv Private subgraph (not published)
Tpriv Set of private triples

R_target Set of target relations

2.2 Adversarial Model
We consider an adversary that has full access to the public knowledge graph
KGpub = (E,R, Tpub)

as well as to the entire set of nodes E (involved both in the private and public graphs). This representation
models real-world scenarios where node identifiers or their pseudonyms are known, but the relationships
between them are selectively disclosed [37]. The adversary's goal is to infer some edges in the private




graph given a set of target relation types R_target. We denote as T_target all triples (h, r_target, t) € T
such that r_target € R_target:

Trarget = {(h,r_target,t) € T : r_target € R_target}

It is important to stress that no semantic information regarding node identities, relation labels, textual
attributes, embeddings, and external knowledge sources are available to the adversary.

3 Related work

Privacy attacks on graph-based learning receive increasing attention over the years, with the motivation
coming from various concerns about information leakage in machine learning models trained on sensitive
graph data, such as social networks, knowledge bases, and healthcare records. While the objective of
these attacks is to infer private information from trained models or published data, the various approaches
differ in their threat models, adversarial capabilities, and targeted information.

Membership inference attacks aim to determine whether specific data records were included in a model's
training set. Wang et al. [28] have conducted the first empirical evaluation of membership inference
attacks against knowledge graph embeddings (KGE), proposing three attack types according to difficulty
levels. Their experiments on medical and financial KGs demonstrate that KGE methods can leak
substantial membership information. Hu et al. [16] extended these attacks to federated knowledge graph
embedding (FKGE) settings, proposing novel inference attacks that exploit gradient information from
distributed training. Their experiments on FB15k-237, NELL-995, and WN18RR demonstrate that
federated learning does not inherently protect knowledge graph privacy, achieving attack success rates
exceeding 83%. More recently, Hu et al. [17] proposed enhanced membership inference attacks with
personalized differential privacy defenses on FKGE. He et al. [14] applied this to graph neural networks
on general graphs, showing vulnerability even when adversaries have minimal background knowledge.

Link stealing attacks exploit trained models to infer edge existence. He et al. [13] propose the first
systematic link stealing attacks on graphs, characterizing adversary knowledge along three dimensions
and achieving AUC scores above 0.95 by leveraging black-box access to model predictions. Zari et al.
[34] investigate link inference attacks in vertical federated graph learning on general graphs. Zhang et al.
[35] study uneven vulnerability across edges in general graphs, introducing group-based attack
paradigms. Wu et al. [29] extend these attacks to inductive GNN models on general graphs.

Attribute inference attacks target private node attributes by exploiting model outputs and graph properties.
Gong and Liu [10, 11] demonstrate that friendship links and behavioral records in social networks enable
inference of sensitive attributes. Wang et al. [27] show that aggregate group properties in general graphs
can be inferred even when uncorrelated with training tasks. Zhang et al. [33] investigate how learned
representations in GNNs contribute to attribute leakage on general graphs.

Graph reconstruction attacks aim to recover larger graph portions from model information. Duddu et al.
[6] propose property inference, subgraph inference, and full reconstruction attacks on general graphs
exploiting graph embeddings, achieving substantial attack advantages in both black-box and white-box
settings. Zhang et al. [36] formalize model inversion attacks on KGs combining gradient optimization
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with graph auto-encoders. Fu et al. [9] recently demonstrate near-complete topology reconstruction on
general graphs through influence-based attacks, achieving high topology privacy leakage by exploiting
prediction patterns.

While the vast majority of privacy attacks require access to trained models, recent work has explored
reconstruction without such access. Azogagh et al. [1] propose GRAND, a method for reconstructing
general undirected graphs using only common neighbor matrices derived from secure multiparty
computation protocol outputs. Their work targets single-relation undirected graphs and requires access to
protocol outputs, whereas our setting assumes only the published multi-relational KG is available.

This paper goes beyond existing work by investigating privacy vulnerabilities in published KGs under a
realistic threat model where adversaries have no access to trained models or protocol outputs. Unlike prior
attacks requiring model predictions [9, 13, 36], embeddings [16, 17, 28], gradients [39], or secure
computation outputs [1], we demonstrate that the multi-relational topology of published KGs alone
reveals sensitive information through novel topology-based features we identify. To the best of our
knowledge, this is the first work to systematically investigate embedding-free and semantic-free privacy
attacks on knowledge graphs, revealing fundamental privacy vulnerabilities that persist regardless of the
protection mechanism used during publication.

4 Graph Topology

To identify the correlation between the private and public graph and therefore recover some components
of the private graph, the adversary aims to exploit some topological information that first needs to be
defined. More specifically, the adversary analyzes the topology around public triples containing the target
relation, and then looks for similar patterns (minus the target relation) elsewhere in the graph, so as to
infer the existence of target triples in the private graph.

Our first objective is therefore to identify the topological features of a graph around some target vertex v
or a target triple e = (v1, r_target, v2) in a layered approach. We denote vertices at distance i from target
component x as Ni(x), X being either a vertex v or a triple e = (v1, r, v2), and define the set of “depth”
triples, denoted as Di(x), as triples involving vertices at distance i and i+1, and the set of “breadth” triples,
denoted as Bi(x), as triples that connect two vertices that are already in the neighborhood of x at level i.

No@) = === mesleeol s B()

Figure 1: Neighborhood of vertex v in a graph.
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More formally:

« i-level neighbors Ni(x) include the vertices that are at distance i from x. Recursively, it is defined
as the set of all vertices neighboring Ni—1(x) that are not in Nj(x) for any j <i—1: NO(X) := {v}, if x =
v, or NO(x) := {v1, v2}, if x=(v1,r,v2) givenr € R; and fori> 1,

Ni(x):={v' € E: 3v" € Ni—1(x),r € R with (v',r,v") € T, and v' ¢ Nj(x) Vj < i}
* i-level depth edges Di(x) includes all triples between vertices at distance i—1 and vertices at
distance i to x:

Di(x) := {(W,r,v") € T : vV € Ni —1(x), v" € Ni(x)}

+ i-level breadth edges Bi(x) includes all triples between vertices at distance i from x and other
vertices at any level i <j:

Bi(x) := {(W,r,v") € T : v € Ni(x), v" € Nj(x), Jj < i}

Note that these sets completely define the neighborhood of x (see N(v) in Equation (1) of the Background
section).

Remark. When analyzing patterns around public vertices containing the target relation, it is
especially useful to identify subgraphs around these vertices with a high density of edges, since
their specific patterns are more easily recognized around other vertices where the target relation
has been hidden. Note that, through this lens, breadth and depth edges contribute differently.
While breadth edges inherently increase the density of the neighborhood because they do not
involve any new vertices, depth edges increase density only with respect to the neighbors in the
following layer.

Despite knowledge graphs being directed, and this being key in their usefulness to train ML models, to
analyze the topology around target component x and find correlation between different areas, we
sometimes are interested in traversing the neighborhood of x in an outgoing (propagating through triples
from heads to tails), incoming (propagating through triples from tails to heads), or total (propagating
through triples both from heads to tails and from tails to heads) manner. As such, we update our layered
definitions as follows:

+ i-level outgoing/incoming/total vertices with respect to x are denoted as Nih(x)/Nit(x)/Ni(x),
respectively, and defined as follows (with NOh(x) = NOt(x) = NO(x) as previously):

Nr(x):={t € E: 3h € Ni—1h(x),r € R with (h,r,t) € T, and t & Njh(x) Vj < i}
Nf(x):={h € E : 3t € Ni—1t(x),r € R with (h1,t) € T, and h € Njt(x) Vj < i}

Ni(x):= {v € E: 3v" € Ni—1(x),r € R with (v",r,v") € T or (v',r,v") € T,
and v' € Nj(x) Vj < i}

* i-level outgoing/incoming/total depth triples with respect to x are denoted as Dih(x)/Dit(x)/Di(x),
respectively:

DMx):= {(h,r,t) € T : h € Ni—1h(x), t € Nih(x)}
Df(x) := {(h,1,t) € T : h € Nit(x), t € Ni —1t(x)}
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Di(x) := {(W,r,v") € T : v' € Ni —1(x) or Ni(x), v" € Ni(x)or Ni — 1(x)}
. i-level outgoing/incoming/total breadth edges with respect to x are denoted as
Bih(x)/Bit(x)/Bi(x), respectively:
B'(x) :== {(h,r,t) € T : h € Nih(x), t € Njh(x), j < i}
Bf(x):= {(h,r,t) € T : h € Njt(x), j<1i t € Nit(x)}
Bi(x) := {(V,7,v") € T : v € Ni(x), v" € Ni(x)}

Remark. Note that the definition of total vertices, depth edges and breadth edges is equivalent to
the ones that would appear when considering the graph G as non-directed. In this case (non-
directed graphs), breadth edges can only exist among vertices at the same layer, thus our
definition for Bi(x) (total breadth edges). For a formal proof of this claim, see the Appendix.

We introduce one last type of notation to help in the particular case of knowledge graphs, where
analyzing through the lens of distinct relations is vital. Thus, we define conditioned notation to a certain
relation r (i.e. Ni|r(x) the neighbors at step i only by relation r).

While studying all previously defined features at each level (i.e. outgoing/incoming/total neighbors,
breadth edges and depth edges) would give the adversary the most accurate representation of KG's
topology around a target component X, this information can be a very large size given the size of KGs and
consequently require powerful resources. Such a large amount of available information may not always
be necessary to launch a successful attack and can even sometimes result in an unfortunate increase in
false positives for the adversary's outputs. We therefore propose to make use of the following aggregate
features.

+ Instead of gathering the entire set of i-level vertices, the adversary may exploit their cardinality,
only. This helps define the overall connectivity around component x. We therefore introduce the
notion of i-level degree in a directed graph as follows, for * € {h, t, —}:

ni(x) = N} ()]
@)

« Similarly, the cardinality of the sets of i-level breadth and depth triples can be sufficient to analyze
the edge density of the neighborhood, and are defined as, for * € {h, t, —}:

bi(x):= |B{ ()| di(x):= |D;(x)]
®3)

* Finally, to exploit information related to relation types present at i-level, we define i-level
relational diversity as, for * € {h, t, —}:

pi(¥) = |{r € R : By, (x) U Dy (x) # @}
(4)



5 Topology-Based Privacy Attacks

In this section, we present three novel topology-based inference attacks that exploit topological features in
the public graph KGpub to infer private triples in KGpriv. Apart from the features defined in Section 4,
these attacks do not make use of any additional information such as semantic information or pretrained
embeddings. The three attacks are designed in an incremental manner, gradually leaking information
about the private graph.

Our starting assumption is that, due to the structured encoding of data, in real-world knowledge graphs,
components that share similar links with respect to target relations, often exhibit similar topological
patterns around them. For example, let us consider a medical knowledge graph with diagnosis triples
linking patients to conditions. Patients sharing the same underlying medical condition such as diabetes
usually have similar symptoms, treatments, medical appointments or trips to pharmacies which could be
seen in the knowledge graph, which translates to similar topological patterns in their neighborhood.

With this assumption, we propose our three attacks. Given a target vertex v, the first attack’s goal is to
infer if there is an outgoing private edge from this vertex whereas the second one aims at identifying the
actual tail vertex for that particular triple. Finally, the third attack intends to partially reconstruct the
private graph.

5.1 Attack 1: Link Inference Attack

Attack 1 aims to accurately answer the following privacy question:

Does a target vertex htarget exhibit a link as a head vertex with relation rtarget in the private
subgraph KGpriv?

More formally, given target relation rtarget, adversary Al's goal is to determine whether there exists a
triple (htarget, rtarget, t) € Ttarget N Tpriv without discovering the actual tail vertex t.

In KGs, vertices that are involved in the same target relation tend to share similar topological patterns in
the public graph. Specifically, outgoing degree nih (Equation 2), reflects how extensively a vertex
connects to others, while relation-type distribution pih,r (Equation 4) captures the diversity of its relation
types. These head-centric topological features form the basis for distinguishing participants from non-
participants in a target relation. This observation leads to the following hypothesis for Attack 1:

Hypothesis 1 (Head-Centric Features for Link Inference). The outgoing degree nih(v) and
outgoing relational diversity pih(v) of vertices in KGpub, are sufficient to accurately infer whether a
target vertex is involved in a target relation.

Remark. Note that this section focuses solely on inferring whether a head vertex exhibits a link
with the target relation. This attack, however, can also be used to infer whether a tail vertex
exhibits a link with the target relation. In this case, instead of head-centric features, the adversary
would use tail-centric features in the attack.
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Attack Methodology

To identify whether vertex h exhibits a link through relation rtarget, Al trains a binary classifier using
topological features as inputs. Therefore, for each vertex h, we compute its head-centric representation @1
as:

@1 E X KGpub > R ¥*2, ¢,(v,KGpub) = [nf(v),  plW)] ey
1)
where k denotes the number of levels of the neighborhood analyzed.

The attack then works as follows. First, Al builds its training dataset with the head-centric representation
of public vertices exhibiting an outgoing link with respect to rtarget, and labels them as positives
(D+rtarget). More formally, the positive training set is defined as follows:

Ditarget ={heE: 3t (h,rtarget,t) € Ttarget N Tpub}

To define the training set of negative vertices D—rtarget, instead of randomly sampling them from the
public graph, Al selects those with connectivity comparable to positives. Degree-based hard negative
sampling is used to randomly sample from all vertices with outgoing degree nih higher than the mean in
D+rtarget. Degree-based selection provides computational efficiency at scale while enabling the classifier
to learn fine-grained distinctions beyond simple connectivity patterns. More formally, the negative
training set D—rtarget becomes a random subset of the one defined as follows:

D9 = (n' € E \ D +rtarget : nih(h) = (1/|D + rtarget|) Zh € D + rtarget nih(h)}

—,all

Once the training sets are defined, A1 trains binary classifier flrtarget : Rkx2 — [0,1] on D+rtarget U
D—rtarget to predict whether there exists any triple (h, rtarget, *) in KGpriv. Finally, during inference,
given a target head htarget € E, A1 computes

y(htarget; rtarget) = flrtarget(el(htarget, KGpub)),

where y(htarget; rtarget) represents the predicted probability that htarget is involved in rtarget. Algorithm
1 formalizes the complete procedure.

Algorithm 1: Attack 1: Link Inference

Input: Public graph ZGpub = (&, Z#pub, Tpub)
Output: Inferred participation of target head htarget in rtarget within ZGpriv.

Training Phase
D,rereet = fh € ¢ 3t, (h, rtarget, t) € Ttarget N Tpub}
Di,a“rlargel = {h! €EE \ D, rtarget * nlh(h!) > anl]eD+rtarget n|h(h)}

D_rtarget « R Di,a“rtarget

11



5: flrtarget «— Train((pl7 D rtarget Y Dirtarget)

6: Inference Phase:

7:  forall candidate head h € & do
8: J(h)  firre(@i(h, HGpub))
9: end for

10: return {y(h)}he&

5.2 Attack 2: Triple Inference Attack

Having established that link inference (i.e., Attack 1) identifies vertices that exhibit links with respect to
some target relations, Attack 2 escalates the privacy leakage by formalizing the following privacy
guestion:

Given that htarget exhibits a link as a head with relation rtarget in KGpriv, to whom is it
connected in KGpriv?

More formally, given a target relation rtarget and a target head htarget exhibiting the relation in KGpriv,
adversary A2 aims to recover the tail vertex t such that (htarget, rtarget, t) € Ttarget N Tpriv. Unlike link
inference, which examines individual vertex properties, Attack 2 requires observing topological features
of both vertices.

More in details, for (h, rtarget, t) to be a true private triple: Firstly, h should be a plausible source for
rtarget (captured by head features); second, t should be a plausible target for rtarget (which can be
captured by tail features); and, finally, h and t must be topologically correlated through similar
neighborhoods or shared connections (which can be captured by total neighborhood features and
connectivity coefficients). Accordingly, we formulate the following hypothesis for Attack 2:

Hypothesis 2 (Bidirectional topological Compatibility). The outgoing head features (nih(h),
bih(h)), incoming tail features (nit(t), bit(t)), and total neighborhood features of the triple (ni(h,t),
bi(h,t), di(h,t)), together, are sufficient to accurately identify the specific target vertex in a private
triple (h, rtarget, t).

Attack Methodology

Algorithm 2 describes Attack 2. Since the public graph KGpub is assumed to be large, this attack cannot
afford studying all potential pairwise vertices. To reduce the pool of potential pairs, A2 identifies the most
plausible pairs using Attack 1, by finding all tails exhibiting a link with relation rtarget and further study
the other relevant statistics for these pairs, only. Hence, we address accuracy and efficiency at the same
time by defining a two-stage attack methodology. This, in turn, means that the structural feature extractor
¢2 should contain that of Attack 1, as well as the total neighborhood features of the triple. More formally,
we define the bidirectional topology representation as:

12



Algorithm 2: Triple Inference Attack

Input: Public graph ZGpub; threshold th, threshold tt
Output: Inferred tails th for queried heads h

© N

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:

Training Phase

finrereet «— Algorithml. Train(o:h, rtarget, K Gpub)
fi,cereet «— Algorithml. Train(o:, rtarget, K Gpub)

D zrereet = Ttarget N Tpub
D-»rereet «—R Tpub \ Ttarget
fzrtarget «— Traln(\u’ D+’2rtarget V] Di’zrtarget)

Inference Phase:
forallv e &do
Yhh; rtarget) — fire(@i(v, K Gpub))
Ji(t; rtarget) < firee(ea(v, KGpub))
end for
T et — {v € & : Yh(v; rtarget) > th}
TTrareet — fv € & : $t(v; rtarget) > tt}
for all (h,t) € Tofttareet x T rareet do
s(h, t; rtarget) « fortareet(y(h, t, K Gpub))
end for
for all h € Tt do
TThrereet « {t € TTrareet : (ht) € P}
th « arg max,€7Threrest s(h, t; rtarget)
end for
return {th}heHpool

where @1h are the head-centric features as in Equation (1), @1t are the tail-centric features

and y(h, t) captures total neighborhood and connectivity features for the edge containing h and t:

@, E X E X KGpub » R *<7,

@ (h,t,KGpub) = [@" 1(h,KGpub), ' 1(t,KGpub),(h,t,KGpub)] iepx

¢° 1(v,KGpub) := [n{(v),

IR

Y: E X E X KGpub » R ¥**3,
lp(h, t, KGPUb) = [ni (h) t)r bi (h, t): di (hr t)] i€[k]

13
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where k denotes the number of levels of the neighborhood analyzed.

Attack 2 works as follows: First, A2 builds the training datasets for Algorithm 1 (see Attack 1's
methodology), and obtains D+,1,hrtarget U D—,1,hrtarget and D+,1,trtarget U D—, 1 trtarget using ¢ 1h and
@1t respectively. It then builds the training set for triple classification, D+,2rtarget and D—,2rtarget, with
the set of positive triples D+,2rtarget being all triples in the public graph with rtarget:

D:'t;rget = Ttarget N Tpub.

To define the training set of negative triples D—,2rtarget, A2 samples a random subset of the remaining
public triples. More formally,

D:tzarga < R Tpub \ Ttarget.

Once the training sets are defined, following the steps of Algorithm 1, A2 trains two binary classifiers
f1,hrtarget, f1,trtarget on D+,1,hrtarget U D—,1,hrtarget and D+, 1 trtarget U D—, 1 trtarget, respectively.
A2 also trains a ranking model f2rtarget : Rkx3 — [0,1] on D+,2rtarget U D—,2rtarget to assign a
probability for a given triple (h, rtarget, t) to exist.

Finally, during inference, a two-step approach is taken:

1. Candidate Filtering: A2 executes the link inference classifiers from Attack 1 independently for
heads (f1,hrtarget) and tails (f1,hrtarget) to the vertices in the public graph to obtain some plausibility
scores:

Yn(h; rtarget) = f, 9 (p1(h, KGpub)),
y.(t; rtarget) = f, T9e(p1(t, KGpub)).

Then, by applying two pre-defined thresholds th and tt, A2 constructs target filtered pools:

THTtarget — {h € E : yH(h; rtarget) = Th},

TTTte9¢t = {t € E : yT(t; rtarget) > Tt}

This thresholding strategy significantly reduces the search space: instead of evaluating all |E| x |E|
possible pairs, A2 only evaluates [THrtarget| x [T Trtarget| pairs.

2. Pairwise Ranking: For every pair (h, t) € THrtarget x TTrtarget, A2 computes

s(h,t; rtarget) = f, Ttar9¢t(y(h,t, KGpub)),

and finally outputs the tail with highest output of the classifier
th = argmax (cr s(h,t; rtarget).

5.3 Attack 3: Graph Reconstruction Attack

Attacks 1 and 2 establish that supervised classifiers trained on topological features enable inference of
individual private relationships. This raises a critical question for Attack 3:
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Can those topological features enable private graph reconstruction, recovering multiple
triples simultaneously rather than targeting specific relations?

Unlike Attacks 1 and 2 which target specific relations, individually, Attack 3 aims to recover multiple
private triples, simultaneously, across the entire graph, spanning different relation types. The naive
approach of training and executing Attacks 1 and 2 over every possible vertex, triple and relation is not
computationally feasible. We therefore propose to implement a topology-based voting method and even
show that simpler methods requiring no model training can achieve effective reconstruction. While
supervised classifiers achieve higher accuracy on targeted attacks (Appendix), k-NN provides the
necessary efficiency for reconstructing the entire graph. This design choice once again emphasizes that
KGs' privacy vulnerability strongly depends on graph topology.

Formally, if two vertices h and h’" exhibit high topological similarity (measured through topological
features from Section 4) in KGpub, their private neighborhoods should be similar with high probability:
KGprivlh = KGpriv|h'. Consequently, vertices with known target triples serve as templates: A3 learns
correlations between public topology and private relationships from these examples, then transfers this
learned pattern to topologically similar vertices for inference.

This formulates the following hypothesis:

Hypothesis 3 (Topological Analogy). Combining head features (nih(v), bih(v)), tail features (nit(v),

bit(v)), and, total features (ni(v), bi(v), di(v)) across multiple neighborhood levels are sufficient to

accurately recover part of the private graph.
Reconstruction Methodology
We formalize ¢3 : E x KGpub — Rkx3 that gathers head, tail, total, and neighborhood statistics across
levels L:

@3 : E x KGpub - R *¥7,
@3(v, KGpub) = [nf(v), b!! W), n{(v), bf (W), n;(V), b; (), d; (V)] iex)
(4)
Topological similarity is measured via cosine similarity over normalized features:
@3(v, KGpub)T @3V, KGpub)

llp3(v, KGpub)||2 - ||@3(v',KGpub)||2

Algorithm 3 formalizes Attack 3's procedure. For each target head h € E, reconstruction proceeds in three
steps. First, A3 identifies the k most topologically similar vertices with known sensitive triples, forming
neighborhood Uk(h). Second, for each neighbor h’ € Uk(h) and its known triples (h’, rtarget, t) € Ttarget,
it accumulates weighted votes for each t € E:

sim(v,v") =

votes(rtarget,t) « votes(rtarget,t) + sim(h,h")

Third, A3 selects candidates with scores exceeding threshold t: Ch = {(rtarget, t) : votes(rtarget, t) > 1}.
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Algorithm 3 : Private Graph Reconstruction Attack

Input: Public graph ZGpub = (&, Z#pub, Tpub), threshold ©
Output: Reconstructed private graph X Grecon

KGrecon «— @
forallve &do
Xy «— @3(V, K Gpub)

Xy — Xy [ I%]2

for all head h € & do
UK(h) « TopK({h' € &\ {h}}, XhT Xu, k)
votes(rs,t) «— 0 V(rs,t) € Rs x &
for all h" € Uk(h) do

1
2
3
4
5: end for
6
7
8
9:
10: forallrs € &s,t € &do

11: votes(rs,t) « votes(rs,t) + (XhT xu)
12: end for
13: end for

14: Ch « {(rs,t) : votes(rs,t) > 1}

15: FGgrecon «— KGrecon U {(h,rs,t) : (rs,t) € Ch}
16: end for

17: return KGrecon

6 Evaluation

Datasets. We evaluate our attacks on three knowledge graphs which are described in terms of number of
vertices, relations and triples in table 2. FB15k-237 [2] consists of a general-domain graph derived from
Freebase, a large-scale collaborative knowledge base. FB15k-237 is a graph with a small number of
vertices (14K vertices) and high relation diversity (237 relations). NELL-995 [3], on the other hand, is an
open-domain graph constructed through automatic web extraction with a much higher number of vertices
(75K vertices with 200 relations). Finally, Health-KG [24] is a domain-specific biomedical graph
modeling microbiome interaction which has the highest number of vertices but in exchange has much
fewer relations (~1M vertices and 38 relations).

Table 2: Experimental KG statistics.

FB15k-237 NELL-995 Health-KG
[E] 14,541 75,492 950,934
|R| 237 200 38
|71 310,116 154,213 6,210,399
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In more topological details, Figure 2 shows the distribution of vertices' outgoing degree (nhl), relation
diversity (phl), number of breadth edges (bl) and number of depth edges (d1). From this figure, we
deduce that, FB15k-237 is a dense (compared to the two other graphs) and heterogeneous graph with high
connectivity (median out-degree: 10) and high relation diversity (median: 6), indicating that vertices are
involved in many relationships across diverse relation types. NELL-995 is a sparse graph with moderate
heterogeneity (median out-degree: 1, relation diversity: 1). Health-KG is a sparse, homogeneous graph
with minimal connectivity (median out-degree: 2) and tight relation diversity (median: 2). The
experimental study evaluates the impact of these topological differences on attack success rates and
defense mechanisms' performance.

Depth

OUT-degree
Breactth

Relaticn Diversity

Ha 8o 0nw || &

FB15 MNELL HeafKG FB15 NELL HaalthkG FB15 FB1S MELL HaalhKG

Figure 2: Topological feature distributions at level 1 neighborhood across three knowledge graphs.

Attack Implementation. Attacks 1 and 2 employ as classifier multilayer perceptrons with two fully
connected layers (256, 128 units) and ReLU activations. Features are standardized using z-score
normalization (zero mean, unit variance) prior to training in order to ensure that all topological features
contribute equally regardless of their natural scale. Models are optimized using Adam optimizer with
learning rate 103 and L2 regularization 10~ for up to 200 epochs under binary cross-entropy loss. We use
20% of target relation triples as training data for the supervised models, with the remaining 80% that
simulate the private knowledge graph KGpriv, reserved for testing. Attack 3 uses k = 120 nearest
neighbors and cosine similarity over normalized feature vectors.

Evaluation Metrics. Attack 1 (Link Inference) is evaluated using Precision-Recall Area Under Curve (PR-
AUC), a standard metric for imbalanced classification [4]. Attack 2 (Triple Inference) is evaluated using
Mean Reciprocal Rank (MRR) and Hits@K which are also considered as standard for ranking tasks in
KGs [2]. Attack 3 (Graph Reconstruction) combines PR-AUC to assess triple inference, along with MRR
and Hits@K to evaluate the ranking quality of the recovered triples. Details on metric definitions are
provided in Appendix B.

6.2 Attack 1: Link Inference Performance

Attack 1 aims to determine if head vertex h_target is involved in target relation r_target in KGpriv. Al
trains a binary classifier using topological features ¢1(h, KGpub) extracted from the public graph (see
Equation 6), which captures the outgoing degree and the relation-type distribution.
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Table 3 presents the performance (in PR-AUC) of Attack 1 across the three knowledge graphs described
in the previous section. When A1 leverages the combined feature set @1 defined in Equation 6, the attack
achieves high performance across all graphs, exceeding 90% PR-AUC for all the three of them. This
confirms Hypothesis 1, i.e., that head-centric topological features are sufficient for a successful link
inference. Furthermore, we have also implemented the cases where Al only exploits one topological
feature. In this case, we observe that with each feature alone, the attack exhibits significantly lower
performance, demonstrating that @1 correctly identifies the minimum necessary feature set for optimal
attack performance.

Second, we investigate whether extending to k-level neighborhoods improves attack performance. In
Table 3, we show that when Al exploits level 2 features, results show marginal gains across all datasets.
This demonstrates that immediate neighborhood (level 1) is already sufficient to infer links and Al does
not need to waste computational resources to go further.

From this study, we observe that FB15K-237 is the most vulnerable graph against Attack 1. This is due to
the fact that the heterogeneity of this KG implies high variance in out-degree and relation diversity (which
define ¢l1) and therefore increases the attack's success. In table 3, we also notice that the success
decreases proportionally with heterogeneity.

Table 3: Link Inference (Attack 1) Evaluation (in PR-AUC) across different feature inputs

Layer 1 Layer 2
1] ; 1 F ;3 ; F R
n; i bf! d;‘ P d n; n; b{! d;‘ P; P
FB15k-237 | 09213 0.0421 0.2291 0.0080 0.0329 0.9420 || 0.9580 0.3860 0.6826 08206 0.1162 0.9467
NELL-995 | 0.7177 0.0460 04106 0.0470 06081 09249 || 0.7768 0.1117 05424 0.1512 0.6234 0.9109

Health-KG | 0.3081 0.2000 0.1918 0.0228 0.5933 0.9097 || 0.3160 03225 0.1919 0.1806 0.7449 0.9346

Dataset

6.3 Attack 2: Triple Inference Performance

As a reminder, Attack 2 identifies the specific target vertex t such that (h_target, r_target, t) exists in
KGpriv. A2 computes compatibility scores between h_target and all candidate tails obtained from Attack
1, using bidirectional topological features y(h, t, KGpub) (Equation 8). Candidates are ranked by these
scores.

Table 4 shows the performance of Attack 2 in terms of MRR. We observe that, by exploiting ¢2
(Equation 7), A2 achieves strong ranking performance across all the three knowledge graphs, confirming
hypothesis 2, i.e., that bidirectional features are sufficient for successful and effective triple inference.
More details on Attack 2 can be found in Appendix D (see Table 7 for Hits@3 results).

Similar to the analysis of Attack 1, we study the performance of Attack 2 when A2 exploits further levels
(level 2, in this experiment). Once again, this additional knowledge does not seem to offer substantial
gains and hence, immediate neighborhood features are sufficient for triple inference.

We now study the success of Attack 2 with respect to graph topology characteristics. Similar to our study
in Attack 1, from table 4, we notice that FB15K-237 is, once again, the most vulnerable graph among the
three. The high variance in number of breadth and depth edges shown in Figure 2 (which build ) justify
this success. We also observe that the success rate, again, decreases proportionally with heterogeneity.
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Table 4: Triple Inference (Attack 2) Evaluation (in MRR) across different feature inputs

Dataset Layer 1 Layer 2
n+nt  b+bl  divd. ni+b;  ng+d;  bi+d; ¥ n+nl  Bi+bl  di+d]  ni+b;  ni+d;  bi+d; [
FB15k-237 | 0.3840 03158 04612 0.6056 0.7776 0.7675 0.8262 0.7302  0.5697 07607 08103 08115 0.8321 0.8056
NELL-995 04118 03903 04381 04030 04316 04248 0.4510 04341 04158 04363 04533 04604 04528 0.4840
Health-KG | 03805 03247 03827 03805 03852 03827 0.3846 0.3805 0.3247 03827 03805 03849 03827 0.3843

6.4 Attack 3: Graph Reconstruction Performance

Attack 3 performs graph reconstruction by inferring multiple private triples in KGpriv. For each candidate
head h and target relation rtarget € Rtarget, A3 computes the similarity between the target vertex and its
k-nearest neighbors (k-NN) in the public graph using the feature set ¢3 defined in Equation 9. A voting
mechanism among k-NN neighbors determines whether each candidate triple exists in KGpriv.

From Table 5 which shows the performance of Attack 3, we notice that A3 achieves strong reconstruction
performance using topology alone. Across all knowledge graphs, the attack successfully recovers private
triples, with PR-AUC ranging from 0.481 to 0.585 and strong ranking performance (results can be found
in Appendix D). This validates Hypothesis 3: topological similarity enables accurate reconstruction.

Furthermore, we remark that unlike Attacks 1 and 2, Attack 3 requires deeper topological context. Level 1
alone yields poor performance across all graphs, demonstrating that immediate neighborhoods remain
insufficient for reconstruction. Performance substantially improves with each additional level. We limit
our evaluation to three levels because as neighborhood sizes grow exponentially with each level, feature
extraction becomes prohibitively expensive. These findings demonstrate that successful reconstruction
exploits multiple neighborhoods levels to capture the topological patterns necessary for accurate graph
reconstruction.

As opposed to Attacks 1 and 2, Attack 3 performs the best with Health-KG. This is due to the fact that A3
does not use a global classifier anymore and relies on a voting mechanism throughout the neighbors of a
vertex (in different levels). Consequently, in this context, local homogeneity seems to be more helpful for
Attack 3. Health-KG exhibits high mean of out-degree with low variance (see Figure 2) and hence
stabilizes the precision of the voting system. On the other hand, the heterogeneous FB15k-237 with many
vertices having few neighbors negatively impacts the precision of the voting.

Table 5: Graph reconstruction (Attack 3) Evaluation (in PR-AUC) across different feature inputs

Dataset Layer 1 Layer 2 Layer 3
n'n! ninib; nfnidi b'b @5 | n'ni nPnlb; nfnid; BB ¢s | n'n: n'nib; ninid; bTD! @3
FB15k-237 | 0.229 0.253 0.229 0.238 0.253 | 0306 0.348 0.342 0329 0.377 | 0.358 0.381 0.384 0359 0.518
NELL-995 | 0.095 0.124 0.094 0.118 0.124 | 0.380 0.453 0.454 0311  0.457 | 0471 0478 0.462 0416 0.481
Health-KG | 0.640 0.684 0.631 0362 0.476 | 0.635 0.671 0.513 0412  0.5336 | 0.645 0.674 0.531 0.450  0.585
6.5 Summary

This experimental study shows that for Attacks 1 and 2, graph heterogeneity increases their success rate
whereas Attack 3 exhibits an opposite behavior and performs better when the graph is more
homogeneous. The main reason for this difference originates from the actual design choices of the
attacks. Indeed, while Al and A2 train and use classifiers to learn the correlation between public and
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private graphs, A3, due to computational constraints only obtains information about the immediate
neighborhood of a target vertex.

Main Takeaway. Attacks exploiting topological features across the entire public graph (i.e., Attacks 1 and
2), are more successful with the increase in heterogeneity in the KG. On the other hand, when the attack
can only make use of topological features on a locally bounded neighborhood, its success raises with the
KG's homogeneity.

7 Defenses

Having demonstrated that topology alone can accurately disclose private information in KGs, we now
investigate potential defense mechanisms. We first study the effectiveness of two state of the art defense
strategies against the three newly designed attacks, namely: randomized response, which applies edge-
level privacy through probabilistic perturbation, and degree-based k-anonymity, which targets degree
distributions. We then design a new solution named Chameleon which specifically perturbs the
correlation between public and private graph topology and therefore shows more promising performance.
To evaluate the performance of Chameleon and compare it with the two other defense strategies, we
implement them on the three KGs described in section 6.1 and measure the effectiveness of Attacks 1 and
3.

7.1 Randomized Response

Randomized response [23, 25, 32] enables link-level privacy through probabilistic perturbation. To satisfy
the paradigm of e-differential privacy [7], each existing edge is removed and replaced with another new
edge in the KG with probability pflip = 1/(es + 1). This guarantees g-edge differential privacy: for any
two graphs differing by a single edge, the probability ratio of generating the same output is bounded by
ee, where smaller € values provide stronger privacy.

We evaluate randomized response across privacy budgets from &€ = 0.1 to € = 5 where lower values
provide stronger privacy guarantees. In figure 4a, we observe that starting from € = 1, the defense
becomes almost ineffective (with PR-AUC>60%) against Attack 1 for NELL and Health-KG. On the
other hand, the protection seems to be more effective in the context of FB15k-237. We believe that this is
due to distributional characteristics: FB15k-237's broader feature distributions (degree range: 1 to 25+,
relation diversity: 2 to 20) are disrupted more effectively by random perturbations. As established in
Takeaway 1, high variance makes graphs more vulnerable. This same property makes Randomized
response more effective on FB15k-237: random perturbations spread vertices across the wide range,
hiding the patterns that attacks use. In contrast, NELL-995's concentrated distributions (median degree: 1,
relation diversity: 1) are harder to disrupt. Because most vertices already share similar low values,
perturbations cannot separate them enough to hide their relative positions. Attack 2 follows Attack 1's
pattern as triple inference depends fundamentally on link inference.

Attack 3 exhibits similar patterns (Figure 4b), with protection degrading at € > 1 for NELL-995 and
Health-KG while FB15k-237 maintains stronger resistance. At strong privacy levels (¢ = 0.1), the
mechanism provides high privacy guarantees, but at the cost of severely distorting the graph, resulting in
an almost random topology with little remaining topological information. This is because the defense
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strategy perturbs edges uniformly without targeting the specific correlations between features @1, ¢3 and
target relation that enable inference.

100
g g
3 ¢® g FB15k-237
£ H 3 NELL-995
: £ g A Health-KG
i i / I = — Random Guessing
H H E
t - / g .-+ No Defense
[ a T ™ T a
H 2 3 A B 0.1 1 2 8 + L] [ 1 2 3 4 E
Frivacy Budget (2 Frivacy Budget @) Frivacy Budget ()
(a) Attack 1 (b) Attack 3 (c) Utility

7.2 K-anonymity

Degree-based k-anonymity [8, 12, 20, 38] ensures that every node has the same degree with at least k — 1
other vertices. More formally, a protected graph ensures that:

Vv € E,3S € E: |S| = k and deg(u) = deg(v),Vu € S.

Hence, unlike randomized response, k-anonymity does take topology into account by preventing re-
identification through degree indistinguishability.

To study the effectiveness of this strategy against Attacks 1 to 3, we have implemented bucket-median
anonymization [12] with anonymity levels ranging from k = 5 to k = 25: vertices are sorted by degree and
partitioned into buckets of size k, then adjusted to the median degree through edge additions or removals.
Vertices below the median receive random edges to non-neighbors with relation types sampled from the
existing public graph distribution, while vertices above the median have edges randomly removed. This
mechanism equalizes total degree distributions and modifies, implicitly, relation diversity through random
edge additions, but does not identify or target which specific topological patterns within @1 are
discriminative for inference.

Figure 3a reveals k-anonymity's limited effectiveness against Attack 1. Rather than declining with
increased anonymity, attack accuracy remains persistently high across anonymity levels. FB15k-237
fluctuates between 65% and 73% with no clear downward trend, NELL-995 oscillates between 78% and
85%, and Health-KG shows erratic behavior ranging from 63% to 92%. Even at maximum anonymity
with k = 25, all datasets maintain attack success rates between 73% and 83%, far exceeding the random-
guessing baselines. Attack 2 inherits Attack 1's limited protection because triple inference depends on link
identification.

Figure 3b demonstrates similar limited effectiveness for Attack 3. FB15k-237 and NELL-995 maintain
PR-AUC of 47 to 53% across all anonymity levels, showing limited protection. Health-KG drops from
82% to 45%, providing moderate protection.

We conclude that k-anonymity fundamentally fails to provide meaningful protection in this setting. Its
uniform anonymization strategy does not target the correlations that enable inference, leaving the core
predictive signals largely unaffected. As a result, the topological patterns linking public graph to target
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relation remain exploitable. Consequently, even at the highest anonymity level (k = 25), the defense is
ineffective, with attacks maintaining high success rates.
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7.3 Chameleon

We propose a new defense strategy named Chameleon that directly targets the correlation between public
graph topology and the private graph. Unlike k-anonymity that modifies features uniformly across the
public graph, Chameleon first scores vertices based on their topological patterns that correlate with target
relations, then applies targeted perturbations to disrupt these correlations. The mechanism operates
through three coordinated components that address different attack surfaces.

Given a global privacy budget B € [0, 1] (representing the fraction of edges to perturb), we allocate
budget components where B = a + B + v: a for lightweight proxy disruption, B for synthetic edge
insertion, and y for relation obfuscation. The lightweight proxy disruption component scores edges by
common neighbor count and removes the top [a - [E|] edges, degrading connectivity coefficients bi and di
that distinguish participants from non-participants. By removing high-scoring edges rather than random
edges, this component significantly impacts the correlation that enables inference.

The synthetic edge insertion component targets node pairs that are not directly connected but share
common neighbors (distance-2 pairs: vertices separated by exactly one intermediate node). The
component scores these pairs by their number of common neighbors, then adds |B - |E||] synthetic edges
with relation labels between pairs having 1 to 3 common neighbors. Unlike k-anonymity's random edge
additions, these edges are strategically placed where they appear topologically plausible based on existing
connectivity patterns. This inflates degree distributions and connectivity coefficients specifically for
vertices whose topological profiles correlate with target relations, thereby disrupting the discriminative
signals that Attacks 1 to 3 exploit.

Finally, the relation profile obfuscation component first scores vertices by relation-type distribution
frequency, prioritizing less frequent patterns for modification, and then swaps labels on edges incident
between each other to the top y fraction, flattening relation diversity features pi for vertices whose relation
profiles correlate most strongly with private participation.

Our experiments show that Chameleon achieves effective privacy protection across diverse topologies.
Figure 5a demonstrates consistent attack effectiveness reduction. At low budget (20%), Attack 1 (and
consequently Attack 2) accuracy drops to 54-68%, providing meaningful privacy. At medium budget
(50%), attacks reach 48-56%, approaching random guessing. At high budget (80%), attack accuracy
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achieves 33-50%, with Health-KG reaching the random guessing baseline. Figure 5b shows comparable
effectiveness for Attack 3: PR-AUC drops to 35-69% (20%), 20-39% (50%), and 19-32% (80%).

Unlike topology-agnostic defenses that do not fully address the public-private correlation (k-anonymity
providing limited protection despite targeting degree), Chameleon achieves protection by directly
disrupting the topological patterns that enable inference. This topology-aware design targets the precise
correlation between the public graph and private one, degrading attack effectiveness proportionally to the
privacy budget regardless of underlying graph topology. In Appendix G we formally describe the
Chameleon algorithm.
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7.4 Discussion: Privacy vs Utility

The fundamental challenge in data privacy lies in balancing sensitive information protection with graph
utility preservation. To evaluate utility, we propose to study link prediction tasks across defended graphs.
Specifically, we train a link prediction model on each one of them and measure its Mean Reciprocal Rank
(MRR) on a held-out test set. Utility is then quantified as the MRR ratio = MRRdefended / MRRoriginal,
where values closer to 1 indicate better utility preservation and values closer to 0 indicate severe utility
degradation. This metric captures how well the defended graph maintains its predictive structure for
downstream tasks.

Randomized response exhibits variable effectiveness across topologies. At ¢ = 0.1, FB15k-237 and
Health-KG achieve strong privacy but utility drops to 7-11%. NELL-995 shows different behavior: utility
degrades to 8% yet attacks retain 53% effectiveness. This occurs because NELL-995's distribution shows
extreme concentration with most vertices at degree 1 and minimal variance (Figure 6a), allowing random
perturbation to preserve relative node rankings. In contrast, FB15k-237's heavy-tailed distribution with
wide spread (mean: 18.4, range: 1-1400+) is disrupted more effectively as noise shifts vertices across
broader value ranges. At € > 5, utility recovers but attacks return to baseline.

K-anonymity provides ineffective trade-offs across all distribution types. NELL-995, with its narrow,
concentrated distributions (Figure 6), maintains 90-100% utility with minimal protection (78-85%
attacks) because uniform degree equalization within already concentrated ranges fails to disrupt
discriminative ordering. Health-KG loses utility (31%) without privacy gain (63-92% attacks) despite
moderate distribution variance. This occurs because uniform modifications do not target the specific
topology correlations that enable inference, regardless of underlying distribution shape.

Chameleon demonstrates fundamentally different characteristics via topology-aware scoring. Rather than
uniform perturbations, it identifies high-risk topological patterns and disrupts them selectively. As budget
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increases, attack effectiveness declines consistently while utility degrades proportionally. At low privacy
budget (B = 20%), meaningful privacy emerges (attacks: 54-68%) with acceptable utility cost (45-65%).
At medium budget (50%), near-balanced trade-offs appear (attacks: 48-56%, utility: 8-35%). At high
budget (80%), strong privacy protection arrives (attacks: 33-50%) with modest utility retention (3-17%).
Protection scales consistently across diverse topologies.

Table 6 quantifies privacy-utility trade-offs at three privacy levels defined by Attack 1 performance: low
privacy (80-90%), medium privacy (60%), and high privacy (5-10%, above random guessing). At low
privacy levels, all defenses maintain high utility (Chameleon: 58-84%, RR: 22-70%, k-anonymity: 50-
96%). At medium privacy levels, Chameleon achieves balanced trade-offs (36-50% utility retention)
while RR drops substantially (7-18%). K-anonymity shows no achievable configuration for most graphs
at this level. At high privacy levels, Chameleon retains modest but usable utility (10-19%), whereas RR's
utility collapses to near-zero (0.2-5%). These results demonstrate that Chameleon's topology-aware
targeting enables superior utility retention at equivalent privacy levels compared to baseline defenses. The
key insight is that effective privacy requires selectively disrupting the specific topological correlations
that enable inference, rather than applying uniform modifications that either fail to disrupt discriminative
patterns or destroy utility entirely.

Table 6: Privacy-utility trade-off

Dataset Defense Utilit_y U.tility. Utility
(Low priv.))  (Medium priv.)  (High priv.)
CHAMELEON 92% 68% 15%
FB15k-237 RR 70% 7% 0.2%
K-anon* 90% Not achievable at any k
CHAMELEON 95% 20% 5%
NELL-995 RR 90% 5% 2%
K-anon* 9%6% Not achievable at any k
CHAMELEON 93% 38% 18%
Health-KG RR 18% 10% 1.69%
K-anon* 50% Not achievable at any k

* Attack 1 performance remains above 60% (PR-AUC) at any K.

8 Conclusion

In this work, we have conducted a novel analysis on vulnerabilities that may arise from the use of
knowledge graphs with privacy-sensitive data. Our study has shown that the underlying topology of the
public part of the KG retains significant information about edges in the private part and demonstrated
such information alone is sufficient to result in data leakage through our three incremental attacks. We
have also designed a novel privacy-preserving mechanism called Chameleon that mitigates these
vulnerabilities by actually perturbing the public graph while taking into account the most impactful
topological features.

This work opens the door to several interesting new avenues for research: Firstly, in our study, the KG is
considered as being static. It would be interesting to evaluate our attacks in the context of spatio-temporal
KG where vertices, edges, and relations can be modified with time. Furthermore, the problem where KGs
are distributed among several parties can result in potentially new attack surfaces. On the defense side,

24



similarly, it would be interesting to study the suitability of Chameleon to the dynamic and distributed
settings.

Ethical Considerations

We believe our work does not incur into any ethical concerns.

Open Science

Our work adheres to the Open Science framework to ensure transparency and reproducibility. All
knowledge graphs, implementation code, and experimental configurations are publicly available in:
https://anonymous.4open.science/r/Exposed_by_Design-402B/.

Al Use

We used Grammarly for grammar verification and an LLM (specifically Claude, Anthropic) to assist with
writing README files and code comments for our GitHub repository. No Al tools were used for
brainstorming, literature review, references, experimental design, implementation, or analysis. All
intellectual contributions are by the human authors.
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