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Abstract. Simulation extractability ensures that any adversary who produces a valid proof must
possess a corresponding witness, even after seeing simulated proofs for potentially false statements.
This property is vital for preventing malleability attacks and is therefore essential for securely deploying
zero-knowledge succinct non-interactive arguments of knowledge (zkSNARKs) in distributed systems.
While prior work, particularly the frameworks by Faonio et al. (CCS’24, TCC’23) and Kohlweiss et al.
(TCC23), has established simulation extractability for a wide class of pairing-based zkSNARKSs using
the KZG univariate polynomial commitment scheme (Kate et al., Asiacrypt’10), we initiate a systematic
study of simulation extractability for zkSNARKs based on the celebrated sumcheck protocol and the
PST multivariate polynomial commitment scheme (Papamanthou et al., TCC’13).

PST cannot be simulation extractable, due to its linear homomorphism, however, we show that it satis-
fies a refined notion of controlled malleability similar to the notion of Chase et al. (EUROCRYPT’12),
which informally captures that linear homomorphism is essentially the only admissible malleability.
We demonstrate that our notion of controlled malleability suffices to ensure security within the widely
adopted design paradigm of compiling polynomial interactive oracle proofs into zkSNARKS, covering
several state-of-the-art schemes such as HyperPlonk (EUROCRYPT’23), Spartan (CRYPTO’20) and
Libra (CRYPTO’19).

1 Introduction

Zero-knowledge succinct non-interactive arguments of knowledge (zkSNARKSs) [51] are powerful
cryptographic primitives that enable scalable, privacy-preserving computation. At their core, zk-
SNARKSs allow a prover to convince a verifier that a statement is true without revealing any addi-
tional information, while also being succinct and easy to verify. These properties make zkSNARKSs
an attractive solution for many applications, such as voting systems, digital currencies, and secure
multi-party computation.

While the security of zkSNARKSs is well understood in the context of a single, isolated prover,
the situation becomes more complex when considering an attacker with access to multiple proofs.
In this setting, a malicious prover may attempt to exploit the information contained in the proofs
to create a new proof for a different statement, without actually possessing the corresponding
witness. This attack scenario, known as a malleability attack, was first identified by Sahai [78],
who introduced the concept of simulation soundness as a way to address this issue, and was later
extended to simulation extractability (SE) by De Santis et al. [22].

The risks of malleability are not merely hypothetical. For example, malleability attacks have
historically involved over three hundred thousand Bitcoins [23]. More recently, these vulnerabili-
ties have surfaced in state-of-the-art SNARKSs such as Nova [11,55], which is already deployed in
production environments (e.g., Lurk [52]). Such vulnerabilities are critical as they allow attackers
to redirect funds or corrupt state transitions in decentralized ledgers. For this reason, there has
recently been a growing interest in the study of SE for zkSNARKSs.

In this work, we build on the line of research initiated by Faonio et al. [25,20] and Kohlweiss
et al. [10], which develops general frameworks for achieving SE in a broad class of zkSNARKSs.
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These frameworks apply to zkSNARKSs constructed via the now-standard compilation pipeline:
transforming polynomial interactive oracle proofs (PIOPs) [4] into non-interactive arguments using
the Fiat—Shamir transform [29], together with polynomial commitment schemes [39].

The aforementioned works focus on compiling univariate PIOPs into zkSNARKSs using KZG [39]
as the underlying polynomial commitment scheme. An alternative approach considers multivariate
PIOPs, which rely on multivariate polynomial commitment schemes for encoding proof messages.
In the univariate setting, KZG remains the standard choice for pairing-based zkSNARKSs due to
its succinctness and efficiency. In contrast, the multivariate setting has inspired a variety of alter-
native commitment schemes, each with different trade-offs. Notable examples include Orion+ [1],

Gemini [!1], Zeromorph [!1], and Dory [15]. In this work, we focus on the PST scheme [50] for
two main reasons: it provides the shortest proof size among multivariate polynomial commitment
schemes, with the exception of the very recent Mercury [2/] and Samaritan [31]; and it remains the

simplest and one of the earliest constructions in this category.

Moreover, when compiling multivariate PIOPs into zkSNARKSs, we focus on the subclass of
sumcheck-based PIOPs, as defined in [1%]. This class employs the classical sumcheck protocol [51]
as a core component of the proof system. Although sumcheck-based PIOPs typically yield larger
proof sizes compared to their univariate counterparts, they offer a significant advantage in prover
efficiency. Specifically, by avoiding Fast Fourier Transform (FFT), these constructions reduce the
prover’s running time from quasi-linear (in the degree of the oracle polynomials) to linear. This
trade-off has made the sumcheck protocol a central building block in several recent and influential
zkSNARK constructions such as [11,15,59,63,61].

1.1 Owur Contributions

In this work, we initiate a systematic study of simulation extractability for the class of zkSNARKSs
based on the sumcheck protocol, by addressing both theoretical and practical aspects of the com-
pilation pipeline and its building blocks. Our main technical contributions are described hereafter.

Controlled malleability of PST and KZG. We provide a formal analysis of the controlled
malleability of the PST commitment scheme by precisely characterizing the allowable malleabilities.
This builds on and revisits known results [20] on the non-malleability of KZG.

Compiler to simulation-extractable zkSNARKSs. We present a generic compiler that trans-
forms sumcheck-based PIOPs into simulation-extractable zkSNARKs. Our construction proceeds
in three steps:

1. Zero-Knowledge. Starting from a sumcheck-based PIOP that may not be zero knowledge, we
transform it into a zero knowledge PIOP. Our transformation improves on previous work [(4]
by reducing the degrees of certain masking polynomials.

2. Query minimization. We then apply known optimizations [!%], which we formally analyze
and slightly improve, to reduce the query complexity. We show that these optimizations are not
only useful for efficiency, but also provide a structure for the resulting PIOP that allows us to
apply the controlled malleability of PST and, consequently, achieve simulation extractability
for the zkSNARK.

3. zkSNARK compilation. Finally, we apply the, by now standard, PIOP-to-zkSNARK trans-
form together with non-hiding PST. As noted by [1%], deriving zkSNARKS from non hiding PST
evaluation proofs is not straightforward. We identify and prove the minimal zero-knowledge



properties of non-hiding PST evaluation proofs that are required for the construction. Chen et
al. [18] proposed using the technique of [10] to construct a PST-HyperPlonk zkSNARK. We
show that this extra step is unnecessary, requiring only minor additional masking at the PIOP
level. The resulting PST-HyperPlonk zkSNARK is strictly more efficient, using only about half
the number of group elements compared to the construction of [1].

A graphical summary of our results is presented in Fig. 1, and we elaborate on each contribution
from a technical perspective in Section 1.3.

Similarly to previous generic frameworks [25,26,10], we establish our results in the Algebraic
Group Model (AGM) [30]. Removing the AGM remains a significant challenge. First, a formal proof
of knowledge soundness for PST in the standard model was only newly established [0]. Second,
recent results demonstrate that security proofs for optimized SNARKs face fundamental barriers.
Specifically, Lipmaa et al. [50] showed that the linearization trick [20,31] fails to satisfy special
soundness in the standard model. Furthermore, recent work by Lipmaa [/8] demonstrates that
both linearized and batched KZG proofs (the latter of which we employ in our construction) do
not achieve trapdoorless zero knowledge, which is required by the framework of Faust et al. [2%] to
prove simulation extractability.

1.2 Related Work

Several recent works [1,11,21,25,26,32 33 10,15] have established simulation extractability for a
range of zkSNARKSs including Basilisk [57], Bulletproofs [12], Jolt [2], Lasso [01], Lunar [13], Mar-
lin [19], PLONK [31], Sonic [53], and Spartan [21]. These contributions can be grouped into two
main categories. The first group includes works such as [11,21,32,33,18] that analyze the simulation
extractability of (simple variants of) specific schemes. The second group includes general frame-
works, such as those proposed in [25,20] and [10], which apply to broad classes of zkSNARKs,
particularly those built using polynomial interactive oracle proofs and polynomial commitments.
This second line provides modular security guarantees that do not require a bespoke security proof
for every new (optimization or) protocol variant. Our work follows this second paradigm, extending
it to the multivariate and sumcheck-based setting.

A closely related work is that of Libert [16], which investigates the simulation extractability of
HyperPlonk instantiated with PST-based commitments. Libert follows a different approach than
ours. Rather than relying on the standard PST evaluation proofs, he constructs a new multivariate
polynomial commitment scheme that retains PST-style commitments but replaces the evaluation
proof mechanism with a X-protocol proving knowledge of a PST evaluation proof. Since this X-
protocol satisfies weak unique response and trapdoorless zero-knowledge, simulation extractability
can be established via the general result of [33].

Additionally, Libert showed that PST evaluation proofs are not unique [17, Appendix E]. This
observation imposes inherent limitations on what can be proven when using unmodified PST proofs.
In particular, it implies that sumcheck-based zkSNARKs compiled via Fiat—Shamir using vanilla
PST commitments can at best achieve weak simulation extractability: i.e., adversaries cannot pro-
duce a valid proof for a new statement that wasn’t previously simulated. This weak notion suffices

in many real-world applications [35,30,12], as it accounts for schemes that can still effectively re-
sist relevant and practical classes of attacks [1,9], and in fact captures (a flavor of) UC-security of
zZkSNARKSs [3].



1.3 Technical Overview

On the controlled malleability of PST (and KZG). Our first contribution is a detailed analysis
of the PST polynomial commitment scheme. Due to its linear homomorphism, PST inherently lacks
simulation extractability, and thus cannot satisfy standard non-malleability. However, we show that
it does satisfy a weaker yet meaningful security notion, akin to the controlled malleability of Chase
et al. [16,17].

More precisely, controlled malleability is defined with respect to a class of admissible trans-
formations 7T, where each T' € 7 maps an instance-witness pair (or several such pairs) of R to
another valid pair in R. For example, in proofs of knowledge of valid openings for homomorphic
polynomial commitments, one may consider linear transformations that take two commitments as
input and produce their linear combination together with the corresponding witness polynomials.
A non-interactive proof system is malleable with respect to T if there exists an algorithm that,
given verifying proof(s) for some source instance(s), applies T € T to the proof(s) and outputs
a new verifying proof for the target instance without requiring additional witness information.
Moreover, a proof system is said to be controlled malleable with respect to 7 if these are the
only transformations that can be performed, even by a malicious prover. More precisely, this is
formalized by requiring the existence of a knowledge extractor that either extracts the witness for
the forged instance X, or else identifies simulation queries on instances x1,...,X; together with a
transformation 7' € T such that the forged instance is X = T'(xy,...,x;). Continuing with the
example above of homomorphic polynomial commitments, the extractor should either recover a
polynomial p € F[X], or else identify commitments ci, ..., c; in simulation queries together with a
polynomial f € F[X, Z1,..., Z], linear in the variables Z;, such that the forged commitment opens
to f(X) := f(X,p1(X),...,p(X)), under the assumption that each c; opens to p; for i € [t].

Recall that a polynomial commitment scheme allows to prove that a commitment c to a (possibly
multivariate) polynomial p € F[X] evaluates to y on an evaluation point x. Ideally, we would like
to show that for PST polynomial commitment scheme, beyond linear transformations, the scheme
does not permit any other form of proof reuse. For instance, a proof at evaluation point & should
not be usable by the adversary to derive a valid proof at a different evaluation point x’. While we
are unable to establish this exact statement, we can prove a useful relaxation of it.

To capture the exact boundaries of this malleability, we rely on the policy-based simulation
extractability framework of Faonio et al. [25], which allows us to incorporate additional constraints
into the security model. In particular, our result holds under the assumption that the evaluation
point x in the forgery of the adversary is chosen uniformly at random, and that the adversary’s
view does not include simulation queries encoding obviously contradictory information (such as a
commitment ¢ being shown to evaluate to both y and y" at the same point «). These requirements
are necessary as otherwise we have attacks [25].

Also notice, we follow the approach of Faonio et al. [25] rather than that of Kohlweiss et al. [10)],
as the latter framework requires proof uniqueness, a property that PST does not satisfy, as shown
in [17]. We state our first result below (see Theorem 3 in Section 5 for the formal version).
Informal Theorem 1. The PST polynomialcommitment scheme is policy-based controlled mal-
leable in the AGM with respect to the class of linear transformations assuming that (1) the simula-
tion oracle queries do not imply contradictory statements about the evaluated commitments and (2)
the evaluation point in the forged proof is defined applying the random oracle to the commitment in
the forged proof.



In essence, the proof of the theorem proceeds by reducing the controlled malleability of PST over

p-variate polynomials to that of PST over (u — 1)-variate polynomials, with the base case given by
the controlled malleability of KZG. This introduces the next technical challenges we encountered.
Unfortunately, the result of Faonio et al. [20] is not sufficient for our base case for two reasons:
(1) they establish only (policy-based) simulation extractability, whereas we need to prove (policy-
based) controlled malleability; and (2) crucially, their policy is not strong enough for our setting.
In particular, KZG evaluation proofs are themselves KZG commitments to quotient polynomials,
which an adversary could query to the simulation oracle, thereby obtaining a simulation proof of a
proof. To address this, Faonio et al. introduce a metric called the nesting level, which bounds the
number of proof-of-proofs that the adversary can query. However, this metric becomes unbounded
in our applications to sumcheck-based PIOP, whereas in their setting it remains small (for instance,
equal to two in optimized PLONK). To address this issue, we provide a refined analysis for KZG,
showing that certain recursive proof queries can be safely ignored. In particular, we demonstrate
that proof-of-proof queries made after the adversary has (implicitly®) committed to the forgery
do not need to be considered in the security reduction. We informally state our second result (see
Theorem 2 in Section 5 for the formal version).
Informal Theorem 2. The KZG polynomial commitment scheme is policy-based controlled mal-
leable in the AGM with respect to the class of linear transformations assuming that (1) the simula-
tion oracle queries do not imply contradictory statements about the evaluated commitments and (2)
the evaluation point in the forged proof is defined applying the random oracle to the commitment in
the forged proof. Moreover, the policy considered is strictly more general than [20].

On the zero-knowledge of PST. Typically, (zk)SNARKSs use non-hiding polynomial commit-
ments since the zero-knowledge property can be added more efficiently at the information theoretic
layer of the PIOP, if necessary. One of the technical challenges we encountered is that vanilla
PST evaluation proofs over non-hiding commitments are not zero-knowledge. On the one hand, we
could consider a modified version of PST evaluation proofs that do achieve zero-knowledge?. On
the other hand, our goal is to remain as close as possible to the most efficient implementation of
PST evaluation proofs. We observe that if the witness is sufficiently randomized via a carefully
crafted masking algorithm msk (see Algorithm 1), one can prove a weaker form of zero-knowledge,
called distributional zero-knowledge, with respect to that masking.

From sumcheck-based PIOPs to non-malleable zkSNARKSs. Modern zkSNARKs are usu-
ally designed in two steps. First, one builds a protocol in an idealized model that ensures information-
theoretic security. Then, this protocol is made practical by replacing the idealized components with
a concrete cryptographic primitive. For this paper, we take as a starting point a polynomial in-
teractive oracle proof (PIOP), where the prover commits to low-degree multivariate polynomials
through an oracle and the verifier queries these oracles. To move beyond this idealized setting, the
oracle is instantiated with a polynomial commitment scheme, which provides both commitments
and proofs of evaluation. Since the resulting protocol remains interactive, the Fiat—Shamir trans-
formation is applied to obtain a non-interactive zkSNARK. This, by now standard, compilation
paradigm underlies many of the most efficient SNARK constructions developed in recent years,
and we refer to it as the PC+FS compiler.

3 More precisely, we rely on observability in the random oracle model to pinpoint the moment at which the forgery
becomes fully defined.

4 In particular, using the technique employed in the attack against uniqueness by Libert [47], one can alter the
evaluation proofs so that they become zero knowledge.
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Fig. 1. A diagram summarizing our contributions.

Our third contribution is an analysis of the PC+FS compiler for multivariate PIOPs: instead
of analyzing the PC+FS compiler alone, our approach is to analyze the pipeline that first adds
zero-knowledge and optimizations and then the PC+FS compilation; moreover, unlike previous
works [25,26,10], we focus specifically on the subclass of sumcheck-based multivariate PIOPs and on
PST commitment scheme, a setting that has not been systematically studied before in the context
of simulation extractability.” Sumcheck-based multivariate PIOPs [15] are PIOPs that rely on one
or more invocations of the classic sumcheck protocol [51]. The sumcheck protocol itself is a special
case of a multivariate PIOP, where the verifier issues random challenges and the oracle polynomial
is queried at a single evaluation point determined by these challenges.

We improve the zero-knowledge compiler of Xie et al. [(61] by showing that for the class of high-
degree sumcheck protocols in [1&], it suffices to mask the round polynomials with constant-degree
masking polynomials instead of high-degree ones. This follows because these round polynomials are
sent as oracles by the sumcheck-based PIOP; since they are only evaluated twice and committed
using non-hiding PST, masking of degree 3 is sufficient. We refer to this as the ZK compiler (see
Theorem 5).

A key observation in [18] is that batching techniques allow reducing the number of oracle queries
to just two. Intuitively, while running k& sumcheck protocols independently would require k evalua-
tions of multivariate polynomials (each corresponding to a separate sumcheck instance), batching
makes it possible to replace them with a single evaluation of a virtual batched polynomial. Conve-
niently, when the polynomial commitment scheme is homomorphic, these virtual polynomials can be
queried directly by the compiled zkSNARK. We adopt and formalize the optimizations introduced
in [18], treating them as a separate compiler that transforms one sumcheck-based PIOP into an-
other (see Theorem 4). Along the way, we refine and extend the optimizations. We call the resulting
pipeline, which combines zero-knowledge, these optimizations with the PIOP-to-zkSNARK compi-
lation, the ZK+Batch+PC+FS compiler. Interestingly, these optimizations induce a useful structural
property in the optimized sumcheck-based PIOP, that we leverage to prove simulation extractabil-
ity for a broad class of such protocols. In particular, it suffices that every multivariate polynomial

5 While existing literature [14,21] has addressed simulation extractability for (variants of) specific protocols such
as Spartan and Lasso, these results are primarily ad-hoc works that, furthermore, rely on the framework of [23],
which fundamentally requires unique response to establish security: however, as noted, this requirement is inherently
incompatible with the linear-homomorphic properties of PST.



sent by the prover is included in at least one sumcheck protocol. This ensures that the batching
step involves all multivariate polynomials in a random evaluation point chosen at the end of the
protocol, which allows us to extract them by invoking the controlled-malleability of PST.

Finally, we highlight that the masking algorithm serves a dual purpose: it is required both for
the zero-knowledge compiler and for achieving distributional zero-knowledge for PST (see Fig. 1).
Thus our compiler applies a tailored masking to the PIOP, aligned with the leakage profile of the
polynomial commitment scheme CS used in the compilation. This enables us to compile directly
using a non-hiding version of CS and its non-zero-knowledge evaluation proofs, rather than relying
on a hiding version of CS combined with zero-knowledge evaluation proofs (as can be achieved via
transformations like the one in [10]). While we show how to instantiate this recipe using PST, we
believe that this methodology paves the way for future instantiations with other non-ZK commit-
ment schemes, most notably FRI [7]. In fact our work shows that once the leakage behavior of a
given CS is characterized, the PIOP-to-zkSNARK can be instantiated with CS in its original and
most efficient form, without further modification. Thus, it is an interesting open question whether
FRI satisfies distributional zero-knowledge with respect to an efficient masking algorithm.

We state our third result in the following informal theorem, with the corresponding formal

version given in Theorem 6 in Section 7.
Informal Theorem 3. Let IP be a sumcheck-based PIOP in which every multivariate oracle is
queried in at least one invocation of the sumcheck protocol. The zkSNARK obtained through the
ZK+Batch+PC+FS compilation of IP using the PST polynomial commitment scheme is simulation-
extractable in the AGM.

We emphasize that the structural requirement we identify is not merely a theoretical artifact but

is natural to meet in practice (including state-of-the-art schemes such as Libra [(], HyperPlonk [! 5],
Spartan [59], and SuperSpartan [60]) and can be easily checked by protocol designers of future
schemes.

Paper outline. In Section 2, we introduce the necessary preliminaries, including background on
polynomial commitment schemes and zkSNARKSs. In Section 3, we present our definition of the
policy-based controlled-malleability experiment. In Section 4, we show that the PST commitment
scheme achieves a (weak) form of zero-knowledge. We prove that KZG and PST achieve controlled-
malleability in Section 5. In Section 6, we formally introduce multivariate sumcheck-based PIOPs.
Finally, in Section 7 we present our compiler to zkSNARKS, and we show under which conditions
the compiled scheme is simulation-extractable.

2 Preliminaries

A function f is negligible in A (we write f € negl())) if it approaches zero faster than the reciprocal
of any polynomial. For an integer n > 1, we use [n]| to denote the set {1,2,...,n}. Vectors and
matrices are denoted in boldface. Calligraphic letters denote sets, while set sizes are written as |X].
Lists are represented as ordered tuples, e.g. L = (L;);c[n) is a shortcut for the list of n elements
(L1,...,Ly). Vectors differ from lists in that all their elements have the same type. We use Fq,
(resp. Fg,,) to denote the set of multivariate polynomials in F[X1, ..., X,], where the degree in the
i-th variable is at most d; (resp. d).

Asymmetric Bilinear groups. An asymmetric bilinear group is a tuple (¢, G1, G2, Gr, e, P1, P),
where G1,Go and Gp are groups of prime order ¢, the elements P, P> are generators of Gi, Gy
respectively, e: G X Go — G is an efficiently-computable non-degenerate bilinear map, and there



is no efficiently computable isomorphism between G; and Gy. Let GGen be some probabilistic
polynomial-time (PPT) algorithm which on input 1*, where \ is the security parameter, returns
a description ppg of a bilinear group. We use implicit notation for elements of G; (i € {1,2,T}):
[a]; = aP; where Pr = e(Py, P»). Each element of G; can be written as [a]; for some a € Z;, but
recovering a from [a]; is hard (discrete log problem). For a,b € Z,, we distinguish between [ab];
(whose log is ab), [a]; - b (scalar multiplication of [a]; by b), and [a]; - [b]o = [ab]p (the pairing
e([a]1, [b]2)). Implicit notation is not used for variables; for instance, ¢ = [a], denotes a variable
name for the group element with logarithm a.

Expiea,a () Oracle O, (z, 1)
Q0 if 0>

ppg 5 GGen(1?) return L

s sy Qz < Qz U {z}
(@*,y*) = A% (ppg, [15,.., 7] L [Lss],) let 2 < [(s —2)7] |
return z* ¢ Q; Ay* = [S_lm* ] ) return z

Fig. 2. The OMSDH experiment.

Definition 1 ((n,d)-OMSDH, [26]). Consider the experiment in Fig. 2. The n-one-more d-
strong DH assumption holds for a bilinear group generator GGen if for every PPT adversary, making
at most n oracle queries, the following advantage is negligible in \:

Adv IO () = Pr [Exple 4 () = 1]

With the lingo of [5], OMSDH is a special case of an adaptive Uber Assumption for Rational
Fractions. When the set of points Q, is fixed before the experiment starts, the assumption falls
back to an Uber Assumption for Rational Fractions and Flexible Target, as defined in [], that is
reducible to discrete log in the AGM [20].

Definition 2 (Algebraic algorithm, [30]). An algorithm A is algebraic if for all group elements
z that A outputs (either as returned by A or by invoking an oracle), it additionally provides the
representation of z relative to all previously received group elements. That is, if elems is the list
of group elements that A has received so far, then A must also provide a vector r such that z =
(r,elems).

Since in our work we focus on algebraic adversaries receiving as input a structured reference string
that is a commitment key for a p-variate polynomial commitment scheme with degree bounds d,
we parse the first [;c),, (d; + 1) coefficients of r as an encoding of a p-variate polynomial f(X).

Outputs of the adversary and Random Oracle transcripts. We model adversaries’ outputs
and oracle queries as tuples (s,aux), where s is the primary output and aux contains auxiliary
information. For example, for algebraic adversaries, aux includes the algebraic representations of
group elements encoded in s. This syntax applies to all adversary queries. For instance, when



querying a random oracle, the adversary sends a tuple (s, aux), and the random oracle responds
with a value, denoted as RO(s), which depends only on s and not on aux. Note that aux may be
empty or contain data required by a security game. More concretely, the auxiliary inputs to the
random oracle help define security games where the adversary must commit to specific values before
obtaining a challenge generated by the random oracle. Moreover, we introduce notation to assert
that outputs of the random oracle depend on a list of (auxiliary or not) elements z1,...,x, and
are computed after such elements are declared by the adversary.

Definition 3. Let x1,...,x, be strings, n € N and let a be an element in the image of a RO. We
write (1, ...2T,) —Ro a if there is a list of random oracle queries (s1,auxi), ..., (sk,auxg) for an
integer k > 1 such that:

1. Vi € [k — 1] : RO(s;) is a substring of sit+1 and RO(sg) = a,
2. Vj € [n],3i € [k] : x; is a substring of s; or x; is contained in aux;.

Also, for a = (a1,...,a,), we write (x1,...2,) —Rro @ to indicate that for any i € [u] we have that
(1'1, .. a;n) —RO Qj.

This helps capturing cases where a is derived by concatenating the round random challenges of a
multi-round protocol (e.g., a sumcheck [51]).

2.1 Non-Interactive Zero-Knowledge Arguments

We define a PT relation R verifying triple (pp,x, w) as in [3%]. We say that w is a witness to the
instance x being in the relation defined by the parameterspp when (pp,x,w) € R (we sometimes
write R(pp,x,w)=1). For example, pp could be the description of a bilinear group or contain a
commitment key or a common reference string. We generalize the notion of relations to a more fine-
grained notion of indexed relations, where we treat (pp,1,x,w) € R as equivalent to (pp, (1,x),w) €
‘R. For simplicity, we sometimes omit the cryptographic parameters pp from the notation and assume
them implicitly. A non-interactive proof system I for a relation R (and group generator GGen) is
a tuple of algorithms (KGen, Prove, Verify) where:

KGen(ppg) — srs is a PPT algorithm that takes as input the group parameters ppg +$ GGen(1*)
and outputs srs := (ek, vk, pp), where ek is the evaluation key, vk is the verification key, and pp
are the parameters for R.

Prove(ek,x,w) — 7 takes as input an evaluation key ek, a statement x, and a witness w s.t.
R(pp,x, w) holds, and returns a proof.

Verify(vk, x, 7) — b takes as input a verification key, a statement x, and either accepts (b = 1) or
rejects (b = 0) the proof 7.

If the running time of Verify is poly(A + |x| 4 log |w|) and the proof size is poly(\ + log |w]), we say
that II is succinct. Basic notions for a non-interactive proof systems are completeness, knowledge
soundness and zero-knowledge. Informally, knowledge soundness means that any PPT prover pro-
ducing a valid proof must know the corresponding witness. We omit the formal definition of this
property as it is implied by simulation extractability that we present in the next section.

Zero-Knowledge in the SRS and RO model. Following the syntax of [25], the zero-knowledge
simulator S of a NIZK is a stateful PPT algorithm that can operate in three modes:



— (srs,sts) < S(0, ppg) generates the parameters and the simulation trapdoor (if necessary)
— (m,sts) < S(1,sts, x) simulates the proof for a statement x
— (a,sts) <+ S(2,sts, s) answers random oracle queries

The state stgs is updated after each operation. Similarly to [28], we define the following wrappers.

Definition 4 (Wrappers for NIZK Simulator). The following oracles are stateful and share
their state st = (sts,coms, Qsim, QrO, Dsrs; Qaux) Where sts is initially set to be the empty string,
and Qsim, Qro and Qaux are initially set to be the empty sets.

— Si(x,aux) returns the first output of S(1,sts, x, aux).b

— Si(x,w) first checks (pp,x,w) € R where pp is part of srs and then runs (and returns the
output of) S1(x).

— Sa(s,aux) first checks if the query s is already present in Qro and in case answers accordingly,
otherwise it returns the first output a of S(2,sts,s). The oracle updates the set Qro by adding
the tuple (s,aux,a) to the set. In the case of non-programmable random oracle model, S is
notified of the RO query but cannot control the answer a.

Almost all the oracles in our definitions can take auxiliary information as additional input. As
explained in [25], this auxiliary information can be used in a rather liberal form. For example, in
the definition above, the auxiliary information for Ss could contain the algebraic representations of
the group elements in s (when we restrict to algebraic adversaries) or other information the security
experiments might need.

Definition 5 (Zero-Knowledge w.r.t. A in the ROM). A NIZK is zero-knowledge with respect
to the class of adversaries A if there exists a PPT simulator S such that for all adversaries A € A:

ppg < GGen(1*) ppg < GGen(11)
Pr | srs < KGen(ppg) ~ Pr| (srs,sts) «+ S(0,ppg)
AProve(ek,-,-),RO(er) -1 AS{,Sg (SI’S) -1

Zero-knowledge is a property that is only guaranteed for true statements, hence the above
definition uses S} as a proof simulation oracle.

2.2 Commit-and-Prove Arguments

Commitment Schemes. A commitment scheme CS with message space M (and group parameters
GGen) is a tuple of algorithms CS := (KGen, Com, VerCom) where :

KGen(ppg, aux) — ck takes as input ppg <$GGen(1%), and any additional required parameters aux,
and outputs a commitment key ck.

Com(ck, m)— (c,0) takes as input the commitment key ck, and a message m € M, and outputs
a commitment ¢ and an opening o.

VerCom(ck, c,m,0) —b takes as input the commitment key ck, a commitment c, a message m and
an opening o, and outputs a bit.

5 More often, simulators need only the first three inputs; abusing notation, we assume that such simulators simply
ignore the auxiliary input aux.
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Besides correctness, a scheme CS can satisfy two more properties.

Definition 6 (Binding). A commitment scheme CS is (computationally) binding if no PPT ad-
versary can find, unless with negligible probability, a commitment c, two messages m # m' and two
openings 0,0’ :

VerCom(ck, ¢, m, 0) = VerCom(ck, c,m’,0’) = 1

Definition 7 (Hiding). A commitment scheme CS is (statistically) hiding if Ym,m’, Vck:

{c: (¢,0) < Com(ck,m)} =~ {c : (c,0) + Com(ck,m’)}

CP-SNARKSs. Commit-and-Prove SNARKSs, or simply CP-SNARKSs, are proof systems whose
relations verify predicates over commitments [15]. We refer to a CP-SNARK for a relation R and a
commitment scheme CS as a tuple of algorithms IT := (KGen, Prove, Verify) where KGen(ck) — srs
is an algorithm that takes as input a commitment key ck for CS and outputs srs := (ek, vk, pp)”; ek
is the evaluation key, vk is the verification key, and pp are the parameters for the relation R (which
include the commitment key ck). Also, if we consider the key generation algorithm KGen’ that, upon
group parameters ppg, runs ck <$ CS.KGen(ppg) and srs < I1.KGen(ck), and outputs srs; then the
tuple (KGen’, Prove, Verify) defines a SNARK that we identify with IT[CS] := (KGen’, Prove, Verify).

2.3 The PST multivariate Polynomial Commitment Scheme

We describe a non-hiding version of the multi-variate polynomial commitment by Papamanthou,
Shi and Tamassia [50] (PST for short). Specifically, PST is a multi-variate polynomial commit-
ment scheme with message space Fgq ,, defined over a bilinear group, that consists of the following
algorithms:

— KGen(ppg, d, 1) on input the group parameters ppg, it samples ; «$ F, for any i € [u], and
it outputs the tuple ck := (ek,vk), where ek := ([Hie[u} ﬁ’ﬂl) d’ vk = ([Bily)ie)u)> and [d] is
je
the set [0,d1] x -+ x [0,d,].
— Com(ck, f(X)) outputs the commitment ¢ := [f(8)];.
— VerCom(ck, ¢, f(X)) outputs 1 iff c = [f(B)];.

We notice that for the special case p = 1 we recover the KZG scheme [39]. To emphasize the
different settings, we define CSpgr , to be the polynomial commitment scheme above where KGen
fixes the last parameter to p, thus CSgzg := CSpsr;1-

The PST commitment scheme allows for evaluation proofs which, in the framework of [17], is a
CP-SNARK Il for Rey1 where:

Revl(Ckv (Cv"-l:’y)v f) =1iff f(:l?) =yANc= [f(ﬂ)]l .
We describe such a CP-SNARK below:

— Ileyy.Prove(ek,x = (c,z,y), w = f) outputs (m;);c[,) such that m; := [m;(B)];, where (7;(X));c
are the quotient polynomials such that »2;cp,) mi(X)(Xi — 2;) = f(X) —v.
— I Verify(vk,x = (c,z,y), ™ = (m;)ic))) outputs 1iff e(c — [yl , [1]5) = Yicpy e(mi, [Bi — wily)-

7 Often, such an algorithm simply and deterministically (re)-parses ck as (ek,vk), in this case we can omit the
algorithm from the description of the proof system.
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Since there are multiple ways to compute the polynomials (7;);c[,), we consider the prover that
computes 71, ..., 7, itereatively, starting from p down to 1, using the Euclidean division for poly-
nomials.

Prover I1ey1[CSpsr,,).Prove(ek,x = (¢, x,y), w = f):
— Let Ryp1 (X) < f(X) —y
— Fori=p,... 1:
e Compute 7;(X) such that R;11(X) = m(X)(X; — 2;) + R; and degy. (R;) = 0.
— Output [m(B)];,- .-, [mu(8)];-

Notice that, when c is fixed the proof elements for two different proofs can be correlated, e.g. a
proof (w1, m2) for (c,(0,0),0) and a proof (7}, 75) for (¢, (1,0),0) have that m = 7).

Generalized Evaluation for Polynomial Commitment. While the relation Rey1 provides
a natural and self-contained abstraction for reasoning about polynomial evaluation proofs, it is
somewhat limited in scope. In particular, it captures a “stand-alone” notion of evaluation: a sin-
gle committed polynomial evaluated at a single point. However, in the context of concrete proof
systems, evaluation proofs often arise in more structured and interdependent forms. For instance,
protocols may involve multiple committed polynomials, evaluated at shared or distinct points, and
the statement to be proved may assert that a specific linear combination of these evaluations equals
a claimed value. To properly capture such scenarios, we introduce a generalized evaluation relation,
Rgeva1, an indexed relation that extends Rey1 by incorporating:

— a list of commitments (c;)je[m], €ach to a polynomial fj,

— two public evaluation points € F¥, z € F¥ for some k,

— a list of polynomials (a;) ;e[ that serve as index and are used as coefficient polynomials in a
linear combination over the (committed) polynomials (f;);em)-

Formally, Rgeva1 is defined as follows.

: Viic; =1f; ,
(= @ = (6t 2200 = (i) € R =5 {5 SO

This formulation may appear more elaborate at first glance, but it reflects the structure required
in many constructions, especially when applying the PIOP-to-zkSNARK compilation pipeline in
Section 7. In fact, the indexer polynomials allow to express different forms of batching under one
single hat. One may ask why the indexer polynomials also depend on the variable z;. While this
dependence is not required for our purposes, Faonio et al. [20] showed that allowing the indexer
polynomial to depend on the evaluation variable x; (in their univariate setting) enables the analysis
of the so-called linearization trick [53,31], where proving the evaluation of an arbitrary combina-
tion of committed polynomials reduces to a single evaluation proof at the point z;. We keep this
dependence since it may be useful in future extensions and strengthens the generality of our work.
The CP-SNARK IIgeva1 for Rgeva1, that we simply call generalized PST, works as follows:

— The prover of Ilgeyar runs Iley; on instance x’' = (3 aj(2z,71)cj, @, y) and witness w o=
> aj(z,z1)f; and outputs the PST proof;

— The verifier of Ilgeva1 Tuns the verifier of Iley1 recomputing the input x’ from 1 and x, as the
prover does, and the PST proof.

We call HPST,;A = ngval[CSPST,/L] and HKZG = ngval[CSKZG]-
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Expf’g}cm()\) &1 (x, aux)

ppg < GGen(1%) ™, sts < S(1,sts, x, aux)
(sts,sts) «+ S(0, ppg), coms <5 GT Quim 4+ Quim U {(x, aux, 7)}
(x, 7, auxg, auxgp ) AS1:S2 (srs, coms) return 7

view <— (srs, coms, Qsim, Qro) . Sa (s, aux)

(w, T = (T, Tw), (Xi)ie[k]) < E(view, stg, auxg)

br « (pp,x, W) ¢ R if Aaux,a: (s,aux,a) € Qro :
by <+ (3i:x; € Qsim V Tu(pp, (x:)i) #xVT &T) a,sts < S(2,sts, s, aux)

be + P((x, ), view, auxe) Oro + Qro U {(s,aux,a)}
return VerifyS? (srs,x, ) A bg Abgr A by return a

Fig. 3. The d-simulation T -controlled-malleability security experiment.

3 Policy-Based Controlled-Malleability in the AGM

We recall the definitional framework of [25]. In their framework a policy is a pair @ = (g, D)
of PPT algorithms. The @-simulation extractability experiment defined by [25] executes the policy
algorithm @ which generates public information ppg. We slightly simplify their framework, since
our work focuses on algebraic adversaries, by defining a policy as a single PPT algorithm ¢ and
assuming that, instead of @q, it simply outputs n uniformly random group elements in G; for a
parameter n that is polynomial in the security paramater. The adversary is given as input the
SRS and these random group elements. After receiving a forgery from the adversary, the security
experiment runs the policy @. The policy @ is a predicate that decides whether the attack is
legitimate, e.g., it is not a trivial one such as returning a proof received by the simulation oracle.

We extend the framework to the setting of controlled-malleability [10]. This framework assumes
that the extractor is capable of either extracting a witness or providing a valid explanation for
the forged proof. Such an explanation must describe the forged proof as the result of applying a
transformation to a set of simulated proofs. Moreover, the framework mandates that this trans-
formation belongs to a predefined set of benign transformations, such as the set of homomorphic
operations supported by the scheme. Looking ahead, we can consider a simulation-extractability
game in which the adversary has oracle access to the PST evaluation proof simulator but must
produce a forgery for the generalized evaluation proof. This is why we slightly change the notion
of admissible transformation from [10] to allow instances from different relations.

Definition 8 (Admissible Transformation and Allowable Set). We say that a k-ary trans-

fomation T = (T, Ty) is admissible for a source relation Rg and a target relation R if:

Vi€ [k]: (pp,x;, W;) € Rg = (Tx(PP, (Xi)ie[k])aTw((wi)ie[k])) ER

We say that a set of transformation T is allowable for Rg and R if every T € T is admissible for
Rs and R, membership in T is efficiently decidable, and computing T, and T, takes polynomial
time.

We now define the notion of controlled malleability in the AGM. The experiment in Fig. 3 models
an adversary with oracle access to the simulator and requires it to output a forgery. We provide A
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with additional input in the form of a list of G; elements, which we call simulated commitments:
this models the concept of obliviously sampled elements in the AGM [19] that, in the context of
KZG/PST, can be interpreted as commitments for which even the experiment does not know a valid
opening. The extractor’s goal is to output either a valid witness w or a transformation T = (T}, T),)
together with a list of queries to the simulation oracle. The component T, explains the input of

the forgery as x = T,(x1,...,xy). Hence, by the definition of admissible transformation, if we had
valid witnesses w; for x; for all i € [k], then T'(wy,...,w;) would yield a valid witness for the
forgery.

Definition 9 (#-Simulation 7-controlled-malleability). Let T be a set of allowable trans-
formations for source relation Rg and target relation R, and consider Exp@’fr)'Cm defined in Fig. 3
for some policy ®. A NIZK II for a relation R and simulator S for instances in Rg is @-simulation
T -controlled-malleable (briefly, (©,T)-CM) in the AGM (and in the SRS model) if for every PT
algebraic adversary A there exists an efficient extractor £ such that the following advantage is
negligible in \:

AV SR (V) = Pr [Expl 55 (V) = 1]

We say that a CP-SNARK II is (@, 7T)-CM for the relation R and a commitment scheme CS if the
NIZK II[CS] is (@, T)-CM for the relation R. We say that II is ®-simulation-extractable (briefly,
&-SE) if IT is (D,0)-CM.

4 Distributional Zero-Knowledge for PST

As noted in Section 1, PST evaluation proofs are not zero-knowledge. In this section we establish a
weaker form of zero-knowledge, where valid instances (together with their witnesses) are assumed
to be masked using masking polynomials.

Masking Polynomials. We import the necessary definition of masking algorithms and their
properties.

Definition 10 (Masking, [18]). A randomized algorithm msk is a (t,C, p)-masking if:

1. For every polynomial f € Fq,,, the masked polynomial f* < msk(f,t,C) satisfies f*(x) = f(x)
for all x € {0, 1}~

2. For every such f and any sequence of queries ¢ = (qu, - - -, q¢) accepted by C, the tuple (f*(q1),- .., [*(¢))
is uniformly random in F?.

We consider the class of checkers C = {C1,...,C,} where, for any ¢, C; accepts a list of
queries (q1,...,q:) and ¢; = (b;1,...,b;,) € F*, if and only if for all 4 the /-th coordinate satisfies

bioe & {0,1,b10,...,bi—14}.

Lemma 1 (Masking Lemma, [18, Lemma A.1]). For every u,t € N and ¢ € [u], the masking
Algorithm 1 is a (t, Cy, p)-masking. Moreover, for any f € Fq, and £ € [p], the masked polynomial
f* < msk(f,t,0) has total degree deg(f*) = max(d, t+ 1, 2).

Notice that the lemma above was proved for the masking algorithm that omits the boxed operation
in Lines 2 and 3 of Algorithm 1. However, it is clear that adding additional masking with indepen-
dent randomness can only enhance the privacy’s property of the masking algorithm (or at least it
cannot worsen such properties).
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Algorithm 1 msk(f,t,¢):

1: Sample r¢(Xe) +— Fei[X]
2: ‘ Sample r; «s F for all 4 # ¢ ‘

3: return f+ Zi# Z(X;) - ri +Z(Xe) - ri(Xe) where Z(X) := X(X —1).

Wrapper adversary Bumsk[A]:

— At initialization, Bmsk receives the SRS for the p-variate ITey; with degree bounds d = (dj)je[ul. It runs A
with the same SRS.
— When queried by A, Bms can respond to three types of queries:

e (sample,i, f;, t;, Ci): If p; is not defined yet and C; € C, then it samples p; < msk(f;, t;, C;) else output
L. If 37 : deg;(p:) > d; then return L. Else set Q; <— {8}, it sends ¢; = [pi(B)], to A

o (value,i,x): If p; is defined and |Q;| < ¢; and C;(Q; U {x}) = 1, it updates Q; < Q; U {x}, it outputs
the value p;(x).

e (proof, (i,x,y)): It parses = (x;);, asserts p;(x) = y, Vj : x; € {0,1}, and that the i-th polynomial
was not already queried for simulation, and if so, it calls the simulation oracle with input (c;,z,y),
receiving proof 7 that forwards to A, otherwise it returns L to A.

— When A outputs its decision bit, Bmsk returns the same bit.

Fig. 4. The wrapper adversary for the distributional zero-knowledge definition.

Distributional Zero-Knowledge. We notice that the PST’s evaluation proof Iley;[CSpsr, ] de-
fined in Section 2.3 is not zero-knowledge. The reason is that, while, for any multivariate polynomial
f and evaluation points x, there is a unique set of polynomials 7;(X), as computed by the prover® de-
fined in Section 2.3, such that f(X)—f(x) = Y, m(X)(X —x;), there are many possible assignments
of the group elements 7; such that the pairing equation e(c — [f(x)], ,[1]y) = >;e(m, [Bi — zily)
holds. In particular, the simulator should be able to find the set of group elements {[m;(8)], }; given
only the commitment ¢ and the trapdoor 8. For a p-variate polynomial with bounded degrees
d and whose coefficients are sampled uniformly at random, this task is information-theoretically
impossible for any simulator.

Definition 11 (Distributional Zero-Knowledge for I1e,1). Let u € N, C be a class of check-
ers, and let msk be a (t,C,u)-masking algorithm for any checker C' € C and any t, consider the
wrapper adversary Bmsk[A] against zero-knowledge for Ileyy[CSpst ] with a parameterized algorithm
A described in Fig. J. Let Bysk = {Bmsk[A] : A}.

We say that Hevl[CSPST#] 1s distributional zero-knowledge w.r.t. a masking algorithm msk with
checkers C if (1) it is zero-knowledge with respect to the class of adversaries Bmsk and (2) the zero-
knowledge simulator is correct, namely, let S be the zero-knowledge simulator w.r.t. the class of
adversaries B, then, and for any ppg, any srs,sts < So(ppg), for any (x,w) s.t. (pp,x, W) € Rev1:

Pr | Verify(vk, x, S(sts, 1,x)) = 0| < negl()).

8 Note that there are multiple ways to compute such polynomials if we do not follow the prover’s specification; in
particular, as shown in [16], PST proofs (even for non-hiding commitments) are not unique.
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Remark 1. Ttem (2) in the definition above is mainly a technical point. In standard zero-knowledge,
the simulator is correct as defined in (2). However, in distributional zero-knowledge, this does not
hold because the simulator can behave arbitrarily on (true) instances where the checker outputs 0.

Theorem 1. For any degree bounds d and for any p € N, the SNARK ITey1[CSpsr ] is distribu-
tional zero-knowledge w.r.t. the masking Algorithm 1 with checkers C. In particular, the statistical
distance between the ideal and real worlds is O(gsimpt/|F|) where gsim s the number of simulation
queries made by the adversary.

Proof. For any p, let S® be the following (recursively-defined) stateful zero-knowledge simulator
fOI' Hevl [CSPST,M]-

Simulator S(“)((ﬁj)je[ub (c,xz,y))

— At initialization the simulator defines an empty map with signature G; x F — Gy.

— If u =1 the simulator returns (c — [y],)(81 — 1)~}

— Else it checks whether (c — [y]; , ) is defined in the map: if it is not defined, it samples
r <% Gy uniformly at random and maps (c — [y];,z,) to r; otherwise, it retrieves the
associated r.

The simulator computes® 7, < (c—[y];—r)(B,—z,) !, and recursively calls the simulator
for (1 — 1)-variate PST, namely:

(7717 ce ,71'“,1) — S(M_l)((ﬁj)je[u—l]a (rv L:p—1; 0))
— It returns (7;) jefu-

We first show that the simulator is correct, namely that for any (pp,x,w) € R the simulator
can produce a valid proof. We can verify correctnes by induction. First, S is the zero-knowledge
simulator of KZG’s evaluation proofs, which covers the base case. Assume S~ is correct, then:

e(r,[1l)) = > e(m, (85 — zjl,)

JEp—1]

and using the definition of 7, and the equation above:

> elmi (8 — wjly) = e(r, 1) +e((c = [yly = (B — 2,) ™" 1By — 2u],)

i€k
= e(r +c— [yh —r, [1]2)’

which concludes the proof of correctness.

We prove (1) of Definition 11 by induction on u. We prove that the statistical distance between
the ideal and real world is O(gsimpt/|F|) where gsim = poly()\) is the number of simulation oracle
queries made by the adversary. For the base of our induction argument, because KZG is perfect
zero-knowledge, we have that it is also distributional zero-knowledge.

9 We notice small caveat to avoid division by zero, this caveat applies also to KZG’s simulator: the simulator and
accordingly the prover must set the proof element m,, directly to [1]; when 35 € [u] : ; = B;. The choice is
arbitrary, in fact, when z, = 8, the verifier computes the pairing e(m,, [0],), which is equal to the element [0]r
independently of 7, as part of its verification procedure.
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For > 1, let A be an adversary that breaks the distributional zero-knowledge of Iley1 ,, and
that makes at most gsjm queries to the simulation oracle.

We define a sequence of seven hybrids where Hy is the real experiment and Hg is the ideal
experiment, and we let ¢; := Pr[H; = 1]. Specifically, let Hy be the real-world zero-knowledge
distribution for Bmsk[A], namely, the game where B¢k [A] has oracle access to the proving algorithm.

Let H; be the same as the previous hybrid but where the oracle queries are handled differently.
In particular, for any query to (proof, (i,x,y)) from A, if  was not previously queried on a value
query to the polynomial i € [n] then simply returns L. Otherwise the hybrid proceeds as in Hy.

Lemma 2. Let gsim = poly(A) be the number of simulation oracle queries made by A, then |eq1 —
EU‘ < O(Qsim/‘FD'

Proof. Similarly to the analysis in [20], the two hybrids diverge if there exists an index j such that
the j-th simulation query (proof,i,x,y) from A is the first (and only) query where p;(x) = y
and Cy,(Q;) = 1 but (value,i,x) was not previously queried. By Lemma 1, the value p;(x) is
uniformly random, thus p;(x) = y with probability at most 1/(|F| — j). The lemma above follows
applying the union bound over all the simulation queries and noticing that, when gsim = poly(A)
then gsim < |F|/27 and QSim/(HF’ - QSim) = O(QSim/HFD-

Let Hy be the same as the previous hybrid but where the oracle queries are handled dif-
ferently. More in detail, we parse the polynomial p;(X) = ZXﬁpi,j(X ) for any ¢ where p;; €
F[X1,...,X,—1], and where we recall that (pi),-e[n] are sampled by the wrapper-adversary Bpsk, as
described in Fig. 4. At oracle call from A with message (proof,i,x,y), the hybrid computes the
quotient polynomial q(X) in G1[X] such that:

D i (B)); X7 = q(X)(X —2u) + Y [pij(B)], 2,

Notice the hybrid can compute the polynomial division with some of the polynomials having coef-
ficients in G because the divisor polynomial (X — x,,) has coeflicients in the field F, and all the
inversions needed are computed in the field. The hybrid, with the knowledge of the trapdoor £,
sets 7, <= q(By). Then, the hybrid computes i1,...,m,—1 by running:

Hevl[CSPST,;L—l]-Prove(ekv (Z [pi,j(ﬁ)]l wiz - Y, m:/.t—l, 0)7 ZPZ,J(X):UL - y)

where, the latter algorithm is the (u—1)-variate PST’s prover for evaluation proofs. Notice that the
two hybrids compute, in two equivalent but syntattically different ways, the same group element
7, thus the difference between the hybrids is only syntactical. This implies that 1 = e».

Let Hs be the same as the previous hybrid but where instead of using the (u — 1)-variate
prover we use the simulator S®~1). By induction hypothesis we have that O(gsim(n — 1)/|F]) is the
statistical distance for the distributional zero-knowledge for ITey1[CSpst ;—1]. It is easy to show that
les — €2 < O(gsim(p — 1)/|F|), the proof proceeds by a straight-forward reduction and is therefore
omitted.

Let Hy be the same as the previous hybrid but it computes the component 7, of the proofs
differently. Specifically, at each oracle invocation with message (proof,i,x,y) it computes:

J

Ty = (Ci =yl — Z [pi.; (B)); I‘i) (B — $M)_1
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Also for these two hybrids the difference is only syntactical as they compute the same value 7, in
two different ways. I particular, in Hz we compute 7, as q(/,) where:

J

q(X) = [ > [pis(B)], X/ —y — Z pig(B))y 2, | (X —ap)~!

and it is easy to check that q(8,) = (¢; — [y, — X [pi(B)]; 1) (B — zu) "
Let Hj be the same as the previous hybrid but at each oracle call with message (proof,i,x,y),

if Cy,(Qi) =1 and |Q;| < t;, it computes:

= (ci — [yly —)(Bu — $u)_1
and similarly computes () ec[u—1] ¢ Su-1(8, (r,®.,-1,0)) for a random value r that we associate
with the tuple (c;,z,) (as the simulator does).

Lemma 3. €5 = ¢4.

Proof. Recall that gsi, is the number of simulation oracle queries made by A. Also we assume w.l.g.
that A’s oracle queries are all distinct. We define sub-hybrid G; to be equivalent to Hs for the
first ¢ queries to the simulation oracle, namely queries of the form (proof, -, -, -), and the sub-hybrid
behaves as Hy for the remaining simulation oracle queries. Obviously, Gg is equivalent to Hy while
G, is equivalent to Hs. Let ¢} be the probability of G; returning 1. We show that for any i € [gsim],
e; = €;, which implies that e4 = €.

Notice that we can focus on the indeces where the simulation query does not output L, otherwise
the two consecutive hybrids are trivially equivalent. Thus w.l.g. we can assume that the ¢-th query
to the simulation oracle involves the i-th polynomial and any of the queries outputs L. Let us
focus then on the step from G; and G;41. Let the query be (proof,i,x,y) and assume, by the
modification in Hy, that p;(x) = y and (value,i,x) was previously queried as polynomial query
and thus « € Q;. We can parse © = (z;);. First notice that if z,, = 8, then the simulator and the
prover behave exactly the same by setting 7, to [1];. Thus we can additionally assume x,, # f3,..

Let * = (B1,. .., Bu—1, ), recall that the difference between G; and G4 is the value p;(z*)
is substituted with an uniformly random element.

Thus, consider the list of points (:c;)] = (B, x1,...,x1—2,x*) where Q; = {B,x1,...,x1_2}.
We need to show that the vector

p = (pi(}));
is uniformly random distribued over F'i. Notice that we can write the vector p = f + (r,0) + (0, s)
where:

fj= fz(m;) + Z Zk(x;»’k) . Tk@;',k) if 7 <t;—1
kAl
foo = fi@i) + Y Zi(@hoay,) - re(ady,) else
k#p—1

rj = Ze,(x5,) e, (2 ,)
§:= Zy1(] 1) Tu1
Notice that the vector r and the value s are independent random variables, since r depends only on

the polynomial 7y, and s depends only on value r,_1 (see Algorithm 1). We show that 7 is uniformly
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random distributed. First notice that Zy, (2} ,,) is always non-zero since the checker Cy, accepted
the list of points. Moreover, r consists of t; — 1 evaluations on different points of a t;-degree random
polynomials, thus, by interpolation, the vector  is uniformly random. Noticing that Zu_l(m;, ufl) is
non-zero, with the same argument, we can see that s is uniformly random, and thus p is uniformly
random.

Let Hg be equivalent to Hs but where we remove the check on the simulation queries introduced
in H;. Since we roll-back the modification we can easily assert that |eg —e5| < O(gsim/|F|). Finally,
it is straight forward to check that Hg is equivalent to the ideal world for the distributional zero-
knowledge experiment. Summing up the differences we have |eg — €| < O(gsim/|F|) + O(gsim (1 —

1)/[F[) = O(gsimp/ FY)-

5 Controlled-Malleability of PST and KZG

In Definition 9, the adversary must produce a forgery for R in the presence of a simulator for
Rs. In this way, the definition decouples the zero-knowledge simulator from the NIZK scheme. Of
course, our ultimate goal is to prove security when the simulator is exactly the one guaranteed by
the zero-knowledge property of the NIZK scheme (so that Rg = R). Nevertheless, in our setting
it is much easier to analyze the simulation extractability of Ilpsr, (the generalized PST) in the
presence of the zero-knowledge simulator of I7ey1[CSpst ] (the single PST evaluation scheme). The
motivation is that the generalized PST belongs to a broader class of CP-SNARKS, which we call
PST-based CP-SNARKSs, where the prover, the verifier, and most importantly the simulator can
all be seen as algorithms that internally invoke the PST evaluation scheme one or multiple times.
Informally:

— A CP-SNARK IT[CSpsr] for R is called PST-based if both its prover and its verifier internally
invoke ITey1[CSpsr]. One can view this as a reduction of knowledge [13] from R to RE
k € N.

— A CP-SNARK IT[CSpsr] is called algebraic if, for any instance x, the commitments in the derived
instances for ITey1[CSpst| are linear combinations of the group elements in the original instance
X

for some

— A CP-SNARK I1[CSpsr| is called simulation-friendly if the simulator only makes simple queries
of the form (c, x, y), where c is a commitment from the original instance x, to the distributional
zero-knowledge simulator of ITey1[CSpst].

For example, Ilpgr is a PST-based CP-SNARK, since its prover and verifier simply invoke I1gy1.
It is algebraic because the call is on x' = > aj(z)cj, and it is straightforward to show that it is
simulation-friendly.

Definition 12 (PST-based CP-SNARK). We say that II is PST-based if Il is a CP-SNARK
for some relation R and for the commitment scheme CSpsr ,, the verifier (resp. the prover) is a two
step algorithm. Namely, we can parse the verifier (resp. the prover) as a subrutine V' (resp. the
subrutine P') and the algorithm that:

— Parse m = 70, (Wj)je[k]
- (Xj)je[k] +— V(vk,x,mg) (resp. the prover computes (Xj)je[k], (W) el < P(ek,x, w)).
— Return Vj € [1,k] : Hey1.V(vk,x;, ;) (resp. the prover computes ¥j € [1, k]: Iley1.P(ek,x;, w;j)).
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We say that a PST-based CP-SNARK is algebraic if for any j, the PST-commitment x;j.c can be
derived as a linear combination of the group elements in x. We say that a PST-based CP-SNARK
is simulation friendly if there exists a PT algorithm S such that the following procedure defines a
(distributional) zero-knowledge simulator for II :

— Let (cj); the commitments in the instance x.

— Run 7o, (b;, x;,y:)i, sts + S(x, sts)

— For any i and any j query (cj,x;,yi ;) to SW and receives i jj-
— Set!? T < Ej bi,jﬂ'i,j

- Output (ﬂ'j)je[o,k}'

The lemma below summarizes our strategy. It shows that, in order to prove controlled mal-
leability (resp. simulation extractability) for any PST-based algebraic and simulation-friendly CP-
SNARK IT[CSpsr,,], it suffices to analyze a controlled-malleability (resp. simulation-extractability)
game where the adversary has oracle access to the simulator of ITey1[CSpsr, u]- The resulting scheme
then achieves controlled malleability (resp. simulation extractability) with its own simulator, up to
minor adjustments needed to align the type checking of transformations and policies.

Lemma 4. Let S be a simulator Jor Iey1[CSpsr,y|. For any PST-based II for R that is algebraic
and stmulation-friendly, any extractor £, any policy @, any set of transformations T from Ren
to R, and any adversary A, there exist an allowable set of transformations T, an extractor &',
an adversary B with black-box access to A, and a policy @' such that ¥'((x,r),view, auxp) =
&((x, ), view 4, auxg) where view 4 is the view provided to A by B, and

(®,7")-cm (', T)-cm
AdVH[CSPST,M],A,S,ef()‘) < Ad"n[cspsm,zg,gw),g()‘)v

where S is a zero-knowledge simulator for II. Moreover, if T =0 then T' =0 and € = £'.

Proof. We define 7" as the largest allowable set containing transformations (77, 7,) such that there
exist k,s,l € N with & = s+ [, group elements (C;);e[s41,5 @ k-ary transformation (Tx,Ty) € T,
vectors x; € F* and values y; € F for j € [k] that are efficiently computable from the input of
Ty, such that Ty ((x;);jex)) finds the Gi-elements in (x;);e[x), let them be (C;) e, then applies a
To((Sj i, Yi)icw))-

Roughly speaking, 7" is the set of transformations that apply the transformation in 7 to the
PST commitments in the instances. We constraint 7’ to be an allowable set, thus by definition, the
transformation T, in 7" can define polynomials (¢;(X))j € [s] and [¢;(8)]; = ¢; from the witness
(w;)jew) and we have ¢;(x;) = y; for any j.

Now we can define the reduction B. Let ¢ be the number of oracle queries of A and let n’ = n+q-k
where k is the number of PST evaluation proof performed by a call of the IT prover.

Reduction B(ck,comsp):
— Run A(ck,coms4).
— On the #’-th query to the simulation oracle with message x from Arun the zero-knowledge
simulator of II, namely:
e Run m, (bi, x;, yi)i — S(X, (Ci’,j)jv Stg).
e For any ¢ and any j query (c;,x;,y; ;) to S and receives i j-

10 Whose instances are (G, @i, ys) with & bZT(Cj)j and y; < bl y,.
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e Set m; Zj b@jﬂ'i,j.
e Return (75) e to A.
— Eventually, return the same forgery as A does.

We define the extractor £ that runs (w, T, (5);ci) < E(view, sts, auxg) and returns (w, 7", (x})iez)
where T" = (T, T),) and the (x}); are the queries of A, as follow:

— Define 7 as the set of indexes, with i’ € 7 iff there exists index 7 and x; was queried by B at
the 7’-th the simulation oracle query of A.

— The transformation T, ((x});ez) has hard-coded, in an efficiently decodable manner, the values
x;,yi derived from the proofs and outputs 7o ((3);er)) Where (x;); can be computed using the
hardcoded values and the inputs x/.

The associated transformation 7, has hard-coded the same values of T, and can derive the witnesses

(¢;); polynomials associated with the commitments in the tuple of instances (x}); and outputs

(2
Tw((cj);)-

It is not hard to see that if A wins the @-simulation 7'-controlled-malleability experiment then
the forgery is also a valid forgery for B. In fact, by construction, B passes the constraints of &',
moreover, either w is not a valid witness, and this would be the same in both experiments, or
T' ¢ T' but T € T, however this cannot happen by construction of 7". O

Simplified Adversaries and Algebraic Consistency. We define an algebraic adversary for a
PST-based CP-SNARK as simplified if the commitments in its simulation oracle queries consist
only of elements from either the set of simulated commitments or the set of simulated proofs that
we denote with coms and proofs respectively.'!

Although this class of adversaries is strictly more restrictive than those considered in [20],
it is sufficient for our goal of proving that multivariate PIOP-based zkSNARKSs are simulation
extractable.

Faonio et al. [25] identify a necessary property for extractability in the presence of a simulation
oracle for any KZG-based SNARK. This stems from a generalization of a simple attack: given a
commitment ¢, an adversary with two simulated KZG evaluation proofs 71, ms for the same evalu-
ation point x but for two different evaluation values y; and yo, can exploit KZG’s homomorphism
to forge for the statement ((av 4 )¢, x, ayr + PBy2) by using the evaluation proof am; + Sme. This
attack can be generalized whenever the adversary can leverage algebraic inconsistencies provided
by simulated proofs, as we explain hereafter. Let A € F[X]|™*" and let b € F[X]™. We have that
(A||b) describes a linear system of multivariate polynomial equations that admits a solution if there
exists a vector z € (F[X])"™ such that A-z =b.

Definition 13 (Algebraic Consistency, simplified). Let A be a simplified adversary that has
oracle access to a simulator S for ITe1[CSpst ] and receives as input a commitment key for
CSpst,u and a list of Gi-elements coms = (¢;)ic[n), for some n. We say that the view of A after in-
teracting with S is algebraic consistent if the linear system of multivariate polynomial equations,
that we describe next, admits a solution.

' In fact, in Section 5.2, we further restrict our attention to an even simpler class of adversaries whose queries include

only elements from coms. However, for technical reasons, particularly in the context of KZG evaluation proofs, we
require the more general notion defined above.
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Let proofs := (my,);, be the list of simulated proofs, where m, = (qi;);j. We assign to each cj, in
view a formal variable (defining a polynomial) Zy; similarly we assign to the simulated proofs formal
variables (defining polynomials) Qi ; € F<4[X|. For each simulation query (g, x,y) we define a new
equation:

Zj—y=2; Qi (Xi— ) ifg=c;
Quj—Yy=2Qui (Xi—xi) ifg=dw;

Roughly, the idea is that a view is algebraic consistent if, in a symbolic world, we can assign
polynomials to the simulated commitments in a way that is coherent with all the claims, expressed
as polynomial equations, generated by the simulator.

Definition 14 (Simplified Policy for PST-based CP-SNARK). We say that a policy @ is a
simplified policy for a PST-based CP-SNARK for R if @ returns true then (i) the view is algebraic
consistent and (i) let X be the set of all the Gi-group elements in the instances queried to the
simulation oracle, then X C coms U proofs.

5.1 Controlled-Malleability of KZG

Faonio et al. [26] showed a policy-based simulation-extractability of KZG when the evaluation point
in the forgery never appears in any of the previous simulation query. However, for our reduction
to PST, we need to handle forgeries that reuse the same evaluation point of previous simulation
oracle queries.

We consider the admissible transformations 7rg with source relation Rey1 and target relation
Rgeva1 for the controlled-malleability of KZG/PST (cf. Eq. (1)). Briefly, with each transformation
T € Tin we associate a set of multivariate polynomials f;(X,Y"), where the variables Y correspond
to the simulated commitments observed by the adversary. The component T, plays an additional
role: it ensures that malleability only applies when these simulated commitments were involved in
simulation queries at the evaluation point (= 7).

We additionally assume there exists an efficient procedure that upon input T° € 7y outputs
the values z, (f;);je|m]- Note the slight abuse of notation in Eq. (1): for a polynomial p, we define

p(ck,Y) = [p(B,Y)];.

H(aj)je[m],z, (fj)je[m} st. fj € FIX,Y1,....Y:]:
V(xi)iew) = (Cis Tis Yi)ick]
if 32,] o 7] ;é x; = T, (Ck (Xl)ze[k]) — L
TeTing else T, (ck, (x])]e[k] ((CJ)]e , 2, %1,9Y) S.t. (1)
Vj e [m]:c; < fi(ck,(c;))
YD ai(z, 1) fi(z, (y )]G[k])7
(fj(chla'“aCk))je[m] = Tw((ci(X))iex)s

We show that the set of transformations Try is allowable. In fact, given Vi € [k] : (¢;, @, yi), ¢; € Ren1
we have that for any j the witness ¢;(X) := f;(X, (¢i(X))iepm)) € F[X] and ¢; = fj(ck, (ci)i) =
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fj(Cka ([%(5)]1)) = [fj(ﬁ, (Cz‘(:@)]l = [Ej(ﬁ)]l. Moreover:
>_aj(zm) - & Zaj z,21) - f(@, (c(@))iep)
J

= Zaj z,zl 'fj x, (%’)z‘é[k])
J
=Y

Nesting Level. To prove our result on KZG, we first recall the notion of nesting level introduced
in [20]. Informally, it captures a minimal upper bound on the degrees of the denominators of
rational functions associated with simulated proofs. The term “nesting level” reflects the recursive
structure that can arise in composable proof systems such as CP-SNARKs. In particular, since
KZG commitments and KZG proofs belong to the same algebraic domain, it is possible for an
instance of a CP-SNARK to contain commitments that are themselves (simulated) proofs. When
a proof is computed over such an instance, it effectively becomes a proof of a proof, resulting in a
form of nesting. The nesting level thus measures how deeply such recursive structure can occurin
the simulation.

In our context, to reduce the controlled malleability of PST to that of KZG, it is crucial to ensure
that the nesting level does not increase. This restriction is not merely technical: the soundness of our
reduction relies on an inductive argument over the number of variables. If the nesting level were
allowed to increase, we would not be able to apply the inductive hypothesis, and the reduction
would no longer go through.

Looking ahead, the reduction involves a sequence of simulation oracle queries. While some of
these queries may increase the overall maximum nesting level, as originally formulated by [20], we
observe that such increases cannot be effectively exploited by the adversary.

To make this precise, we slightly modify the original definition of nesting level. Specifically, we
define the mazimum nesting level by considering only simulated proofs that are generated before
the forgery instance is fixed. This change reflects that queries made after the forgery point may aid
the reduction but cannot affect the adversary’s ability to forge, and is key to making the reduction
go through: although the original definition would not suffice, our refined version correctly captures
the adversary’s limitations while preserving the structure needed for the reduction.

Definition 15 (Maximum Nesting Level for KZG, revisited). Let S() be the zero-knowledge
simulator of KZG. Let view be a view of an adversary A interacting with the simulation-extractability
game with Ilgzc. Let @ C Qsim, where the latter set contains all the simulation oracle queries to
SW issued by A. Let Vgz,0 for g € G and x € IF be such that:

— For any c € coms and for any x € F, vc . o = 0.
— For any m such that ((c,z,y),m) € Q, we have Vy z 0 = Ve g0 + 1.

We define vg be the maximum nesting level of Q as:

Vg = max ZngQ

ngroostJcoms

Let & be the evaluation point in the forgery of the adversary, and consider the set Q containing all
the queries to the simulation oracle made by A before the random oracle query with output . We
define the mazimum nesting level of A’s forgery to be v :=v5.
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Finally, we present our simplified policy for KZG, which relies on two key technical notions.
First, to characterize the class of index polynomials for which we can prove controlled malleability,
we introduce the notion of v-admissibility. Intuitively, this condition ensures a form of structured
(and possibly high degree v) independence among the polynomials involved. Second, following the
approach of prior work, we define when a forgery point is considered wvalid. We refer to this condition
as the generalized hash-check. In particular, it requires that the evaluation points in the forgery
are sampled, using the random oracle, after a virtual representation of the commitments (in the
forgery) have been fixed.

Definition 16. Let a := (a;);jem) be a list of polynomials in F[X] and v € N. We say that a are
v-independent polynomials if ¥(a;); € F<, [X]: either 37, ajAj(X) # 0 or Vj : aj = 0. Moreover, let
a = (aj)je(m) be m polynomials in F|Z, X]. We say that a is v-admissible if either Vj : a; € F[Z]
(namely, degx(a;) = 0) and they are linearly independent or Vj : a; € F[X] and they are v-
independent.

Definition 17 (Generalized hash-check policy for KZG). For any v € N, and any index
i = (a;)jemm] of Reevar, let Dync,i be a simplified policy that, upon input the forgery (1*,x*,7) , the
view view and the auxiliary output auxg, parses x* = ((c});, 2%, x*,y*), and returns 1 if and only if:

— The maximum nesting level of the A’s forgery is s.t. v <v and i = 1%,
— FEither (1) Vi : a; € F[Z] and (c}); —ro 2" and (3_; ai(z)c}) —ro ™ or (2) Vi : a; € F[X] and
(cf)i —ro ¥, we call this condition the generalized hash check.

We define the family of policies Pgyc:={Pgyc;:1 are v-admissible}.

Theorem 2 (Controlled-Malleability of KZG). For any v € N, the scheme Ilxzq is Pyc-
stmulation Tig-controlled-malleable in the AGM under the OMSDH assumption.

Proof Ideas. The proof of the theorem closely follows the proof of policy-based simulation ex-
tractability in [20]. The main difference is that we must define an extractor that additionally extracts
a transformation whenever the forged point Z lies in the set 9, of points queried by the adversary.
Using the AGM, we can interpret the representation of the forged commitment provided by the
adversary as such a transformation.

The first part of the proof shows that whenever the extracted transformation is invalid, we can
construct a new point z* ¢ Q, for which we obtain a valid simulation-extractability forgery. In
particular, when the transformation is invalid, we can use the simulated material to construct a
proof 7 for the instance (¢, z,y’), where the commitment and evaluation point coincide with those
of the forgery, but 3/ is the correct evaluation obtained by applying the extracted transformation
and the claims of the simulated statements. It then follows that, for any arbitrary point z*, the
forged proof (7 — m)/(z — x*) constitutes a valid proof that the commitment c* = 7 — 7 evaluates
to (y —y')/(Z — 2*) at the point z*. Thus, we reduce controlled malleability for @yy. of KZG to its
simulation extractability for the same policy.

What remains is to show that simulation extractability holds under this refined policy, which
can be proved with only a minor modification of the original proof.

Proof. The proof follows closely the proof of [27, Theorem 1, pag 16]. For completeness, we give
the details.
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By the definition of algebraic adversary (cf. Definition 2) for each group element output, .4
additionally attaches a representation (f,r) of such a group element with respect to all the ele-
ments seen during the experiment (included elements in coms and the simulated proofs proofs). In
particular, we assume that for each query (x, aux) to the oracle S;, we can parse the value aux as
((fi,7i)i, aux’), where (f;,r;) is a valid representation for the commitment x.c; with respect to the
basis ([5'], )i, coms, proofs, i.e., x.c; = [fi(8)]; + 7] (coms]||proofs).

Let ((a7)jefm)» (€)jem)> 2 T, y) be the forgery of A, and let (f;, 7) be the algebraic representation
T (coms||proofs) = & - coms + & - proofs. We

of ¢; for any i. We can parse 7; = &;||0;, where 7, x

define our extractor £ (view, sts, auxg) that:

1. If z € Q,, then from ( fi, &, 0:)icim) and from Qgim it defines a transformation 7', by defining
the set of polynomials f;(X,Y, P) = fi(X) + > Cij Yj+0ij- P, for any i. For any i, j, it
finds the query x; ; = (cj, %, ;) for & ; # 0 and the query x; ; = (7}, %,y; ;) for p; j # 0 in the
set Qsim. The transformation maps (x; ;)i j, (x;j)m to:

— For any i, ¢; = [ﬁ(ﬁ)]l + 225G Xij.C+ 3250 xgyj.c.
= §=3ai(23) (fi(®) + 2, Cijyij + 25 0i5Yi ;)
It returns (w = L, T, (x5, %7 ;)i.j)-
2. Else it returns (w = (fj)je[m], 1,1).

v
©gHC’ﬁ’7I.H_C

We let Hy be the Exp 5'¢ i experiment, and we denote by ¢; := Pr [H; = 1].

oY -
Hybrid H;. We set H; to be the simulation-extractability game Exp Ag,HfS’“gse with the alternative
adversary A’ defined below:

1. The alternative adversary runs A forwarding all its queries until A sends its forgery. Let
x = ((¢j)jefm]» 2, 7, Y), T be its forgery, and let ¢ := >4 ax(Z, ¥)c. Let Q, be the set of
points x for which the adversary queried the simulation oracle.

2. If x € Q,, namely, when the adversary made a simulation query with evaluation point

set to I:

(a) If from the algebraic representations of (C;);c|m) and the simulation oracle query
we can define a valid transformation 7' (see the extractor, Item 1) then it aborts
returning | g.

(b) Else, it queries x' := (¢, z,y’), obtaining 7, to the simulation oracle for a value 3’
that preserves the algebraic consistency. (Notice that A is allowed to make queries
with the commitments in the instances that are in coms U proofs. However, given the
algebraic representation (f, €, o) of ¢, we can emulate the query on x by querying on
Z all the commitments in coms (resp. proofs in proofs) such that the coefficients in €
(resp. in 0) are not zero.)

. Else it outputs x, 7.

4. Tt computes the forgery x* := (c*,z*,y*), 7" (this forgery can easily be parsed as a
forgery for Ilgeyay), where:

w

= = /
_ T—T —
cF (m—m) VI —— y*<—‘7_J y

xr—x* T —x*

the forgery point z* < RO(s), and s is a string never queried to the RO by .4 and
containing ¢* as substring, which yields ¢* —ro =*.
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We show that, unless it occurs the bad event that z* € Q,, we have Hy =1 <— H; = 1. We
proceed by a case analysis.

— If Z ¢ Q, then the forgery of A’ and the forgery of A’ are the same. Moreover, by definition
of £, the extractor outputs a witness in both experiments, so the transformation case in the
controlled-malleability cannot be triggered.

— If £ € Q, and A’ outputs Lg, then by definition the extractor £ in the controlled malleabil-
ity experiment would output a valid transformation, therefore Hy = 0. Moreover, since the
adversary A’ fails to output a forgery, we have Hy = 0.

— If # € Q, and A’ does not output L g, then the forgery of the adversary A’ is valid whenever the
forgery of A is valid. First, we notice that, by the verification equation of KZG, (7 —7)(s—) =
[y — g];. Thus:

(s —a) = iE(s —a" T %) = =R (-t +0) + SR -0 =~y (2)

T—x T—x T*—x

Finally, the probability of the bad event that * € 9, is at most %, where QQro is the number

of queries of A to the random oracle. We have that ¢; < ¢y + %

The proof of [20] continues defining a series of hybrid to show that their adversary can be
simplified, in substance turning an arbitrary adversary to the class of simplified adversary that we
consider as in Definition 14. Because of our simplification, their sequence of hybrid can be avoided
and we can focus on the next hybrid (which follows the stragegy of their fifth hybrid).

Hybrid Hs. Let ((S));cpm), 2,7, 9) be the forgery of A'. Let &(X,Y) be the rational function
such that ¢ (5,coms) = ¢; for any 4, these rational functions can be defined from the algebraic
representations by plugging the rational functions that each simulated proof defines as described
in the definition of algebraic consistency in Definition 13. This hybrid is equal to H; but it returns

0if >°; a(Z, )&(Z, coms) # y*.
Lemma 5. €5 < €1 + €oMSDH

The proof of this lemma is almost identical to [27, Lemma 3], thus we give just a proof sketch.

Proof. We show how to generate a forgery to the OMSDH assumption when >, a(Z, Z)é&;(Z, coms) #
y*. The reduction gives the adversary the same SRS generated by the OMSDH challenger and
samples value r; <5 [F such that coms = [r];. The oracle O, allows the reduction to compute the
proofs for any statement x = (c,z,y), where c is in coms U proofs. In fact, for ¢ = ¢; for some 1,
then we can query Og on (z, 1) to receive the element p;y , := [ — x]l_l, and set T = (1, —y) - p1,2-
Otherwise, if ¢ € proofs, we need to query Oy on (x,vc, + 1) to retrieve py 41, = [5 — :UHC’ZH
where we recall that v, is the nesting level for the commitment c on point x, and derive the proof
7 from the algebraic representation of c, from y and pc .. In fact, as shown in [27, pag 17, Lemma
2], let rational function m;(X,Y}) such that 7; = [7;(5,7)]; for all r € F, 7(X,r) belongs to the
span below:

V] . 7T](X, T) - Span({()(lx,)] j S mgxyg7x/,x/ [ QZ‘} U {m}) (3)
Let v(X) := Y, ai(Z,%)(¢(x,coms)) — g, and let ¢(X),r be such that v(X) = ¢q(z) + r(X — Z).

The reduction submits the forgery (#,y), where y :== 7~1(7 —[¢(/3)],). This is a valid forgery because
y is equal to [(B — 55)*1} , and ¥ was never queried to O, by the change introduced in Hj.
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Hybrid Hj. Let H3 return 0 if 37 : degy. (¢(X,Y)) > 0.
Lemma 6. € < €5 + epLog + (max; deg(a;) + v)/|F]|

This lemma follows almost exactly the same argument as in [27, Lemma 3, pag 19] with the crucial
difference that, when applying the notion of maximum nesting level, we can indeed use our revisited
notion that considers the maximum nesting level computed over all the proofs queried until the
point & was generated as output of the random oracle.

Proof. Let Q; = comsU {m,...,mj_1}, Eq. (3) implies that, for any j, there exist polynomials p;
and p;; and an index k € [n] such that we can write the rational functions 7;(X,Y}) associated
with the proof m; = m;(8, cx) as:

pj0(X) + Yip;i(X)
(X.Y;,) =
) = T X 2

where v, ; = maxgeg, Vg for any z € Q,. Clearly, the degree of the denominator in the equation
above is bounded by the nesting level of the set Q.

Thus, there are rational functions my, ..., m,, and an index j*, such that we can define the
polynomial ¢(Z,X,Y) = mo(Z,X) + > m;j(Z,X)Y; where:

mo(Z, X) ::f(X)+Zai(Z,X)(Z 0j - pj’O(X) )

JS]* HIEQI (X - x)’/:c,j

mg,;(X)

mi(Z,X) = a;(Z,X) (g + 3 o Pry(X) ) Vi >0

kE'P]’ H.’EGQI (X - x)yz,k

my,i(X)

Where, for any j, the set P; is the set of indexes such that k € P; iff the variable Y; appears in the
polynomial 73 and k < j*. Clearly, ¢(2,%,Y) = é(2,Y ). Moreover, the index j* is the index of the
last simulation oracle query before the value & is defined as an output of the random oracle (see
Definition 15).

Let E; be the distinguishing event that 35 : ¢; # 0V 0; # 0. We show that:

Pr[E;] <eprLoc + (¥ + max deg(a;))/|F|.

We first notice that there must exist indexes j' and ¢’ such that mj ;(X) # 0. We show that
also m;(Z,X) # 0.

In fact, when Vi : a; € F[Z] then they are linearly independent, thus the polynomial mj (Z, X) #
0. On the other hand, when Vi : a; € F[X], then they are v-independent for v > ©, where the latter
is the maximum nesting level of the forgery. Notice that by the definition of the index j* and by
our definition of the maximum nesting level, we have that for any ¢ the degree of the polynomial
[loco, (X —x)"=i* -my ;(X) is smaller or equal to 7, the maximum nesting level and thus m;: # 0.

Since (&, coms) = [g]; by the check introduced in the hybrid Hy, and & (&, coms) = ¢;(Z, Z, coms)
by definition, we can reduce to DLOG as follows. The reduction generates the SRS and simulates
using the trapdoor 5, while the commitments coms are uniformly random group elements from the
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challenger. We set the coefficients pj < m;(2,%) and § = § —mo(Z, &). Notice that -, ujc; = [9];,
which implies a non-trivial DLOG relation (from which we can break the representation problem
and therefore DLOG) if at least one coefficient 11, is non-zero.

Given that the generalized hash check is satisfied, € —ro Z and (&;)jejm] —*ro £, which implies
that € is a function of the coefficients (c;, 0;); and the polynomials (a;); that are fixed before Z and
Z are computed. By Schwartz-Zippel, we derive that the coefficient pj = mj (2, %) is 0 only with
negligible probability v + max; deg(a;)/|F|. O

Hybrid Hy. Let Hy return 0 if 34, j : degy, (¢;(X,Y)) > 0.
Lemma 7. €4 < €3+ epLog + (max; deg(a;) + v)/|F|

The proof of the lemma above proceeds similarly to that of the previous lemma, thus we simply
sketch the proof. We notice that é(Z, X) = >, a;(Z, X)-&(X, coms), because of the previous hybrid
and by definition of é. Therefore, if there exist indexes i’ and j’ such that the distinghuishing event
holds, by the independence properties of (a;);c(m), We have that 3=, a;(Z, X) - &(X,Y) # 0. Thus,
we can find a non-trivial relation of the random group elements coms unless, once assigned the
random variables Z,Z, the polynomials vanish, which happens, by Schwartz-Zippel lemma, only
with negligible probability.

Finally, we have that ¢4 = 0. In fact, assume Hy = 1, then the forgery proof verifies, and we
have ¢; = [¢;(/)];, by the change of hybrid Hy and Y, a;(Z,%) - ¢;() = ¢ by the change in Hj,
thus the extractor extracts a valid witness which implies Hy = 0, which is a contradiction. O

5.2 Controlled-Malleability of PST

We now focus on the controlled malleability of PST evaluation proofs. We define a PST policy that
parallels the one for KZG but imposes even stricter limitations on the types of simulation oracle
queries the simplified adversary may perform. Crucially, our proof technique removes the restriction
on the maximum nesting level, which is essential for establishing the simulation-extractability of
sumcheck-based zkSNARKs (see Section 7).

Definition 18 (Generalized hash-check policy for PST). For any inder i = (aj)jcim] of
Regeval, let ¢gl§lg,i be a simplified policy that, upon input the forgery (i*,x*,7*) and 1 = 1*, the view
view and the auziliary output auxe, parses x* = ((cf);, 2%, x*,y*), and returns 1 if and only if:

— The set X of the commitments in the simulation queries (see Definition 14) is such that X C
coms and,

— if either (1) Vi : a; € F[Z] and (c}); —ro 2* and (3_; ai(z)c)) —ro z* or (2) Vi : a; € F[X]
and (c}); —ro =¥, we call this condition the generalized hash check.

We define the family of policies digﬁg = {@gﬁaﬁ : 1 are linearly independent}.
We are now ready to state our main result on the PST scheme.

Theorem 3 (Controlled-Malleability of PST). For all p € N, the scheme Ilpst ;. is Pgae-
stmulation Tig-controlled-malleable in the AGM under the OMSDH assumption.
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Proof Ideas. The proof of the theorem uses induction on the number of variables in the common
reference string.

The base case holds by the controlled malleability of KZG, so we now focus on the induction
step. In this step, we construct a reduction B for Ilpgr ;1 that internally makes use of an adversary
against ITpsr . Observe that B can easily extend a (p — 1)-variate common reference string for PST
to a p-variate one by sampling the last variable 3, directly in the exponent.

What remains is to adapt simulation queries from the p-variate setting to the (u—1)-variate one,
and to show how to convert a forged evaluation proof against a p-variate polynomial commitment
into a forged evaluation proof for the (u — 1)-variate case. For the first task, we note that given
B, in clear, the reduction can fully simulate the proof by randomly sampling p — 1 of the quotient
polynomials (and performing the necessary bookkeeping when multiple queries are made on the
same commitment by .A). Thus, at this stage, B can simulate for A without invoking the simulator
S=1),

As for the forgery, the key idea is that under the AGM the commitment ¢ can be associated with
a multivariate polynomial p(X, Z,Q), where X = (X1,...,X,,) are the variable corresponding to
the SRS, Z are the variables corresponding to the simulated commitments coms, and Q are the
variables corresponding to the simulated proofs. By exploiting the simulation strategy of B, we can
simplify p and rewrite it as a polynomial in X and an extended set of simulated commitments
Z. This allows us to define our (u — 1)-variate forgery by reinterpreting ¢ as a (u — 1)-variate
commitment to p(X.,_1, B, Z).

Notice that the forged proof consists of quotient polynomials 7q,...,m,, extracted under the
AGM, such that:

p(X,Z) = Z Wi(Xaz)(Xi _‘%i) +y.
i€[p]

Using the same idea as for ¢, we can reinterpret all these quotient polynomials by assigning
X, < Bu. However, we still have p quotient polynomials, whereas the forged proof should contain
only p1—1. We remove the last quotient 7, from the verification equation by computing an evaluation
proof of 7, using the simulation oracle and absorbing it using the homomorphic property of PST.
In details, the reduction B invokes the simulation oracle to generate an evaluation proof (7[‘;) jelu—1]
for the quotient 7, at the point &.,_1 evaluating at y,, the latter value y, is carefully chosen by B
to ensure the algebraic consistency of the view. Thanks to the homomorphic property of PST we
can finally define the forged proof (7;);e[,—1) for € as:

p(X:u—hB;uZ) =

Z Wi(X:u—l’ﬁm Z)(X; — ;) + WM(X:M—lvﬁuv Z)(ﬁu - 55#) +y=
i€[u—1]

Y T X1, By Z) + (X, Z) (B — #))(Xi = &) + (G + (B — Fu)y)
i€[p—1]

7fri(—)(:p‘—laz)

Notice that although B invokes its simulation oracle, all simulation queries are issued only after the
forged commitment has been fixed. At this point we can leverage the refinement on the nesting level
that we introduced and analyzed for KZG. In particular, when the reduction targets the controlled
malleability of KZG, the nesting level of B remains zero regardless of how many simulation queries
A makes. The last step, and also the most technical part of the proof, is to show that p(Z, (v;);) = ¢
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where the y; are defined by looking at the simulation queries of the form (c;, &,y;) made by A.
To prove this claim we need to use multiple time the one-more SDH assumption starting from the
induction hypothesis, which states that:

p(j:u—la B,Lu (yz)z) =9+ (6/1 - jﬁ):l/w'
Roughly, we show how to replace 3, with a formal variable X, in the above equation.

Proof. The proof of the theorem proceeds by induction on the number of variables of the committed
polynomials. The inductive step is proved in Lemma 8 while the base case can be reduced to
Theorem 2.

Lemma 8. For all p € N and p > 1 and for any d € N¥, there exists an extactor &€, for any
simplified algebraic adversary A there exist adversaries B and B* and a constant ¢ such that:

Adv(ﬂpgﬂc,ﬁ 7711-1)-6111

(&, Tir)-cm (1,d,,)-OMSDH a*
sy s0,e (V) < Advy BT (A) +cp- Advega e (A) +

Hpst,;—1,8,8=1) &
where if p > 2 then & = @gﬁg’ﬂ and otherwise ¢ := Pyye; for v =1, and d* = d;.

Proof. We first describe the extractor. Let ((a;);e[m); (€j)jeim]s 2, T, y) be the forgery of the adver-
sary, and let ( fi, 7) be the algebraic representation of ¢; for any i. We can parse ¥; = &;||6; where

71 - (coms||proofs) = & - coms + &} - proofs. We define our extractor &(view, sts, auxg) that:

1. If Z € Q, then from ( i, &, 0i)icm) and from Qgm, it defines a transformation 7', by defining
the set of polynomials f;(X,Y,P) = fi(X) + >2; &, - Yj + 6,5 - P; for any 4. For any i, j, it
finds the query x; ; = (cj, &,y;,;) for ¢ ; # 0 in the set Qgim. The transformation maps (x; ;)i ;
to:

— For any i, c; = [ﬁ(ﬁ)]l + Zj 51‘7]' X 5.C.
— §=20i(Z,&) - (fi(®) + 32 G j¥iz)-
It returns (W = L,T, (zxi,j)i,j)
2. Else it returns (w = (f;)jem), L, L)

For any y, we let ck®) be the commitment key of CSpsr,.- We describe the reduction below.

Reduction B(ck#*~1), coms) with oracle access to S¥=1(stg,-):

1. It samples 3, and generates the SRS ck® for CSpsr,, from the input ck®=1 and By
Specifically, let ck#*~1) = (ek#=1) vk#=1)) set ek « (Bﬁ)je[du] ® ek and vk®
(vk(“_l), [84)5) and it runs the adversary A on input ck(") answering its oracle queries.

2. Tt keeps a (lazy sampled) random map G mapping elements Gy x F* to values in F.

3. At the i-th simulation oracle query (c,z,y) it computes r; ; < G(c — [y]; , Tjs1,...,2Tp)
for any j. It defines the polynomial R;(X) « (32,7 ;(X; — 2;))(X, — z,) and let
r; = [Ri(B)];. Then it computes m;, < (c —y —r;)/(By — x,) and computes 7;; <
[ra (B — )]y for j € [ — 1],

4. At forgery ((Sj)jem]s 2, %,7), (7j)je[u from A, it computes the algebraic representa-
tion 7,(X,Z,Q) of 7,, it can simplify the representation by assigning the variables
Q associated with the simulated proof materials to the polynomials in F[X, C] defined
by the reduction. Namely, if the i-th simulation is on (¢, x,y) for some k, it assigns
inﬂ — (Zk -y — RZ(X))/(X,LL - SU“) and Qi,j TG (XM - xu) for 5 € [1,M — 1]

Let m,(X.y—1,8u, Z) = p(X.p—1, Bu) + > ¢ - Z; for some p and (¢;);:
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— For all ¢; # 0, it sets y; < ¢/ if there exists 3’ such that (c;, &,vy') € Qsim or y; < 0.
Then it queries the simulator on (c;, #.,-1,yi) obtaining proof elements (7z, ;) je[u-

— It computes proof material for p(X.,_1, 3,), namely it computes vy, = p(&.,—1, fu)
and 7, j(X) such that p(X.,—1,8u) — yp = > 7 (X)(X; — %) and let 7p; =
(755 (B)];-

— It computes proof materials for (7, ,—1,p):
TF; — Tp,j + Zci . Wzi,j,Vj
i

Yr <_yp+zci‘yi
i
It computes a new forged proof for (&;) je[m] as an (u—1)-variate polynomial commitment,
using the homomorphic properties of PST. Namely, it computes:

7 <—77Fj+(5# —.CC;JT(}
g y+ (Bu —:L“u)yﬂ,

and sets the forgery ((&)jepm)s 2, ®:u—1,9) with proof (7)) efu—1)-

We notice that the simulated proofs provided by B to A are equivalently distributed to the simulated
proofs generated by S| in particular, the values r; ; are uniformly distributed and thus the proof
material 7; ; = [r; ; (8, — x,)];; moreover, by following the map G, we make sure that when querying
the simulator with two queries (c,x,y) and (c,«’,y) the proof material for the indexes relative to
the common suffix of  and ' are the same.

We show that the reduction B outputs a forgery that verifies whenever A does. Briefly, if A
sends a valid proof for the instance ((€;);e[m]; Z, &, ¥) and with witness (¢;(X1,..., X)) for Rgeva
then the reduction computes a valid proof for the instance ((&;);e(m), £, E:u—1,9) With witness
(e(X1,..., Xpu=1,08u))i for Rgevar. Notice that the commitments remain identical.

Moreover, the reduction uses the homomorphic properties of the commitment scheme and knowl-
edge of the trapdoor 3, to create a proof for the commitments (&) (] interpreted as commitments
to (u — 1)-variate polynomials. In particular, we have that, thanks to the algebraic representation
and the simulated proofs obtained, 7, is such that:

[Fur = Y e(m), 18 — xjly) + [yxlr-
J€lp—1]

Let ¢ =3, a; (%,21)¢;, plugging the R.H.S. of the equation above in the verification equation
for B, namely the verification for Ilpgr ;,—1:

e(E [1]y) = Z e(7j, [B5 — xjly) + (Bu — x) ( Z 6(71’;-, (85 — x5],) + [yw]T) + [ylr

JE€lp—1] jelp—1]

= Y el + By —z)7 [B; — xjly) + [+ (Bu — zu)yslr-
JEp—1]

We show that B satisfies the policy . It is straightforward to notice that for g > 2 then the B
satisfies the policy, since the forgery of A and the forgery of B are syntattically the same. For the
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case u = 2, we additionally need to analyse the maximum nesting level of B’s forgery. In particular,
we notice that B does not query its own simulation oracle until A’s forgery is defined. Therefore
the set O that contains all the queries to the simulation oracle made by B before the random oracle
query with output Z (as defined in Definition 15) is empty and in particular 75 =0 < v = 1.

We now need to show that the canonical algebraic-model extractor that considers as witness
the algebraic representations of the group elements (5i)z‘e[m} is indeed a valid extractor for the
controlled-malleability experiment with adversary A against Ilpgr .

Let (w, T, (x;);e[x) the output of the extractor £ of the Trg-controlled-malleability experiment
with adversary B against Ilpgr ;1. Without lose of generality we can parse the output of £ as a
tuple of polynomials (¢;);e[m) in F[X, Y] where |Y| = |Qsim| and if degy. (¢;) is non-zero then the
i-th query to the simulator is in the list instances (x;) e[z output by the extractor. Notice when all
the coefficients for the variables Y are zero in the polynomials (¢;) e[, then we can regard them
as a witness for Rgeva1, otherwise we can regard them as a transformation in Try.

Let &(X.y-1,Y) = 325 aj(2,71)¢;(X -1, Y ). By the guarantees of the security experiment we
have é(&.,-1,y) = ¥ and y = (y;); as defined in the reduction in Item 4 (since those are the only
simulation queries made by B).

Let ¢(X,Y) be the algebraic representation of ¢ where, similarly to Item 4, we assign the
variable @ accordingly to the simulation queries. We can show that:

é(X:,u—laﬁ,uaY) - é(X:;L—laY) (4)

Assume the contrary, thus the equation above does not hold but &(3, coms) = &(3, coms). We have
two possible cases, either ¢(8,Y) # ¢(8,Y ) or ¢(X.,—1, By, coms) # é(X.,—1, Bu, coms). In the first
case we consider the reduction to DLOG that defines coms = r [a]; for a random challenge [a]; and
runs the controlled-malleability experiment with A. The reduction can answer the simulation oracle
queries thanks to the knowledge of 3. Eventually, it can run the extractor £, which returns ¢ and,
thanks to the algebraic representation given by A it can define ¢. Because é(3, coms) = é(3, coms),
the non-zero polynomial ¢(8,Y)—¢é(B,Y ) must vanish in r;-a for some 7. Thus it can find the DLOG
of [a];. The other case it is very similar, however now we need to reduce to the SDH assumption.
In particular, we can consider the loose reduction that sample a random index ¢* obtain challenge
([Bﬁ} l)ke[di*] and set ck by sampling the remaining 3; for j # i*.

Notice that by the controlled-malleability of ITpgr ,—1 we have that ¢(X.,—1,Y) = f(X;M_l) +
> ¢;Y; for a polynomial f and coefficient ¢; such that (c;, &.,—1,v;) was queried by the reduction
to the simulation oracle. Thus by Eq. (4), we have

é(Xiu—h Y) = f(X:u—h/Bu) + Z@ ¢iYi,

where 6(X:,U,717 ﬁ,uv Y) = f(X:ufla Bu) + Z ézY:L
By the controlled-malleability of Ilpgr ,—1 we additionally have:

e(@p—1,Y) =G+ By — Tp) - (0( &1, Bu) + 225 civi)

Moreover, we have é(x.,—1,y) = f(Z.u—1, Bu). We need to show that the conjunction of these two
equations holds even in the realm of polynomials. Namely we show:

f(j:u—hX) = :lj + (X - fu) : (p(:i}:u—hX) + Zj Ciyi) (5)
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This last equation implies that f(&) = 7.
We show Eq. (5) using the (1,d)-OMSDH Assumption. In particular, consider the bad event
that Eq. (5) does not hold but |:f<CE:M—175N>i|1 = [§+ (B — Tp) - (&1, Bu)]y- This bad event

implies that 3, is a root of the non-zero polynomial f(&.,_1,X) — (§ + (X — Z,) - p(Z..-1, X))
Thus we can consider the reduction B’ that runs similarly to B but with the following differences:

— It gets as input ck = (( [ﬁﬂ 1)2-6[(]], [1, BM]Q) and samples S, ..., Bu—1 <sF*~ ! and o; +$F" and

sets coms = ([a;]; )ie[n]- It generates ck™ similarly to B with the knowledge of f31, ... s Bu—1-

— It responds to the i-th simulation oracle query, with instance (cg, x,y) for some k, by querying
the one-more SDH oracle on (z,1) receiving [(8, — z,)~'], and using such a value, and the
knowledge of aj, to compute m; ,,, while the remaining proof material can be computed using
the associated R;(X).

— Eventually the adversary outputs its forgery, the reduction computes f(&.,_1, X) and p(&.,—1, X)
from the representations of ¢ and 7, and find 3, among the roots of the polynomial described
in Eq. (5).

To summarize, we have shown that the polynomial ¢(X,Y) is such that:

1. é(&,y) = y where (¢;, &, y;), by construction of B, are queried by A to its own simulation oracle.
2. [é(B,coms)]; =¢
3. For any i, if degy, (¢) > 0 then (c;, %, y;) was queried by A to its own simulation oracle.

Let Y+ be the variables (Y}), .0 and, similarly, Y~ be the variables (Y;)e,—o. We can re-write the
algebraic representation of the commitments ¢; as follows:

5@'(X7 Y) = fz(Xa Y+) + gi(Xv Y)a

where the monomials in g; have non-zero degree in at least one of the variables in Y ~. We need to
show that, for any ¢, the polynomial ¢;(X,Y") = 0.

Let’s assume the contrary, then we can show >, a;(Z, X1) - gi(X) # 0. Since the (a;);c[m] are
linearly independent, for any assignment @, y the polynomial >", a;(Z, X)g;(x, y) is non-zero. Thus,
Y ai(Z,X1)g:(X,Y) is non zero.

Notice that, by the policy ®gye;, we have either (c})jcpn —ro £ or (¢})jepm) —RO &, in
both cases we can apply by the Schwartz-Zippel lemma, because the random valus z and x are
sampled independently of Y, a;(Z, X1)-¢;(X,Y ). Thus unless with probability %, where we recall
d* =3 d;, we have > a;(Z,71) - g:(X,Y) # 0.

On the other hand, by Item 3 of the properties of ¢, it must be that >, a;(Z, 1)g:(8, coms) =
[0],. Notice that the commitments coms are sampled uniformly at random, thus we can either break
a representation problem which in turns implies breaking the DLOG assumption or break the one-
more SDH assumption. For the case of DLOG, the algebraic reduction upon input a challenge
element [a]; generates the commitments ¢; = r; - [a];, runs the controlled-malleability experiment
with A by sampling the trapdoor 8 and instantiatiating the simulator. Eventually, the reduction can
find the polynomial (g;)e[;) from the algebraic representations, since f'([a];) = 37, ai(2*, 27)gi(B, r-
[a];) = [0],, by factorizing f’ the reduction can find « and break the DLOG assumption. The case of
the one-more SDH is very similar. We can partition this case in p different subcases. For the case of
extracting (3, we can reduce to the one-more SDH assumption running the controlled-malleability
experiment similarly to the reduction B’ described above, and eventually finding the root £, in
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the polynomial }°; a;(2z*,27)g:(X,Y"). For the other case, we can actually reduce to the plain SDH
assumption because we can run the controlled-malleability experiment using the same strategy of
the reduction B.

We finalize the lemma by first noticing that both the DLOG and the SDH assumptions can
be reduced to the one-more SDH assumption. Namely, an adversary for the DLOG (resp. SDH)
assumption is also an adverary against the one-more SDH assumption. Moreover, we set 5* in the
statement of the lemma to be the loosest of the reduction we showed which has a 1/u multiplicative
loose factor. O

6 Polynomial Interactive Oracle Proofs

We recall the formalism of oracle relations introduced in [1%]. In a nutshell, an oracle relation can be
seen as the oracle-world counterpart of a commit-and-prove relation. In particular, oracle relations
are a useful abstraction that allows to define predicates over the oracles sent by the prover in the
execution of a PIOP.

Definition 19 (Oracle Relations, [18,26]). An oracle (indexed) relation R is an (indexed)
relation when the instances x of R contain pointers to oracle polynomials over some field F. The
actual polynomials corresponding to the oracles are contained in the witness.

We denote the pointer to the oracle polynomial f by [f], let (x,w) € R we denote with
oracles(x) = {[f1],[f2],---,[fx]} for some k the pointers to the polynomial oracles in x and

w = (f1, fo,- -+ fi)-

Similarly to [1 8], we consider the notion of virtual oracles. A virtual oracle to [f] := g([f1] .- -, [fx])

for some function ¢ is the list of oracles {[fi],...,[fx]} together with the description of g.
To evaluate g([fi],...,[fx]) at some point x, we compute y; = f;i(x), Vi € [k] and output
9(y1,...,yk). Equivalently, given commitments to polynomials, we can construct a wvirtual com-
mitment to a function of these polynomials in the same manner. If ¢ is an additive function,
namely g(X1,...Xg) = > i) @i X; and the polynomial commitment is additively homomorphic,
such as PST, then we can use the homomorphism to do the evaluation. In this case we call the
virtual oracle polynomial [f] a linear virtual polynomial.

Definition 20 ((Holographic) Multivariate Polynomial IOP). Let F be a family of finite
fields, let R be an oracle indexed relation. A (public-coin non-adaptive) holographic multivariate
polynomial Interactive Oracle Proof (PIOP) over F for R is a tuple IP :== (r,n,m,v,d,|,P,V) where
ryn,m,v,d: {0,1}* — N are polynomial-time computable functions, and |,P,V are three algorithms
for the indexer, prover and verifier respectively, that work as follows.

Offline phase: The indexer |(IF, 1) is executed on input a field F € F and a relation description i,
and it returns n(0) oracle polynomials {[po ;] : po,j € Fu(0)[X]}jem(o) encoding the relation i.

Online phase: The prover P(F,1,x, w) and the verifier V"D (F, x) are ezecuted for r(|1]) rounds;
the prover has a tuple (F,i,x,w) € R and the verifier has an instance x and oracle access to
the index polynomials.

In the i-th round, P sends m(i) messages {m; j € F} and n(i) oracle polynomials {[p; ;] :

j€lm(d)]’
Pij € Fa@) (@) [ X1} e, while V replies (except for the last round) with a uniformly random

message p; € F.
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Decision phase: The verifier queries the oracle polynomials at arbitrary points and outputs a
decision bit. More in details, the verifier can make queries of the form ([p],x,y;p) € Ren
where [p] are virtual oracles derived from {[p; ;] : i € r(|1]),j € n(i)}.

Important complexity measures for efficient zkSNARK compilation include the number of ver-
ifier queries and the degree of virtual polynomials. Notably, we can focus on the number of linear
virtual polynomials queried by the verifier. In fact:

— Any PIOP can be transformed into one that queries only linear virtual polynomials by decom-
posing higher-degree virtual polynomials into multiple linear queries, at the cost of increasing
the number of queries.

— The homomorphic property of PST allows each linear virtual polynomial query to correspond
to a single proof in the polynomial commitment scheme.

Definition 21. We call the (virtual) query complexity of IP the number of oracle queries made
by the verifier. Moreover, we say that IP is strictly linear virtual queries if its verifier makes only
linear virtual polynomials queries.

Security properties. An important security property we require from a PIOP is state-restoration
straight-line knowledge soundness. The notion is defined by a security game in which the malicious
prover P engages with an honest verifier and has the ability to roll back the interaction with the
verifier to a previous state. Eventually, the interaction may reach a final state and the prover is
considered successful if it outputs an accepting transcript, while the extractor, given the oracles in
the accepting transcript, fails to produce a valid witness. State-restoration knowledge soundness is
implied by standard knowledge soundness [%], even though the reduction is lossy, and it is considered
the correct notion of soundness for multi-round public-coin PIOPs compiled through the Fiat—
Shamir transform since it prevents the so-called grinding attacks [62].

1. The challenger initializes the list SeenStates to be empty.
2. Repeat the following until the challenger halts:
(a) P either (1) chooses a complete verifier state cvs in SeenStates or (2) sends a fresh tuple
(2,x,{m1,;};,{p1,5};) to the challenger.
(b) If (1) the challenger sets the verifier to cvs:

i if evs = (&, x, {m1,;}5, {p1,5}slloall - - - I{mi,5 }ss {pisi }s) and @ < r(x): P outputs {mi—1,;};, {Pi-1,5};;
V samples p; and sends it to P; the game appends cvs' := (cvs||{mi—1,; };|[{pi—1,;};llp:) to the list
SeenStates;

ii. if cvs = (i,x,{m1,j};, {p1,i}illprll ... |lpr—1): P outputs {m,;}; and {p,;};; the challenger runs

I(F,1) and V performs the decision phase of the PIOP. The challenger sets cvs to be the final cvs,
sets the decision bit d as the output of the verifier V and halts.
(¢) If (2) the verifier samples p; and sends it to P; the game appends the state cvs' =
(2,x, {m1,5};,{p1,5}4llp1) to the list SeenStates.
3. The game computes the extraction bit b (1,x,&(cvs)) € R where the index 1 and the instance x are the
ones included in the final cvs. The game returns (d A —b), i.e., the malicious prover convinces the verifier but
the extractor fails.

Fig. 5. The state-restoration soundness experiment Expgzpyg (F).
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Definition 22 (State-restoration (straight-line) knowledge-soundness). Let Exp{’, .(F)

be the experiment in Fig. 5. A PIOP IP is state-restoration (straight-line) knowledge-sound if there
exists an extractor £ such that for any P and any F:

Pr [Expyp o (F) = 1] < negl([F|)

6.1 Sumcheck-based PIOP

We recall that a sumcheck PIOP is a multivariate PIOP for the oracle relation Rguyn that consists
of all the tuples (x,w) where x = (v, [f]) and w = f is a p-variate polynomial of degree d such

that > pero,1yu f(b) = v.

Sumcheck Protocol with high-degree round polynomials. Given a pair (x,w) € Rgum:

— Set vg < v
— Fori=1,...,
e The prover computes ¢;(X) = Zbe{071}y.—i—l f(b,X,rit1,...,7r,) and sends the univariate
oracle polynomial [p;], of degree at most d — 2, to the verifier, along with the value ¢;(0),
where

(X)) —(1-X)q: (0)—X s (1
pi(X) = i (X) (X(l)f)g)) (1)
e The verifier computes g;(1) < v;—1—¢;(0), and sets v; < p;(r;)(1—r;)ri+(1—7;)q;(0)+7;¢:(1).
Then, samples r; <% F, and sends r; to the prover.
— The verifier accepts if f(r1,...,7,) = vy

This protocol was proposed by [18] and reduces the communication and verifier complexity with
respect to the standard sumcheck protocol of [51].

In this work, we restrict our attention to a particular class of the multivariate PIOPs, namely
those in which the prover and the verifier reduce to one or more invocations of the sumcheck PIOP
defined above. This kind of PIOP is not only very flexible, but it has inerently some “structure” that
is retained in the compilation to a zkSNARK and plays a key role in the strong non-malleability
properties of the compiled object: as we elaborate next, the compilation of this kind of PIOP results
into a simulation-extractable zkSNARK as long as it has some properties that seem natural and
easy to check.

Definition 23 (Sumcheck-based multivariate PIOP). A (k1, k2, k3, t,v) sumcheck-based PIOP
is a PIOP where:

1. The indezxer | returns a single v-variate multilinear oracle polynomial [po].

2. For alli € [k1], P sends a v-variate multilinear oracle polynomial [p;]. V sends challenge p;.

3. At the end of the ki-th round, P and V sequentially run ko sumcheck PIOPs.
For alli € [kg], the i-th sumcheck is over a polynomial f; = hi(gi 1, ..., gic;) where deg(fi) = vi,
the polynomial h; is a public polynomial and each g; is a multilinear polynomial obtained by
partially evaluating one of the ki polynomials sent by the prover in the first phase. Namely,
there erists indexes k; j, sets S;; and boolean vectors b; ; (possibly function of (p;);eir,]) such
that gij = (ki ;)|Xs, ,=bi;-
The i-th sumcheck p;“otocol defines the following verifier’s queries:
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— If the i-th sumcheck is an high degree sumcheck, namely v; > t, we associate with the i-
th sumcheck protocol the oracles ([pi;]); where [p; ;] is the round oracle sent at the j-th
round and we define the verifier answers with randomness r; ;. The i-th sumcheck protocol
execution defines verifier’s queries:

Qi = {(lpigl rigsvig) 5 € [wil}

— A query to the (virtual) oracle polynomial [f;] on the point r;. Namely, the prover sends
evaluation v; and the verifier queries ([fi] ,r:,vi).
For any j, let 7;j be such 75, = b; and F|§j = 7r;, the virtual oracle query defines the
following queries to the oracle polynomials:

Qi = {(Hpki,jﬂ ’Fi,jvgi,j) 1J € [CZ]}

and, additionally, the verifier checks hi(gi1,-. ., Gic;) = Vi-
Let ky be the number of high-degree sumechecks.
4. Moreover, for all j € [ks], V queries one of the oracles {[pi],...,[pr,]} on arbitrary point
Trot1,; € FY. These queries define a set Qp,41 of verifier’s queries of the form

( Hpkk2+1,jﬂ » Tho+1,55 gk2+1’j>je[k3]

The points (Gr,+1,5); are deterministically derived from (¥,41.); and the public oracle po.

It is easy to check that, without further optimizations, the query complexity of a (k1, ko, k3, t,v)-
sumcheck-based PIOP is at least §2(ko + k3) and it can be O(ks - v + k3) in the worst case when
v; >t for all 7.

7 Sumcheck-based zkSNARks are simulation-extractable

In this section we show the conditions under which a multivariate sumcheck-based PIOP can be
compiled to a simulation-extractable zkSNARK.

7.1 The efficiency compiler for sumcheck-based PIOP

The work of [!8] introduces two optimizations that reduce the number of verifier queries to a single
linear virtual query to a univariate polynomial and a single linear virtual query to a v-variate
multi-linear polynomial.

The compiler in Algorithm 2 formalizes and slightly improves these optimizations. We analyze
the compiler and formally prove the state-restoration soundness of our modifications. Additionally,
we show that the compilation process enhances security by leveraging a simpler structural property
of the original PIOP, which we explain next.

We consider a sumcheck-based PIOP where the ks sumcheck protocols jointly involve all oracle
polynomials sent in the first k; messages. Specifically, we define the set of indexes

Z(IP) == {ki; | i € [kal,j € [ci]},

where the indexes k;; are defined in Item 3 of Definition 23. We require Z(IP) = [k1], and we
call this a compiler-safe sumcheck-based PIOP. In practice, any reasonable sumcheck-based PIOP
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Algorithm 2 Efficiency Compiler Xpatcp|[IP]

N >

1:
2: Let Vi € [kz] : (pi,j)je[u],'riy (Ui,j)jG[l/]y (pki,j )je[cl], (Fi,j)jG[cih (gi,]’)jE[ci] be as in Definition 23.

10:

11:

P and V run IP for (x,w) € R, V does not make any oracle query.

* Halo Infinite’s batch polynomial evaluations for r; ; pair-wise different: *
) J

: Let T:={ry;: 1€ [ko],vi > t,j €[]}, and let T} ; := T \ {rs,; }, define the polynomial

FX) =Y Zr, ,(X)(pig(X) = viy)

: P sends the oracle polynomial q « f/Zr.

V samples a challenge z <5 F and queries the linear virtual (univariate) polynomial [I] on z evaluating to

o UX) =3 Zr, () iy (X) = vig) — a(X) Z2(2) (6)

/* HyperPlonk’s batch multivariate polynomial evaluations */

: V sends to P a random vector ¢ +s$ F’ and £ = [log(ks + 1 + k)] where k = max(k2, k3).
: Define sum s := Zie[k2+l],j€[ci] eq(t, (i||7)) - gi,; where (i||5) € {0,1}".
: Let h be the MLE for (hi,j,b)icky+1),j[k],be {0,134 Where:

| eq(t, (ill7)) Dk ; (b) j<c
Lo 0 J>c

: Let €g be the MLE for (eq(b,7i,5))ic(ky-+1],je[k],be {0,131 Such that

~ BTES € ’Fi",b ‘Sci
el v = { T 15

P and V run a sumcheck PIOP for (s,[w];w) € Rsum, where w := h - ég. Let (a1,a2) € F*T* be the
sumcheck challenge vector and w be the claimed value for w(a1, a2) at the end of the sumcheck protocol.
V verifies that Jw] at (a1, a2) evaluates to the claimed value w, namely:

— V locally computes h < w/ég(ai,asz).

— V queries that the linear virtual polynomial [I'] evaluates to h at as where:

I(X) = Z éq((illg), ar) - eq(t, (ill 7)) - pr; ;(X). (7)

2%

satisfies this property. To illustrate, suppose a PIOP does not satisfy this condition. In such a case,
there exists a polynomial p;« that is not queried by any virtual polynomial query of the sumcheck
protocols. We can then redefine the PIOP to exclude the transmission of p;» while keeping the rest
of the protocol unchanged. This results in a more efficient PIOP than the original one.

It is important to note that this reasoning assumes the prover is aware of which oracle polyno-
mials will be involved in the sumchecks, which is a natural assumption in most practical scenarios.

Theorem 4. Let IP be a PIOP for R and consider the PIOP Xpaycn[IP] as in Algorithm 2,
Ygaten|IP] is a PIOP for R, moreover:

— Let qp be total number of the P during the state-restoration experiment, d* be an upper bound to
the degree of the polynomials the prover can commit to, esyy (resp. €p) be the state-restoration
soundness error of the sumcheck protocol (resp. the |P protocol) then:

<q|s—|—d*~|T|+£

+ 6SUM) + ep.
||

Pr EXpsﬁfzsatch[lP],s(F)} = ap
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— Ypaten[IP]’s query complexity is 2,

Proof. Assume tha}t IP is state-restoration knowledge-sound and there exist £ and a function €p
such that for any P we have Expf{ SnacenlIPL€ (F) < ep(F).

Let Hy be the same as Expg' [P () but where the hybrid returns (d A =b A dy) and d; is
set to 1 if the values 7; ; in the final cvs are pair-wise different for i € [kp] and j € [v].

We have Pr [Exp < Pr [H;] + Pr [~d;]. Moreover, using a standard analysis of

¥ voeatple )]
2

the birthday attack, we have that Pr[-d;] < %, where gp is the total number of queries of P
during the state-restoration experiment.

Let Ha be the same as H; but where the hybrid returns (dA—bAdy Adz) and dg is set to 1 if Vi, j :
pij(73,5) = vij. Similarly to the previous hybrid, we have Pr [H;| < Pr [Hy]+Pr [~dy A d A dy]. Thus
we need to bound Pr [—da A d A di]. Notice such an event implies that 3i*, j* : pj« j (1 j*) 7 vi= j=
and [(z) = 0 where we recall that :

I(z) = Z Zr, ;(2)(pij(2) — vij) — q(2)Zr(2)

Notice that the polynomial Zr,. .. (X)(pi j+(X) — vi= j«) is not divisible by Z7(X); morever, cond-
tioned on dy = 1, the polynomials Z7, ;(X)(p;;(X) — vi ;) are all independent. Therefore, for any
polynomial ¢'(X) the polynomial 37, ; Zr, ;(X)(pij(X) — vij) — ¢'(X)Zr(X) is non-zero. All these
polynomials are defined by P before seeing the challenge z € F contained in the final cvs; addition-
ally, notice that, because of the state-restoration game, P has at most ¢p chance to resample z. By
union-bound and by the Schwartz-Zippel lemma we can conclude that

gp - d* - |T)|

Pr [ﬁdg Ad A dl] <
||

where d* is un upper bound to the degree of a polynomial the prover can commit to.

Let H3 be the same as Hy but where the hybrid sets ds to 1 if (s, [w];w) € Rsym and returns
(dA=bA Nz di). Let esum be the state-restoration knowledge soundness of the sumcheck protocol
for polynomial w of degree 2, it is clear that Pr [Hy] < Pr [H3] + ¢g - esum-

Let Hy be the same as H3 but where the hybrid sets dy to 1 if forall k; ; we have py, . (i) = gi ;-
We bound Pr [d3 A —d4]. In particular, by definition of h, éq and s, and by (e, [w]; w) € Rgum, we
have:

> eqlt. il13)) - pi, (Fig) = S w((illi). ) = s = S eq(t. ill3)) - gis-

ij ij,b ij
Consider the polynomial g(T') = 3=, ; eq(T, (il j)) - (Px,,(Ti;) — gi,j)- Because of ~dy we have that
g(T) is non-zero because at least one of the coefficient (py, ;(7i;) — gij) # 0. Moreover, by the
equation above we have g(t) = 0. Thus, applying the Schwartz-Zippel lemma over a multi-linear
polynomial with ¢ variables, and the union bound we have Pr [d3 A —d4] < %f.

Finally, let cvs be the finalized cvs in the hybrid game Hy, and let cvs;p the prefix of cvs that
contains only the protocol executions of IP, we observe that d A da A d4 implies that the verification
procedure of IP would accept on the cvsjp. We define Pjp be the state-restoration knowledge-
soundness adversary for IP that simply runs P and simulates the verifiers messages for the last two
challenges (Item 5 and Item 6 of Algorithm 2). The adversary Pip additionally asserts the events
defined by the bits di and ds, and if such assertion fails, it returns an error message.
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We have that Pr [Hy] = Pr [Exp%ﬁp P& (IF)} Chaining the disequations together, we have:

g5 +d* - [T| + ¢
Pr [EXPETEB“C}‘UP]’g(F)} < qp ( - ‘F‘ + 6SUM) + €ip.

7.2 The zero-knowledge compiler for sumcheck-based PIOP

We describe and improve the compiler from [15] that transforms a sumcheck-based PIOP into one
that is zero-knowledge. Their general framework consists of two parts. The first part is to mask
the oracle polynomials so that their oracle query answers do not reveal the information of the
original polynomial in a way that the evaluations over the boolean hypercube remain equivalent.
The second part is making the underlying sumcheck PIOP zero-knowledge. Our improvement is
in the second part, where we improve the ZK sumcheck of Xie et al. [64] for the high-degree case
when the round-polynomials are sent as oracles.

Polynomial masking. We refer the reader to Definition 10 for the definition of a masking al-
gorithm, Algorithm 1 for the specific masking algorithm used in this work, and Lemma 1 for the
corresponding lemma.

We describe the zero-knowledge compiler in Algorithm 3. As in [15], for polynomials f, g € Fq,,
we denote with merge(f, g) the polynomial in Fgy 11 as:

merge(fvg) = (1 _XO) : f(Xla" : aX,u) +X09(X17 7Xu)

Abusing of notation, we define merge((f:);c[n)) as the polynomial h such that h((i), X1,...,X,) =
fi(X1,...,X,) where (i) is the log n-bits binary decomposition of i € N.

Definition 24. For any j,i and £, we say that the variable € of the oracle polynomial p; is free if,
for any k, let us consider the k-th sumcheck protocol, then either the polynomial p; does not appear
in the k-th sumcheck or, if it appears, let j' be the index such that g; j = p; we have £ ¢ S; j» where
the set S; j» is the of indexes of the variables assigned in g; j (see Item 3 of Definition 23).

We now provide a definition of zero-knowledge for sumcheck-based PIOPs that our compiler
can achieve. This definition is tailored to PIOP-to-zkSNARK compilations where the underlying
polynomial commitment scheme is not hiding and, in particular, leaks an evaluation point. It
requires that the zero-knowledge simulator (1) reproduces the information leaked by the non-hiding
commitments, and (2) fully simulates the round polynomials in the sumcheck protocol.

Definition 25 (Zero-Knowledge for sumcheck-based PIOP). A sumcheck-based PIOP |P
is e-zero-knowledge if there exists a simulator S such that S on input the description of the field
F, the index 1, the input x and a vector B, outputs a simulated view view and simulated round
polynomials (p; ;(X))ie[k,],j>0, and for every index i, and (pp,i,x,w) € R, the following random
variables are within e statistical distance:

REAL|P(F7 i, X) = (/37 VieW(P(F, 1,X, W)? VI(]F’].I) (Fv X))? (pj(/B»j? (pi,j (51))i,j,w>t)

. o~ - . ViéW, Ni i)ig < S F,fl,x, s
IDEALs(F, 1,x) = (ﬂ,wew, B5)5> Big(B1))ijwime = f(kpiiﬂ?“ ( A) )
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Algorithm 3 ZK Compiler for Sumcheck-Based PIOPs Xz|IP]

1: The prover P set hg := Z].GM ho,; (Xo, X;) and h; := Y hi;(X;), where, for any i € [ko] and for any

J€[pil

J» the polynomial ho,;(Xo, X;) <8 F<(xy,3)[Xo0, X;] and the polynomial h; ;(X;) <8 F<,[X;] when v; < t or
hi,]' <+~ 0.

2: P sends oracle polynomial h where h + merge((ﬁj)je[om]) and messages (H;)ic[o,x,) Where H; =
ZbEBM hj (b)

3: P and V run IP for (x,w) € R with the following changes.

4: for i = 1 to k; when P outputs oracle p;, send oracle p; < msk(pi, ti + 1,&').

5: for i =1 to ks do

6: Receive challenge p;, and let f; := h; (gf, e ,g;).

7: if v; <t then

8: Let f7 := fi + pi - hi run low-degree sumcheck on (f, H; + pH;)

9: else

10: Let f := ﬁ(Xl, cos X)) +pi }~L0(X07 X1,...,Xu) run high-degree sumcheck on (f;", H; + pHy)

11: end if

12: end for

13: for i =1 to k3 do

14: Verifier queries pj, (c;) and checks it equals y;

15: end for

We assume p; be the number of variables in the virtual oracle polynomial f; for the i-th sumecheck in IP and

1 = max; p;. For any i € [k1], we let ¢; be a free variable of p; and ¢; be the number of appearances of p;, namely
ti = |{Z, : ai/,j/7ki/7j/ = ’L}|

where (p;); are the multivariate polynomials sent in the first ki rounds and (p; ;) the univariate
round polynomials returned by the prover P and B, in both the random wvariables, is a vector with
coefficient in F sampled uniformly at random.'> When € is a negligible function of |i|+ |x| we simply
say that IP is zero-knowledge.

Theorem 5. Let IP be a sumcheck-based PIOP and assume that, for any i € [k1] there exists a value
¢; such that the variable {; of the oracle polynomial p; is free. Let IP" := Xzx[IP] be the sumcheck-
based PIOP in Algorithm 3, then IP’ is zero-knowledge. Moreover, if \P is state-restoration sound
then so is IP’. In particular, let qp be total number of the P during the state-restoration experiment,
and €p be the state-restoration soundness error of the IP protocol then:

Pr {Expg|p/7g (F)} < ﬁﬁ +ep

Proof. To prove zero-knowledge we can assume the existence of a zero-knowledge simulator for the
low-degree sumcheck derived from [(4,15]. In particular, let Prove;gc be the proving algorithm of
the low-degree sumcheck, there exists a simulator S;g¢r such that for any f;, h; and any p; # 0 such
that h; is sampled as described in Algorithm 3, the distributions below are indistinguishable:

Proveisc (fi', Hi + pilli) =~ Sisc(Hi + piHi, (gi7) jele,) (8)

where, we recall that the values g; ; € IF are the evaluations of the oracle polynomials defining the
virtual polynomial f;, namely, py, (¥ ;) = gi; for any j (see Definition 23) and r; is the vector

12 The choice of the variable 3; for evaluating the polynomials Ds,; (resp. Pi ;) is arbitrary. For convenience, we assume
that univariate polynomials are associated with the variable Xj.
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of challenges in the simulated view while the vector 7; ; are the vectors defined assigning partially
some of the position in the vector r;. We define a zero-knowledge simulator for the high-degree
sumchecks. The simulator Spg¢, on input (5, (gi,;);), samples a random polynomial f with degree

degy, (f) = 6 for any j conditioned on > beB,,, /(b) = S and f(ri) = hi(Gia, .- - Gic;) and then
run the high-degree sumcheck protocol described in Section 6.1. We show that for any ( fi)ie[kﬂ’,,pt
and for hy sampled as described in Algorithm 3 the distributions below are indistinguishable:

B, Provensc(fi, Hi + pil:), (Pij(B1)) jejo,um] 9)

( € )ie[kg],upt

~
~

(51, Sisc(Hi + piHi, (3i7)jcles): (ﬁi,j(ﬁl))je[o,mo

ie[kg],ui >t

where (1 < F is uniformly random. Notice that the transcript of the i-th (high-degree) sumcheck
proof contains elements (e; k0, € k1, eg,k)ke[o,ﬂi] where:

— Cikl = YbeB, fE(r, ..o e, b) + Y beB, s ho(ro, 71, ..., Tk—1,b,b) for ¥ € {0,1}
— egjk = EbGB,kk fl-*(T'l, ce s Tk, b) + ZbGBH,k ho(?“o,?“l, ce s Tk, b)

Moreover, the k-th round polynomial is masked with:

min(X) = > ho(rio,rits- - rig—1,X,b)

beBu—k
=> ho j(ro,75) + ho x (70, X) + Yy ho(ri0,b;)
]<k‘ beBy.—k .7

where 7, = (747)je[o,u,]- Notice that when the values (r;0); are all distinct then the linear map
from the coeflicients of iL()J.C(X(), X) to (ﬁojk(ro,j, X)) is invertible, as in fact, it is a Vandermonde’s
matrix. Thus there is a bijection between evaluations of the mask (m; ,(X));r and the evaluations
of the polynomial hg, moreover, the total degree of hq is 4 x ks where we recall that ky = |{i : v; > t}|
and thus the four evaluations (m; x(51), m; %(0), m; (1), m; 1 (r; ;)) of the k-th round polynomial are
distributed uniformly at random (unless 51 = r; ; which happens only with negligible probability).
Therefore, the evaluations of the round polynomials p; j are uniformly distributed.
Finally, we can define the zero-knowledge simulator for the sumcheck-based PIOP.

The simulator S(F, 1, x, 8):

— Honestly generate the public polynomial pg.

— Pick arbitrary polynomials (f});c[r,] conditioned on the sumcheck relations over fi,. .., fi,
to hold.

— Sample the mask polynomials h; for i € [0, k2] as described in Algorithm 3.

— Run the simulators Sjg¢ and Spgc where, in the i-th sumcheck, if it is low-degree, we run
the simulator on Sjgc(H; + piH;, (gi,j);) else, if it is high-degree, we run the simulator
Snsc(H;+ piHo, (i;);). Where, in both cases, g; j < F for any j € [¢;]. The high-degree
sumcheck simulator additionally outputs the round polynomials p; ,(X) for i € [kp] and
v; >t and k € [0, p;.

— Return the view consisting of the ko simulated sumcheck protocol executions and return
the polynomials (p; ;)i ji, >t je[0,u:]-
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We set Hp := IDEALg(F, 1, x), and consider the following list of hybrids:

— H; the same as Hy but where p; are sampled by first choosing arbitrary polynomials p; condi-
tioned on the sumcheck relations and then p} < msk(p;, t; + 1, ¢;). Moreover, the values g; j are
set as ﬁzm (7;;) and the random values f; are subsituted with pi(B). We prove that Hy ~ Hj.
Notice that the number of queries to the polynomials p; is, by definition, bounded by ¢;, on top
of this, we can add the extra query on point 8. By definition, the index ¢; is free (see Defini-
tion 24), thus, with overwhelming probability, all the queries to i-th polynomial have distinct
values at position ¢;. Therefore, we can apply Lemma 1 to prove the indistinguishability.

— Hs same as H; but the polynomials (ﬁi)ie[;ﬁ] are replaced with the polynomials defined by
running the prover of the protocol. The two views are equivalent because the view of the
verifier does not change at all.

— Hj is the same as Hy but we run the prover for the low-degree sumcheck protocols instead
of running the simulator. The two hybrids are indistinguishable because of the zero-knowledge
property showed by [(4,158] and described above.

— H, is the same as H3 but we run the prover for the high-degree sumecheck protocols instead
of running the simulator. Similarly to before, the two view are indistinguishable.

Finally notice that Hy is equivalent to the REAL random variable.
Let §i = > zen,, fi(x), 5; = > zeB, hi(x) for any i. Let 6;(X) := H; — 5;+ X (H; — §;) for v; < t

and 6;(X) := H; — §; + X(I:IZ' — §0) for v; >t and for any i. For the state-restoration soundness, we
notice that unless the bad event 3i : 6;(p;) = 0 but ;(X) # 0, the state-restoration soundness of
IP and IP’ are the same. By union bound on the number of attempts, which is bounded by gp, and
applying Swartz-Zippel noticing that ; are linear functions, we have the bound in the statement

of the theorem.

7.3 Putting it all together

A sumcheck-based PIOP can be compiled to a zkSNARK by chaining the zero-knowledge compiler
in Algorithm 3 (unless the sumcheck-based PIOP is already zero-knowledge) and the efficiency
compiler in Algorithm 2, using PST and applying the Fiat—Shamir transform.

We describe the compiler Yzgspatcn+pc+rs[IP] := Zrsi+pc© Xpaten © Zzx from sumcheck-based PIOP
to zkSNARKS, where Xgs+pc[IP] is the compiler described in Algorithm 4. In particular:

1. We define an instance xgzg for Eq. (6) in Algorithm 2 of Algorithm 2, belonging to the language
associated with Rgeva1 for KZG, using the index polynomials ixzg = (ZTM (X))ij, Zr. We notice
that the index polynomials are linearly independent. The instance xxz¢ specifies the evaluation of
the commitments (c; ;); ; and the commitment [¢(/51)]; at an evaluation point z, which is sampled
uniformly at random from F after the commitments have been included in the transcript.

2. We define an instance xpgr for Eq. (7) in Algorithm 2 of Algorithm 2, belonging to the lan-
guage associated with Rgeva1 for PST, using the index polynomials ipst = (€q((i||7), Z1) -
eq(Z2, (i]|j)))i,;- We notice that the index polynomials are linearly independent. The instance
xpst specifies the evaluation of the commitments (ck”)z ; where the index polynomials are eval-
uated at z = a1/t and the commitments at as. Also in this case, both a1, t and as are defined
after the commitments are included in the transcript.
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Algorithm 4 Sumcheck-PIOP to zkSNARK compiler Xgg.pc|[IP].
We assume that IP is compiled with Xpatcn (Algorithm 2).

: procedure KGen(srs)
Run IP.I(F, 1) returning po.
return Output srs,vk = [po(B)];.
: end procedure

Set transcript trns + (vk,x).
Run PIOP prover IP.P(F,1,x, w).
At each round P sends an oracle [p] and (possibly) a message v,
compute ¢, < [p(B)], and trns < trns||(c, v).
9: Let ([1], #,0) be the linear virtual oracle query in Eq. (6) of Algorithm 2.
Call the prover of Ilxze with indexes set to 1 = (Z;,;)s,5, Z1
and polynomials (pi; — vij)ij, g
Let mkze be the resulting proof.

10: Let ([I'] , a2, k) be the linear virtual oracle query in Eq. (7) of Algorithm 2.
Call the prover of Ilpsr with indexes 1 = (eq((i||7), Z1) - eq(Z2, (il|5)))s,j,
polynomials (py; ;)i,j, evaluation point z < (a1,t) and = < as.

11: return trns||(mkze, Test)

12: end procedure

1
2
3
4
5: procedure Prove(srs, 1, x, w)
6.
7
8

13: procedure Verify(vk, x, )

14: Parse m = trns||7erg, TUPST,
15: From trns and RO recompute interaction of PIOP prover and verifier.
16: Call Ilxze verifier on proof myze and xgze = (((cpi‘j — [i4]1)i,5,Cq)s 2 0),

and indexes ixz = (Z;,5)i,j, Z1-
17: Call ITpsr verifier on proof mpsr and xpst = (((Cpki ; )i Ca)s (a1,), az, B)’

and indexes ipst = (€q((illj), Z1) - €q(Z2, (ill5)))ss-
18: end procedure

We show that the resulting zkSNARK is weak simulation-extractable, namely, the adversary cannot
forge a proof for a new instance without knowing its witness even in the presence of simulated proof
for different (but arbitrary correlated) instances'®.

Definition 26. Let $“SF the policy that, upon input the forgery x*, 7 and the view of the adverary,
return 1 iff Ar: (x*,7) € Qsim. We say that a II is weak simulation extractable in the AGM if it
is PVSE _simulation extactable.

Theorem 6 (Simulation-extractable zkSNARK from sumcheck-based PIOPs). Let IP be
a sumcheck-based PIOP for a relation R that is state-restoration straightline knowledge-sound (see
Definition 22) and such that Z(IP) = [k1]. The zkSNARK derived from the compiler Xzxpatcntpc+rs|IP]
instantiated with PST is weak simulation-extractable in the AGM under the OMSDH assumption.

Proof. Let IP* := Yz patcn[IP]. Let @ be the number of simulation queries issued by the adversary
Ajr. We start by defining the zero-knowledge simulator for the zkSNARK.

The simulator S:

13 One can achieve strong simulation extractability using the folklore technique of sampling a public key for a one-time
signature, including it in the transcript, and signing the final proof.
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— At setup stage, sample srs, 3 < Spsr honestly generate the public index polynomial pg
and commit to it.

— For j € [Q], pick a fresh list of PST simulated commitments coms?) < Glfl.

— On input x:

1. Run the zero-knowledge simulator of IP*, and parse the output as ko simulated sum-
check protocol executions, including the list of round polynomials (p; k)i, together
with the claimed evaluations of the oracle polynomials sent by the prover IP*.

2. For ¢ =1 to k1, add to the transcript the i-th commitment comsl(] ),

3. Fori =1 to ko, add to the transcript the honestly-generated commitments [p; ;(51)];
of the round polynomials p; j, if v; > ¢ (or the field elements defining such polynomials
if the sumcheck is low-degree) and program the output of RO output of the transcript
to match the verifier challenges included in the simulated proof.

4. Finally, define the two final instances, say xyzc and xpgy, where xxzq is associated
with the check in Eq. (6) and xpgr is associated with the check in Eq. (7). For the
former, run the honest prover of Ilxzg, using as witness the round polynomials (p; 1 )i k
generating a proof mgzg; for the latter, invoke the simulator of Ilpst generating a proof
TpST-

Add these two proofs to the transcript and output the transcript (without the verifier
challenges) to the adversary.
— For RO queries issued by the adversary, output uniformly random elements, unless the
RO output has been previously programmed during the proof simulation.

We notice that the zero-knowledge guarantees of the simulator follow from the zero-knowledge of
IP* and the distributional zero-knowledge of the scheme ITpst.

Lemma 9. The zkSNARK derived from the compiler is zero-knowledge.

Proof. Since we already defined a simulator we need only to show that the ideal and real views are
indistinghuishable. We fix an adversary A, against zero-knowledge, we define a series of hybrids
and let ¢; := Pr [H;].

— Hj is the real-world experiment in which A.; has oracle access to the real prover.

— H; is the same as Hy but where the low-degree sumcheck protocols are simulated using the
simulator S;s¢ described in Eq. (8). We recall that Sjs¢, at its i-th call, takes as input the values
gi,j € F which are the evaluations of the oracle polynomials defining the virtual polynomial f;,
namely, py, (7 j) = gi; for any j (see Definition 23) and r; is the vector of challenges in the
simulated view. Additionally, the hybrid needs to re-program the random oracle to appropriately
generate the challenges for the sumcheck protocol executions. Since the transcripts includes
commitments to the random polinomial &, the bad event that the hybrid re-program an already
queried location happens with probability at most qRTO where gro is the number of query to the
random oracle and ¢ = |G1|, so we can safely ignore it. By the indistinghuishability property of
Sisc we obtain €y ~ €.

— H, is the same as H; but, similarly to the previous step, the high-degree sumcheck protocols are
simulated using the simulator Spsc described in Eq. (9). Notice the simulator Spsc generates
univariate polynomials that are honestly committed using KZG commitment scheme. As in the
previous step we have €1 ~ €s.
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— H3 proceeds as the previous hybrid except that PST proofs are generated by the distributional
zero-knowledge simulator S() from Section 4. We notice we can reduce to the distributional
zero-knowledge of PST w.r.t. to msk. The reduction runs both A,; and runs the prover of
the zkSNARK with the modifications from H; and Hy. However, whenever the adverary A
asks a query, the reduction, instead of sampling the multivariate polynomials p7, ..., py, directly,
following the specification of the ZK-compiler in Algorithm 3 in Algorithm 3, queries the interface
provided by the security game in Fig. 4, namely, sending queries of the form (sample, i, p;,t; +
1,4;). As result of such queries the reduction receives the commitments ¢; = [p;(8)], for any
1, which it can includes in the transcript of the proof. Notice that the masking algorithm for
the compiled zkSNARK and in the distributional zero-knowledge security game are set to be
the same, thus the multivariate polynomials are sampled from the same distribution as in the
hybrids. Moreover notice that thanks to the changes introduced in the previous two hybrids
all the computation on the multivariate polynomials are evaluations, which the reduction can
query to the challenger of the security game. Notice that the checker will always accept the
queries, by definition of the ZK compiler. Thus the reduction perfectly simulates one of the
hybrids, and in particular, either it perfectly simulates Hy when the challenger provides real
proofs, or Hs when the challenger provides simulated proofs, thus € = €3.

— H, reverts the changes introduced in H; and Hs, thus €3 ~ ¢4.

— H; is the ideal-world in which A,; has oracle access to the the simulator. We notice that
the difference between the two hybrids is that in the latter we are using the zero-knowledge
simulator of the sumcheck-based PIOP IP* while in the former we run (and compile) the PIOP
prover. Thus €4 = €5 because of the zero-knwowledge property of the sumcheck-based PIOP.

Chaining together we have €y ~ €5 which concludes the proof of zero-knowledge.

As for simulation-extractability, since we focus on a relation R whose instances do not contain
any commitment, we can easily show that the view of the adversary is algebraically consistent, i.e.,
the simulator only computes algebraically consistent statements and that X, namely, the set of the
commitments in the query to S®, is such that X C (coms(j))j.

We now need to show that for the adversary A there is an extractor £ that outputs a valid
witness with overwhelming probability whenever Ay submits a valid forgery.

This proof follows a similar argument to the one in [20], and we briefly summarize the main
steps hereafter.

Roughly speaking, £y first tries to (straight-line) extract the committed oracle polynomials
from their algebraic representation, then runs the PIOP extractor £p (on input these polynomials)
to obtain the actual witness: we can show that this is possible with overwhelming probability by
reducing to the controlled-malleability of PST and the state-restoration straight-line extractability
of IP, as follows.

To analyze the success probability of the extractor €57, we define an adversary Ap for the state-
restoration game of the PIOP: roughly, this reduction answers all the simulation queries of Ay as
the zero-knowledge simulator S would do. When A7 issues a RO query, it outputs a random element
as & would do, unless the query does not contain any simulated material; in such a case, it parses
the query as a (partial) transcript and tries to extract the (oracle) multilinear polynomials from
the corresponding commitments; then, it sets the cvs of the state-restoration game to match the
extracted polynomials and the transcript in the query, receives the verifier challenge, and forwards
the answer to the adversary Aj. Eventually, A outputs its forgery and Ajp tries to apply the same
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extraction procedure to obtain all the multilinear polynomials, sets the final cvs, which triggers the
decision bit of the state-restoration game. By the state-restoration straight-line extractability of
IP, we notice that no adversary, and in particular Ajp, can force the decision bit d to be 1 but
triggering a failure of the extraction, namely forcing the extraction bit b to be 0.

By the controlled-malleability of PST, we can bound the probability that the extraction of
the oracle polynomials fails. Given as input the instance-proof pair (xpsr, 7pst), the probability
that the adversary Ajp fails to extract any of the polynomials is at most the probability that the
PST extractor fails. As observed above, the zero-knowledge simulator would only issue queries
that are algebraic-consistent, and so would do Ajp too. Moreover, it is not hard to see that the
forgery satisfies a policy @ € @5 since the points 2* and x* included in xpsr are derived as
the RO output of the transcript, which includes the commitments of the oracle polynomials. The
extractor would either output a valid witness, or an admissible transformation T° € 7rg; however,
the probability that the latter happens is at most negligible when the statement x* for which the
adversary A submitted the forgery is fresh since this would require a collision in the choice of the
verifier challenges. Finally, we notice that all the commitments sent in the first k1 rounds are part

of the instance xpgy because IP is a compiler-safe sumcheck-based PIOP and hence Z(IP) = [k1];
thus, all the multilinear polynomials, associated with the transcript derived from x*, are extracted
correctly.

To guarantee that the extracted polynomials are indeed valid, we need to additionally check
that the round polynomials are valid too. This follows in a similar way to the strategy depicted
above, but this time when reducing to the controlled-malleability of PST commitment, we use as
forgery (xkzg, Tkzg): notice that we still need to simulate PST proofs and that a KZG forgery can
be naturally parsed as a forgery for PST.

Finally, we can conclude that &7 fails only with negligible probability more than the probability
that the extractor for the state-restoration game of the PIOP fails as all the polynomials are
extracted correctly from the proof of A with overwhelming probability. O

7.4 Concrete Instantiations of sumcheck-based SE-zkSINARKSs

As a direct corollary of Theorem 6, we obtain that a wide range of concrete sumcheck-based zk-
SNARKSs are simulation-extractable. In this section, we briefly mention some illustrative examples.

The HyperPlonk PIOP [15] is explicitly defined as a sumcheck-based PIOP. SuperSpartan can
also be interpreted as a sumcheck-based PIOP, as noted in [60, page 22 and Section 4], where the
authors informally refer to certain efficiency optimizations that we formalize in this work. The same
holds for Spartan [59].

Another example is Libra [01], which uses the sumcheck and GKR protocols [37], and can be
naturally viewed as a sumcheck-based PIOP.

In all these cases, we consider the versions of the schemes that have been instantiated with zero
knowledge, incorporate the optimizations formalized in this work, and use the PST commitment
scheme.

Corollary 1. For X € {HyperPlonk, Spartan, SuperSpartan, Libra}, the zkSNARK Y7kt patch+rs+pc|X]
with PST is weak simulation-extractable in the AGM.

Proof. By Theorem 6, it is sufficient to show that X is a compiler-safe sumcheck-based PIOP.
Finally, we notice that for each oracle polynomial [p;] sent by the prover, there exists a sumcheck
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over a function that has a non-zero dependence on the oracle [p;], which implies that the sumcheck
PIOP is compiler-safe.
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