
EURECOM
www.eurecom.fr

Privacy Attacks Against Knowledge Graphs
Ibtissam Harrouche, Ferran Alborch, Melek Önen 

The research leading to these results has received funding from the European Union’s Horizon 2020 Research and 
Innovation Programme, through the TRUMAN project, under Grant Agreement No. 101214000. The content and 

results of this poster reflect the view of the Eurecom only. 
Contact: {Ibtissam.harrouche, Ferran.Alborch, melek.onen}@eurecom.fr

Knowledge Graphs 

A Knowledge Graph is denoted as : 

Example : (Person, Check-In, The bus stop)

Overview Why Privacy is at Risk in KGs ?

Novel Privacy Threats in Knowledge Graphs

Attack 1 : Embedding-Free Link Inference Attack

Attack 2 : Embedding-Free Sensitive Attribute Inference Attack

Evaluation

Attack 3 : Embedding-Free Private Knowledge Graph Reconstruction

Conclusion: These results show that
privacy risks in Knowledge Graphs are
inherently structural and persist even
without access to embeddings.
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Our attacks demonstrate that Knowledge
Graphs alone can lead to significant
privacy leakage.
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