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$ whoami

● AI security researcher @ SAP Labs France & EURECOM
○ PhD almost done 🤞

● My research topics:
○ Software supply chain security
○ macOS malware detection
○ Phishing
○ Web Application Firewalls
○ … mix all together with AI biagio-montaruli

biagiom
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The rise of software supply chain attacks

Source: 2024 State of the Software Supply Chain Report, Sonatype



The software supply chain is the New Attack Surface

Source: Koi



Detection of supply chain attacks

Static analysis

● Fast, lightweight, scale very well
● Look for IoC, suspicious APIs, ...
● Many tools and ML solutions based on 

static features: GuardDog, OSSGadget, …

Dynamic analysis

● Run the package in a VM/sandbox
● Trace execution: network, filesystem 

operations
● Example: OSSF Package Analysis



The Problem: Pattern matching can’t stop what it can’t see

Detectors heavily rely on static detection:

● Fast, lightweight, scale very well
● Simple pattern-matching

API pattern matching can be easily bypassed 
by exploiting the Python’s polymorphism

What if the attacker uses:
getattr(__import__('subrprocess'), 'call')(...)



API Obfuscation: 3 key pillars

Importing a module

- Default:
import module

- Obfuscated (inline import):
__import__('module')

Referencing a module’s function

- Default:
import module
...
module.function(...)

Obfuscated variants:
- Using __dict__ special method:
module.__dict__['function']

- Using __getattribute__ special method:
module.__getattribute__('function')

- Using getattr() function:
getattr(module, 'function')

Function call

- Default:
function(...)

- Obfuscated (using __call__):
function.__call__(...)



API Obfuscation: Connecting the dots

os.system.__call__(<PAYLOAD>)
os.__dict__['system'](<PAYLOAD>)
os.__dict__['system'].__call__(<PAYLOAD>)
os.__getattribute__('system')(<PAYLOAD>)
os.__getattribute__('system').__call__(<PAYLOAD>)
__import__('os').system(<PAYLOAD>)
__import__('os').system.__call__(<PAYLOAD>)
__import__('os').__dict__['system'](<PAYLOAD>)
__import__('os').__dict__['system'].__call__(<PAYLOAD>)
__import__('os').__getattribute__('system')(<PAYLOAD>)
__import__('os').__getattribute__('system').__call__(<PAYLOAD>)
getattr(os, 'system')(<PAYLOAD>)
getattr(os, 'system').__call__(<PAYLOAD>)
getattr(__import__('os'), 'system')(<PAYLOAD>)
getattr(__import__('os'), 'system').__call__(<PAYLOAD>)

os.system(<PAYLOAD>)



Catching API Obfuscation: a new rule for GuardDog



Demo Time
Download my GitHub repo with PoC:
$ git clone https://github.com/biagiom/api_obfuscation.git && cd api_obfuscation

Create a virtual environment (venv) and install GuardDog v2.6.0 (without my new rule):
$ python3 -m venv gd-base && source gd-base/bin/activate
(gd-base) $ python3 -m pip install guarddog==2.6.0

Scan the original and obfuscated malicious packages:
(gd-base) $ guarddog pypi scan ./packages_pypi/1337c-4.4.7 --output-format=json | 
python -m json.tool
(gd-base) $ guarddog pypi scan ./packages_pypi/1337c-4.4.7_obfuscated 
--output-format=json | python -m json.tool

Create a new venv and install GuardDog v2.7.0 (with my new rule):
$ python3 -m venv gd-new && source gd-new/bin/activate
(gd-new) $ python3 -m pip install guarddog==2.7.0

Scan again the obfuscated package:  API obfuscation is detected, right?
(gd-new) $ guarddog pypi scan ./packages_pypi/1337c-4.4.7_obfuscated 
--output-format=json | python -m json.tool

https://github.com/biagiom/api_obfuscation.git


Demo Time

https://docs.google.com/file/d/1TPzBH231XcuFvNcDgANGmq3BlErqwwCO/preview


Large-scale assessment

How many FPs does the new rule trigger?

● Evaluated on MalwareBench
○ goodware: 2802, malware: 1981 

● FPR: 1.46% (41 out 2802)

How many malicious packages detected in the wild?

● Evaluated on a real-world dataset of 354 malware
○ collected from a 80-days vetting campaign

● 10 new malware previously undetected!!!



Key Takeaways

1) Pattern matching detection, while fast and effective for known 
threats, is limited against adaptive adversaries.

2) Python’s flexibility creates inherent security blind spots.

3) Static analysis must evolve beyond simple signature-based 
approaches: need for robust signatures and combine them 
with dynamic analysis and ML techniques.

4) Detection trade-offs: catching sophisticated attacks vs. avoiding 
false positives in legitimate packages.



That’s all folks!

Thank you very much for attending my talk!

Demo PoC: https://github.com/biagiom/api_obfuscation.git
To contact me: biagio.montarul@gmail.com

https://github.com/biagiom/api_obfuscation.git
mailto:biagio.montarul@gmail.com

