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Abstract—Machine Learning (ML) malware detectors rely
heavily on crowd-sourced AntiVirus (AV) labels, with platforms
like VirusTotal serving as trusted sources of malware annotations.
But what if attackers could manipulate these labels to classify
benign software as malicious? We introduce label spoofing at-
tacks, a new threat that contaminates crowd-sourced datasets
by embedding minimal and undetectable malicious patterns
into benign samples. These patterns coerce AV engines into
misclassifying legitimate files as harmful, enabling poisoning
attacks against ML-based malware classifiers trained on those
data. We demonstrate this scenario by developing AndroVenom,
a methodology for polluting realistic data sources and launching
subsequent poisoning attacks against ML malware detectors.
Experiments show that not only are state-of-the-art feature
extractors unable to filter such injections, but various ML models
experience Denial-of-Service (DoS) with as little as 1% poisoned
samples. Additionally, attackers can flip decisions for specific
unaltered benign samples by modifying only 0.015% of the
training data, threatening their reputation and market share,
while evading anomaly detectors operating on the training data.
We conclude by raising concerns about the trustworthiness of
ML training processes based on AV annotations and argue that
further investigation is needed to develop more reliable labeling
strategies.

Index Terms—Poisoning attack, Android malware detection,
AntiVirus engine.

I. INTRODUCTION

N response to the proliferation of malware samples, both the

security research community and industrial security service
providers increasingly rely on Machine Learning (ML) tech-
niques to discriminate malicious from benign applications [/1].
It is achieved by capturing correlations between features ex-
tracted from samples and their corresponding labels within
the training dataset. Hence, the quality of ML-based malware
detectors directly depends on the availability of reliable ground
truth for both benign and malicious applications in the training
set. Over time, the community has refined best practices
for constructing high-quality datasets for training purposes.
To collect benign applications, researchers and practitioners
often acquire samples from well-monitored repositories. In
the case of Android applications (APKs), benign samples
are typically fetched from the Google Play Store [2], where
each application undergoes rigorous vetting processes that

minimize the presence of malware on the platform. Con-
versely, for Windows programs, data is often extracted from
fresh installations of community-maintained packages hosted
on Chocolatey, which also enforces strict moderation and
review procedures to prevent contamination [3[]. To collect
malicious APKs, security service providers and practitioners
turn to online crowdsourcing platforms such as VirusTotal [4],
[SI, which aggregates scan results from over 70 commercial
AntiVirus (AV) engines [[6] while storing each submitted
sample. Samples are typically included in datasets as malicious
when the number of AV detections exceeds a predefined
threshold [2]], [3]l, [S]], [7]-[9]]. However, while the use of these
platforms streamlines and automates malware annotation, it
also introduces a subtle yet critical vulnerability. Commercial
AVs often rely on signature-based techniques [10], detecting
malware by identifying specific artifacts such as cryptographic
hashes, unique strings, or characteristic code patterns. This
reliance enables an attacker to strategically embed recognized
malicious byte patterns into otherwise benign programs, forc-
ing AV engines to flag them as malicious. Notably, injected
signatures, such as the EICAR signature [11f], do not intro-
duce new malicious functionality, and the modified programs
do not exhibit harmful behavior at runtime. Once uploaded
to VirusTotal or similar antivirus detection services, these
modified samples are labeled as malicious solely due to the
presence of the injected signature. This situation creates a
fundamental ambiguity: while AVs correctly identify a known
malicious artifact, the program’s functionality remains benign.
We define and exploit this ambiguity as a label spoofing attack.
When downstream users retrieve such mislabeled samples from
crowdsourcing platforms and incorporate them into ML train-
ing datasets, attackers gain indirect influence over the resulting
models. Specifically, they can stage poisoning attacks [12],
[13]], ranked among the most impactful threats to ML systems
by OWASP [14]. These attacks can either render malware
detectors unusable (Denial of Service) or trigger excessive false
alarms against targeted benign applications, damaging their
reputation and hindering their distribution. Such degradation
can lead to (i) erosion of trust in crowdsourced malware an-
notations, (ii) financial losses for AV vendors due to increased
false positives, and (iii) reputational harm to software develop-
ers whose products are repeatedly misclassified as malicious.



In extreme scenarios, this mechanism could be abused by
malicious actors or state entities to censor legitimate software
under the guise of national security by deliberately polluting
training datasets. Furthermore, human analysts may waste
significant time investigating spoofed samples that contain no
real malicious behavior. To analyze the threat posed by label
spoofing attacks against ML-based malware classifiers, we
investigate the following research questions:

RQ1. How can an attacker inject a malicious signature with
minimal manipulation that remains undetected by feature ex-
tractors?

RQ2. What conditions enable label spoofing attacks, and what
level of effort is required for an attacker to tamper with the
labeling systems of AVs?

RQ3. How many poisoned benign samples are required to
launch Denial of Service (DoS) attacks that degrade the
performance of ML-based malware detectors in production?

RQ4. Can label spoofing attacks induce targeted false alarms
on selected benign samples while preserving overall malware
classification accuracy?

We answer these questions by exposing the risks of over-
reliance on AV labeling through the development of An-
droVenom, a framework that exploits this weakness and paves
the way for poisoning attacks against ML malware detectors
(Sect. TII). Focusing on Android, given its unrivaled market
share [15]], we address RQ1 by introducing a novel manipu-
lation of Android Applications (APKs). This manipulation is
negligible in size relative to the original application yet causes
legitimate samples to be flagged as malicious by an average of
20 AV engines, a threshold commonly considered indicative of
true malware [5[]. We further demonstrate that this modification
remains invisible to state-of-the-art feature extraction pipelines,
including Drebin, MaMaDroid, and MalScan [8], [[16], [17],
as their preprocessing outputs remain unchanged. We then
address RQ2 by demonstrating the practical feasibility of label
spoofing attacks on Android APKs (Sect. IV-B). Repackaged
applications are consistently flagged as malicious because AV
engines identify the injected artifact via its cryptographic
hash and associate it with attacker-selected malware fami-
lies. Finally, we answer RQ3 and RQ4 through extensive
experimental evaluation (Sect. IV-E| and [Sect. IV-F). Using
a dataset of 40K samples to emulate a realistic ML mal-
ware classification pipeline using Drebin, MaMabDroid, and
MalScan feature extractors, we demonstrate that poisoning
just 1% of the training set can degrade detector performance
by 15% in low-false-positive regimes. More alarmingly, only
0.015% poisoned samples are sufficient to induce targeted
misclassifications of specific benign applications while main-
taining overall performance. Lastly, we show that removing
label-spoofed samples is non-trivial: ad-hoc defenses against
clean-label poisoning can introduce performance degradation
unacceptable in production environments. While poisoning
attacks are already well studied, AndroVenom highlights the
overlooked risks stemming from blind trust in crowdsourced
AV annotations—an issue that demands joint attention from
both ML practitioners and AV vendors.

II. BACKGROUND

Before delving into the details of our work, we summarize
the core concepts needed to understand our methodology.
Android Applications. Mobile apps running on Android
are distributed in the form of App Package (APK) files,
which are an extension of the Java JAR format. An APK
contains several files and folders, and in particular: (i)
AndroidManifest.xml, a file needed to identify and run
the APK, containing metadata, such as its name, version,
permissions, and high-level components; (ii) classes.dex,
files that contain the compiled bytecode, usually written in Java
or Kotlin; (iii) 1ib, a folder containing the native libraries of
the APK written in C or C++, compiled for different archi-
tectures (ARM and x86), and loaded through the Java Native
Interface (JNI); (iv) assets, a folder containing resources
that do not require compilation, such as texts, XML, fonts,
music, and videos; (v) res, a folder of resources that require
compilation, like XML layouts, images, strings, and colors.
AntiVirus Software (AV). This family of software is tasked
with detecting (binary classification) and identifying (family
classification) malicious activity from an input byte stream
(e.g., a single file or network traffic). It plays a vital role
in defending modern IT systems [1f, [S], [10]], [18[]-[20].
Being composed of different layers of defenses, one key
component of AVs is the collection of signatures, used to spot
already-known threats. Signatures are typically a collection of
cryptographic hashes or byte streams extracted from previously
collected malware samples [21]. It is usually the responsibility
of human analysts to write these signatures when they en-
counter new malicious code, but they can also be generated
automatically [22]]. With efficient pattern-matching algorithms,
signatures are tested on input samples, and those are flagged
as malicious once matches are found. Due to their speed
and efficiency, detection through pattern matching is the most
typical and preferred method for AVs. Crucially, their outputs
are frequently reused as labels for training ML-based malware
detectors, creating a transitive trust dependency between AV
decisions and ML training data.

APK Repackaging. It refers to the practice of extracting
contents from an APK, modifying it, and recreating another
valid APK. There are several contexts in which repackaging
can be used, including reverse engineering tasks or illegally
cloning APKs from the Play Store. While in theory this
operation is always possible, Apktool [23], the primary tool
used for this operation, is obviously not free of bugs.

Android Malware Classification with ML. There are mul-
tiple ways to detect Android malware with ML techniques.
In this study, we focus on static analysis, which relies on
features extracted from the structure and metadata of programs
rather than their behavior at runtime. While we have reviewed
many different feature extractors (see [Sect. V), we will focus
on the Drebin, MaMaDroid, and MalScan feature set [,
[16]], [17] in this work. The Drebin feature set relies on
permissions, API calls, and network addresses that can be
extracted from input APKSs, turning them into binary feature
vectors. The MaMaDroid feature set extracts the sequence of
API calls retrieved by browsing the code. It then constructs



a Markov chain to represent the transitions between API
calls, grouped at varying levels of abstraction, such as API
families or packages, to capture the APK’s behavioral patterns.
Features derived from the Markov chain, such as transition
probabilities, are used to train machine learning classifiers to
distinguish between benign and malicious APKs. The MalScan
feature set extracts function call graphs of APKs based on
static analysis and performs social-network-based centrality
analysis to represent the semantic features of the graphs. The
obtained feature vectors are fed to machine learning models
for classification.

Poisoning Attacks. These strategies manipulate the behavior
of the targeted model by deliberately introducing tampered
training samples. Poisoning attacks can be formalized as
Denial of Service (also known as availability) and integrity
attacks [13]], [24]. A Denial of Service (DoS) attack aims to
subvert the overall accuracy at the test time of the model
trained with poisoned training data. Consequently, the attack
becomes noticeable only after the poisoned model has been
deployed, not before. On the other hand, integrity attacks
seek to deform the victim model’s performance on specific
test samples while preserving the overall test-time accuracy.
Attackers can employ various training data poisoning strate-
gies, including clean-label, dirty-label, and label-flip attacks.
Specifically, clean-label attacks indicate that the attacker can
only tamper with the features of training samples without
changing their labels. In contrast, in dirty-label attacks, the
attacker can manipulate both features and labels to poison
training samples. Label-flip attacks only change the labels of
training samples without changing their features.

III. ANDROVENOM: LABEL SPOOFING ATTACKS
AGAINST ANDROID MALWARE DETECTION

We now describe AndroVenom (Fig. 1)), our methodology
for poisoning training datasets used in ML-based malware
classification via label spoofing. We first detail the selection
process for identifying easy-to-spot malware samples intended

for injection into benign APKs (Sect. III-Al). Subsequently, we
outline the staging of the poisoning attacks (Sect. TII-B).

Crucially, this attack does not target the internal learning
mechanisms of AntiVirus (AV) engines themselves. Instead,
it targets the labeling pipeline that feeds ML-based malware
classifiers, which are often trained on crowd-sourced AV
annotations. Our threat model does not assume that AV
vendors directly retrain their primary detection engines on
public datasets or VirusTotal submissions. Rather, the attack
targets the downstream ML pipeline, where AV consensus
(typically aggregated via platforms like VirusTotal) is treated
as the ground truth for dataset curation. By coercing AV
engines into producing incorrect labels through malicious
signature injection, an attacker effectively contaminates the
training data used for future ML-based detectors.

A. Label Spoofing: Coercing Mispredictions from AVs

We define label spoofing attacks as attacks that aim to force
an AV to misclassify a legitimate input APK as malicious and
to attribute it to a specific malware family. This strategy is in
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Figure 1: Workflow of AndroVenom: (1) the attacker injects a
malicious file into benign APKs and repacks them; (2) the at-
tacker submits the modified benign APKSs to VirusTotal, where
they are now mislabelled as malware; (3) these mislabelled
APKs are included in training sets of ML Android malware
detectors; (4) the detectors are compromised after training.

stark contrast with the usual behavior of attackers that try to
bypass AVs. To the best of our knowledge, we are the first to
identify and analyze this counterintuitive behavior. In particu-
lar, we envision attackers that can easily pollute crowd-sourced
datasets because of the blind trust attributed to annotations
collected from AVs. To do so, we first need to study how an
attacker can manipulate benign APKs to achieve their goal.
Among all possible manipulations, in this work, we seek to
inject malicious samples that satisfy different constraints to be
considered effective: (i) their inclusion must trigger as many
AV detections as possible and be categorized as a specific
malware family; (ii) it should take significant engineering
effort to filter out the presence of these malicious samples;
and (iii) the injection location must be chosen accordingly to
avoid impacting the output of feature extraction algorithms (we
report our findings related to those questions in [Table T)).

Detectable Malware Samples. To satisfy the first constraint,
we consider samples that trigger more than 20 AV detections
on VirusTotal (see the Detection column in [Table I). This
conservative threshold was chosen to eliminate false positives,
as prior research suggests that false detection rates drop
significantly after 5 detections [5]]. Because we require these
files to be consistently classified within a specific malware
family, we must determine the consensus among potentially
conflicting AV responses. We leverage the AVClass tool [25],
[26] to resolve these labels, filtering out any samples for which
a definitive malware family cannot be identified.

Disguised as Common Files. To minimize the risk of being
flagged by manual analysis (the second constraint), we focus
on malicious samples that share file types commonly found in
benign APKs. For example, Unity-based games often contain
Windows executables due to cross-platform deployment; con-
sequently, a Windows library inside a mobile game archive
may not appear suspicious. Our analysis utilizes the benign
APK dataset proposed by Ruggia et al. [[7]], which comprises
20,769 benign APKs across 50 Google Play Store categories.
Due to legal constraints, we used the hashes provided by
the authors to download the APKs from VirusTotal. We then
identified the ten most common MIME (Multipurpose Internet
Mail Extensions) types within these APKs and their likelihood
of appearance (column Inclusion in [Table I). We refined
our selection of malicious samples by retaining only those
that match these common MIME types. While thousands of



MIME Type i File MD5 D i Family Size [B]

text/xml 100% ¢4358d29533117779296b7e555aca54f 29/62 groooboor 316

app/octet-stream 99.4% Ice7054c91eaSacale9ca75e97c7cld8 33/62 gnaeus 650
image/gif 98.7% 8575a8e68{927705a04e668fdc2246¢1 32/62 chopper 55
text/html 97.9% b66b412c448f20d420ec83bb326b9f34 46/62 scrinject 92
text/plain 97.2% 2509796ddb1b0aa5e07f95b52dba7696 23/62 smallasp 22

app/java-archive 92.8% b3ee9807df3e040d764a3bc795¢01d5b 22/64 webshell 985
appl/json 91.6% 1¢3f8cd54127e869d4879a9b7499da3a 21/62 coinminer 1100

app/x-sharedlib 89.8%
app/javascript 85.7%
app/gzip 85.1%

2506f9f2800¢20da206776b0d43a5946 33/65 lotoor 4505
bca61a7bf8679fb23824f1c6c2d1a43c 21/62 scrinject 590
fObea558da34ef8bd9561cb16caded27 31/62 dloadr 782

Table I: Top ten most common file types (MIME) and their
likelihood of inclusion inside benign APKs, associated with a
malicious sample of the same type.

samples met our criteria, we selected the smallest file for each
MIME type to keep the payload footprint minimal.

Invisible Injection. To satisfy the third constraint, we iden-
tified locations within the APK that are typically overlooked
by feature extractors. We analyzed state-of-the-art extractors
summarized in[Table IX] focusing on Drebin, MaMaDroid, and
MalScan (see [Sect. II). Our analysis reveals that these malware
feature extractors consistently ignore the content of the res
folder. Conversely, we exclude AndroidManifest.xml
and DEX files, as they contain the permissions and bytecode
analyzed by nearly all established feature extraction algo-
rithms. By satisfying these constraints with the 10 malicious
samples highlighted in we demonstrate that attackers
can use Apktool to unpack a benign APK, inject the malicious
files into the res folder, and repack it. This confirms the
feasibility of RQ1.

B. Poisoning Attacks against ML Malware Detectors

We leverage label spoofing to execute poisoning attacks,
which are formalized as an optimization problem:

2 * * .
De mgxﬁ(Dts,f ) st fre %13 L(Dy-UD) (1)

where H denotes the hypothesis space of classifiers f; £ and L
are loss functions quantifying errors at test and training time,
respectively; Dy, and Dy, are the training and test sets; D
is the set of poisoned data; and f* is the model trained on
the union of regular and poisoned data. When D, represents
the entire test set, describes an availability or Denial of
Service (DoS) attack. In our realistic threat model, the attacker
uses label spoofing to flip labels from benign to malicious
by repackaging the application content. This scenario differs
from traditional clean-label or label-flip settings because the
attacker does not assign the label directly; rather, they exploit
the AV’s internal logic to generate the desired label, leveraging
the implicit trust practitioners place in these systems.
Maiming the Reputation of Legitimate APKs. The formu-
lation in can also represent targeted misclassifications:

De Ingxf,(xt,f ) st fre min L(DywUD)  (2)

In this case, the attacker maximizes the error for a specific tar-
get sample x; (a benign APK). The resulting model maintains
general performance but misclassifies the chosen point. To trig-
ger this specific misclassification, we use clones of the targeted

APK, a strategy inspired by [27]. We augment label spoofing
by injecting API calls into the APK bytecode, guarded by
opaque predicates (logical statements that are always true or
false). This ensures that the original functionality remains
intact while static feature extractors are tricked into processing
the injected calls. By distributing these clones and forcing
AVs to label them as malicious, we populate the feature space
with samples that surround the target benign APK, forcing a
misprediction at test time only for that specific application. As

shown in [Sect. IV-H in some configurations, only five clones
are required to successfully flip a detection.

IV. EXPERIMENTS

We now conduct an extensive experimental analysis to

demonstrate the feasibility of label spoofing (Sect. IV-B) and
its impact on ML models in both untargeted and targeted

scenarios (Sect. IV-F and [Sect. IV-F). Finally, we show that

existing countermeasures may fall short, not only in detecting
these attacks but also in maintaining reliable predictive perfor-

mance when deployed (Sect. IV-G).

A. Experiment Setup

Dataset. We replicate the dataset proposed by Ruggia et
al. [2]], which consists of malicious and benign APKSs collected
between September 2022 and April 2023. Due to legal restric-
tions, the authors provided only the APK hashes; we subse-
quently downloaded the corresponding files from VirusTotal to
ensure our data source remained consistent with the original
study. Our collection includes a Malware Dataset of 20,329
samples across 196 families (ranging from 100 to 114 samples
per family) and a Goodware Dataset of 20,769 benign APKs
spanning 50 Google Play Store categories.We conduct our
experiments across two settings: (i) a large-scale experiment
using a dataset D; of 40K samples, equally partitioned between
the Malware and Goodware datasets; and (ii) a small-scale
experiment using a dataset D, of 1K samples. The latter
comprises 500 benign and 500 malicious APKSs, sampled from
D to include 10 benign samples from each Google Play Store
category and 2 to 3 malicious samples from each family. In
both settings, we maintain a balanced class ratio to minimize
the impact of class imbalance on classification performance,
thereby highlighting the specific accuracy degradation caused
by label-spoofed training samples.

Feature Extractors and Model Architectures. We evaluate
three prominent feature extractors, Drebin, MaMaDroid, and
MalScan [8]], [[16], [17], paired with various ML-based mal-
ware classification models. Following established literature [3]],
[8lI, (28], we pair the Drebin feature extractor with a Linear
Support Vector Machine (LSVM) and Gradient Boosted Trees
(GBT). We set the LSVM regularization parameter to A = 1,
while the GBT is configured with 300 trees for Dy and
3,000 trees for D;. Additionally, we implement a Neural
Network (NN) featuring a 5-layer feed-forward architecture
(with 24000, 240, 120, 60, and 1 neurons, respectively) and
Sigmoid activation functions to generate a final probability of
malice. To manage the high dimensionality of Drebin feature
vectors, which reach 732,800 features in our dataset, we utilize
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Figure 2: ROC curves of three classifiers (LSVM, GBT, NN)
using Drebin features on the small-scale and large-scale test.
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Figure 3: ROC curves of RF using MaMaDroid and MalScan
features on the large-scale test.

Random Projections [29] to reduce the input dimensionality
to 24,000 before feeding it into the NN. The NN is trained
for 5,000 epochs using the Adam optimizer [|30]] to minimize
cross-entropy loss. Similarly, we evaluated MaMaDroid and
MalScan with several models suggested in prior work [16],
[17]. However, based on empirical performance, we ultimately
selected a Random Forest (RF) architecture with 300 trees
for these extractors. We apply Drebin features exclusively
in the small-scale experiment and utilize all three feature
types in the large-scale experiment. For both Dy and Dy,
the data is split into 80% training and 20% test sets. To
account for training uncertainty, we repeat the train-test split
process 10 times. We report the mean and standard deviation
of the resulting metrics, visualizing the Receiver Operating
Characteristic (ROC) curves for Drebin-based models in
and for MaMaDroid and MalScan in

Performance Metrics. To evaluate the performance of our
classifiers, we report two primary metrics: (i) the False Positive
Rate (FPR), which quantifies the volume of false alarms gener-
ated; and (ii) the True Positive Rate (TPR), which measures the
proportion of correctly identified malware samples. For each
classifier, we calculate the classification thresholds required
to maintain fixed FPR levels of 0.1% and 1%. Finally, we
utilize the Attack Success Rate (ASR) to quantify the efficacy

of integrity attacks, defined as the frequency with which the
attack successfully triggers a misclassification of the targeted
benign APK.

Countermeasure. We also consider a scenario in which the
ML service provider adopts defense mechanisms to mitigate
potential poisoning noise within the training data. Specifically,
we evaluate the Deep k-NN defense proposed by Peri et
al. [31]], which is designed to identify mislabeled training sam-
ples. This method performs anomaly detection by examining
the labels of the k-nearest neighbors [32] for each sample in
the feature space. We demonstrate the effectiveness of this
countermeasure against both Denial of Service and targeted
misclassification attacks in [Sect. V-G

B. Feasibility of Label Spoofing Attacks

We demonstrate the feasibility of label spoofing attacks
by utilizing the malicious samples selected in and
investigating: (i) whether their injection via repackaging is
viable; (ii) the potential side effects of such perturbations; and
(iii) whether AV engines are effectively coerced into erroneous
misclassifications.

Injection through Repackaging. Inserting a file into an APK
requires a repackaging process, as described in This
process may fail due to limitations in the Apktool library or
defensive mechanisms implemented within the APK to prevent
tampering [33]]. Therefore, we first assessed the success rate of
repackaging by applying Apktool to all samples in our Good-
ware Dataset. Our results show that 97.7% (20,284/20,769) of
the benign APKs were successfully repackaged without errors.
We refer to this subset as the Repack-able Goodware Dataset.

To comply with Android OS requirements and ensure the

APKs remain installable, we digitally signed each sample
using a custom-generated certificate. To maintain ethical stan-
dards and prevent misuse, we included metadata within the
certificate explicitly stating it was generated for scientific
research purposes.
Side Effects of the Injection. We next quantified the side
effects resulting from the injection process. To do so, we
constructed a Spoofed Dataset by repackaging each APK in
the Repack-able Goodware Dataset with a randomly selected
malicious sample from those listed in As specified
in the malicious file is inserted into the res folder
before the APK is repackaged.

We measured the size variation of these repackaged APKs
relative to their original versions to determine if the process
results in noticeably larger archives. Our analysis indicates
that the impact on file size is negligible; on average, the
APK size increased by only 2-3%, with a median increase
of approximately 1.4%.

C. Influence on the Decisions of AVs.

In this section, we designed two experiments to balance
realism with ethical responsibility. The first experiment utilizes
VirusTotal to demonstrate the feasibility of label spoofing on
a real-world AV aggregation platform. However, since the
repeated submission of synthetic malware can pollute publicly



scraped datasets, we limited the number of VirusTotal uploads.
To evaluate the attack mechanism at scale without further con-
tamination, we designed a second experiment that replicates
VirusTotal’s behavior within a controlled environment using
multiple commercial Android AV products. This dual-pronged
approach allows for a large-scale study of label spoofing while
avoiding additional public data pollution.
First Experiment. We randomly sampled 160 APKs from
the Spoofed Dataset and uploaded them to VirusTotal. While
this sample size is relatively small compared to our primary
datasets, and despite the fact that uploading synthetic malware
for research is generally tolerated [S[], [34]-[36], we deliber-
ately restricted the volume of submissions to minimize the risk
of contaminating public datasets. For transparency, we added
a comment to each VirusTotal submission page stating that the
APK was synthetic malware generated for research purposes.
All 160 APKs were flagged as malicious, with an average
detection count of 13 & 2 out of the 62 AV engines available
at the time of submission (a detection rate of 21 £2.9%). This
detection range falls within the stable thresholds identified by
Zhu et al. [5]], which are largely insensitive to short-lived label
fluctuations and engine-level noise, thereby indicating a high-
confidence malicious classification. Furthermore, applying AV-
Class [26]] to the reports consistently attributed the samples to
the same malware family as the injected malicious component.

To confirm that these detections were triggered by the
injected payloads rather than the repackaging process itself,
we conducted a second control experiment. We submitted the
entire set of 20,284 APKs from the Repack-able Goodware
Dataset to VirusTotal. In this case, none of the samples
was flagged. This serves as a negative control, validating
that repackaging alone does not induce false positives and
that the previous detections are exclusively attributable to the
injected malicious artifacts. Finally, as an ethical precaution,
we requested the deletion of our 160 synthetic samples from
VirusTotal; our request was promptly accepted.
Second Experiment. To avoid further VirusTotal pollution,
we sought to replicate its behavior in a local environment.
However, fully replicating VirusTotal is infeasible, as it relies
on proprietary, cloud-based AV engines that cannot be de-
ployed locally. Consequently, we selected the 14 Android AVs
evaluated in July 2025 by AV-Test [37], representing the most
established solutions on the market. We prepared 14 Android
emulators on a physical server equipped with four Intel Xeon
Platinum 8160 CPUs (2.10 GHz, 96 cores total) and 512 GB
of RAM. Each emulator was configured with one of the 14
AVs and its corresponding signature database. Subsequently,
the server was disconnected from the Internet to prevent the
emulators from communicating with vendor servers, ensuring
no samples were inadvertently uploaded.

We observed that real-time protection functioned in only
9 out of the 14 AVs without Internet access. This limitation
is well-documented and motivates the use of on-device ML
models [38]], [39]. Using a known Joker malware sample,
we confirmed that upon installation, the AV issues a warn-
ing notification that can be programmatically retrieved via
dumpsys [40] through the Android Debug Bridge (ADB).

In this setup, we successfully installed 19,067 out of 20,284

(93%) APKs from the Spoofed Dataset across the 9 func-
tioning emulators. The primary cause of installation failure
was architecture incompatibility (ARM-only APKs on x86
emulators). Notably, all successfully installed APKs were
flagged as malicious by at least one AV. However, the average
detection rate was lower than in the VirusTotal experiment
(24+0.02%). This reduction is expected, as mobile AV versions
typically lack the full signature sets available to cloud-based
aggregators, likely due to local storage constraints, and often
rely on remote lookups that were disabled in our experiment
to prevent polluting the companies’ datasets.

Despite these environmental differences, the results remain
representative of realistic deployment conditions and support
RQ2 by demonstrating that label spoofing attacks are both
feasible and effective in practical scenarios.

D. Case Studies

Case Study 1. We consider a benign APK belonging to
the Games category, originally undetected by all AV engines
on VirusTotal. We injected the 55-byte image/gif mal-
ware sample of the known Chopper (see into the
res/drawable directory. After repackaging and resigning,
the APK was flagged as malicious by 22/62 AVs on VirusTotal.
AVClass consistently attributed the detection to the Chopper
family. Re-submitting the same APK without the injected
file resulted in zero detections, confirming that the alert was
exclusively caused by the injected artifact.

Case Study 2. We injected the malicious 92-byte text /html
file into assets/www/index.html, a path commonly
used by Apache Cordova hybrid apps, corresponding to the
Scrinject malware family, into an otherwise benign produc-
tivity APK. On VirusTotal, 22/62 AVs flagged the modified
APK as malicious, while it did not flag the same APK without
the injected file. Interestingly, when evaluating the APK in an
on-device/emulator setting, 3 out of 9 AV products detected
the sample, although none of their corresponding engines on
VirusTotal had flagged it in the previous experiment. These
results highlight that identical injected artifacts can trigger
heterogeneous detection behaviors across AV engines and
deployment settings, yet still consistently succeed in inducing
malicious labels.

E. Results of DoS Attacks

We now show how AndroVenom can induce Denial of
Service (DoS) against ML models trained spoofed data on
both D, and D;. For each train-test split, we randomly select a
percentage p = 1%, 2%, 5%, 10%, 20% of the benign APKs in
the training set to produce misclassifications, amounting to 8§,
16, 40, 80, 160 APKs in Dy, and 328, 657, 1643, 3287, 6575
APKs in D;. Since we have already proved the feasibility of
label spoofing through repackaging, and since we do not want
to pollute the data sources of VirusTotal, we will simulate our
attacks, without sending any more samples to be analyzed.
Effect on Small-scale Dataset. We show the efficacy of
DoS against Drebin-based models in highlighting a
consistent drop in TPR with the increasingly larger poisoning
ratio for all three classifiers. In particular, as shown in [Table II}



— 1% — 10% — 20%

LSVM (Small-scale Test) LSVM (Large-scale Test)

4 4
Eo.s : Eos /
3 //// 2 //
£ 0.6 £ 0.6
o /’Jf o
= =
S04 y 504
wn wn
2 [ 8
g0.2 g0.2
= =

0.0 0.0

0.1% 1% 0.1% 1%

False Positive Rate (FPR) False Positive Rate (FPR)

GBT (Small-scale Test) GBT (Large-scale Test)

=

=
=}
=
=}

z 3
£ 0.8 =y £ 0.8
e -~ e
&£ 0.6 / 206
g g
S04 204
& &
g 0.2 5 0.2
= =]

o
o
o
o

0.1% 1% 0.1% 1%
False Positive Rate (FPR) False Positive Rate (FPR)

NN (Small-scale Test) NN (Large-scale Test)

1.0 1.0
z 77 |z
~ 0.8 ~ 0.8
3 T4 iy 4 |
206 206
g / g
204 g 041
& - £ /
20.2 g0.2
E gL

-

0.0
0.1% 1%
False Positive Rate (FPR)

0.0
0.1% 1%
False Positive Rate (FPR)

Figure 4: ROC curves of LSVM, GBT, NN using Drebin fea-
tures on the small-scale and large-scale test with the poisoning
ratio 1%, 10%, and 20%.

with only 1% of label-spoofed APKs (8 samples out of 800),
the TPR of the poisoned classifier drop by 5.9%, 5.1%, 20.4%
for LSVM, GBT, and NN respectively, compared to the poison-
free baseline when FPR is 0.1%. We perform Mann-Whitney
U tests to compare TPR values at consecutive poisoning ratio
levels—such as 0% vs. 1% and 1% vs. 2%, for FPR thresholds
of 0.1% and 1%. In most cases, the test rejects the null
hypothesis (p < 0.05), indicating a statistically significant drop
in TPR as the poisoning ratio is increased. Among the three
classifiers, NN is the most vulnerable to the DoS attack, with
a drop of TPR below 50% at 0.1% FPR for all attacks that we
evaluate in the experiments.

Although LSVM preserves relatively more classification
accuracy when the poisoning ratio is low, its TPR still has
a large decrease when the poisoning ratio rises to 5%, (40
samples out of 800). Among all the three ML models, GBT
is the most robust classifier against DoS attacks, with only
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Figure 5: ROC curves of RF using MaMaDroid and MalScan
features on the large-scale test with the poisoning ratio 1%,
10%, and 20%.

a 16.3% TPR drop at 1% FPR with 20% of label-spoofed
samples. As GBT uses an ensemble of decision trees, each tree
minimizes the errors of the previous ones. As a result, GBT
reduces the impact of DoS attacks, benefiting from multiple
boosted training iterations.

Effect on Realistic Large-scale Dataset. The best malware
classification performance of ML models, trained on the three
feature representations and on the large-scale dataset, are
increased, thanks to the abundance of training data. However,
we observe the same trend highlighted from the small-scale
experiment: TPR of malware classification presents sharp
decreases in the presence of attacks.

We show ROC curves and results at different poisoning
ratios against Drebin-based, MaMaDroid-based, and MalScan-
based models in [Fig. 4] [Fig. 5| [Table V| In the case of Drebin,
when the poisoning ratio is over 2% for NN and 5% for LSVM,
TPR drops significantly compared to the poison-free baseline.
With 0.1% FPR, the label spoofing attack on 1643, 3287, and
328 benign APKs out of 32K training samples are already
sufficient to cause a 10% drop of TPR for LSVM, GBT, and
NN respectively. For MaMaDroid features, we observe a 7%
drop of TPR at 0.1% FPR, but unable to reduce further the
performance similar to GBT. For MalScan features, TPR drops
less than 2% at both 0.1% and 1% FPR while the poisoning
ratio is less than 5%, demonstrating its robustness compared
to other features. Nevertheless, TPR decreases evidently after
5% poisoning ratio.

We also quantify the effect of poisoning by highlighting
the increment of FPRs. To do so, we freeze TPR to 95%
and observe the variation of FPR with an increasingly larger
poisoning ratio. For Drebin-based classification, as we can
see in [lable III FPR of GBT rises from 0.6% to 1.0%,
1.4% and 3.0% respectively with the poisoning ratio as 5%,
10% and 20%. We can observe similar trends for LSVM and
NN. The Pearson correlation coefficients between FPR and
the poisoning ratios for LSVM, GBT, and NN are all larger
than 0.95, with p-values less than 0.05. This suggests a strong
proportionality between the increase of the poisoning ratio and
the rise of FPR. Besides, we show the FPR table for RF using




Table II: Mean TPR with standard deviation of models trained with Drebin features on D, against DoS attacks at different
poisoning ratios. We report performances 0.1% and 1% FPR. All numbers are in percentage.

Poisoning Ratio

0 1 2 5 10 20
LSVM FPR=0.1 60.5+15.1 54.6+21.7 54.3+220 47.5+173 37.6*£15.7 19.24+9.6
FPR=1 66.6 £174 60.5+157 61.2+18.1 50.5+134 425+153 26.6+15.6
GBT FPR=0.1 77.74+149 72.6+10.5 69.7+10.5 71.7+79 65.0£10.6 57.0x11.5
FPR=1 79.0 £ 14.6 759+ 74 74977 76.5+80 67.9+10.9 62.7+13.8
NN FPR=0.1 6684254 4644283 323+£278 33.5%£358 29.8£32.0 2.0£0.9
FPR=1 783+129 695+16.9 69.2+10.7 63.6+234 546+23.0 20.0£9.2

Table III: Mean FPR of models trained with Drebin features on
D, against DoS attacks at different poisoning ratios. We report
performances at 95% TPR. All numbers are in percentage.

Poisoning Ratio
0 1 2 5 10 20

LSVM 1.7 2.2 24 3.6 6.0 12.0
GBT 0.6 0.7 0.8 1.0 1.4 3.0
NN 2.1 28 3.7 6.9 11.1 13.9

Table IV: Mean FPR of RF trained with MaMaDroid and
MalScan features on D; against DoS attacks at different
poisoning ratios. We report performances at 90% TPR. All
numbers are in percentage.

Poisoning Ratio
0 1 2 5 10 20
MaMaDroid 1.9 2.0 20 21 23 2.9
MalScan 1.2 1.2 12 13 16 2.6

MaMaDroid and MalScan features in by freezing the
TPR value to 90%. For MaMaDroid, FPR rises from 1.9%
to 2.1%, 2.3% and 2.9% corresponding to the poisoning ratio
of 5%, 10% and 20% respectively. For MalScan, FPR rises
from 1.2% to 1.3%, 1.6% and 2.6% corresponding to the
poisoning ratio of 5%, 10% and 20% respectively. The Pearson
correlation coefficients between FPR and the poisoning ratios
for RF using MaMaDroid and MalScan features are larger than
0.95, with p-values less than 0.005. This alignment with the
attack objectives of AndroVenom underscores the effectiveness
of the applied DoS attack methodology.

Final Remarks on DoS Attacks. Given the results we pre-
sented, we are able to answer RQ3. Regardless of the size
over training set, AndroVenom influences consistently ML-
based malware classifiers. Security entities may use a small
or large collection of file samples to build their ML-based
solutions for malware classification. Nevertheless, an attacker
may exploit the AV engine-based annotation process and
inject an excessively small number of misannotated training
samples into the training set to cause drastic utility loss of the
learned classifier. This vulnerability existing in the AV-based
annotation technique raises a severe trustworthy concern for
the current practices of ML-based malware classification.

F. Results of Integrity Attacks

We conduct the integrity label spoofing attack with the large-
scale dataset D;, showing that we can actively misclassify
specific benign APKSs. As for the DoS large-scale experiments,
we emulate the attack to avoid the unethical implications
that such activity would cause. In particular, we target the
TikTok [41] APK. The poisoning variants are generated within
the feature space. Specifically, for Drebin features, each variant
of the TikTok APK is obtained by introducing one distinct
additional feature. For MaMaDroid and MalScan features, each
poisoning variant is constructed by perturbing a unique transi-
tion probability by an increment of 0.1. After the train-test-split
process, we generate ¢ = 5, 10, 50, 100, 200, 500, 1000 unique
variants of such benign APK, all labeled as malware. The
attack results using Drebin, MaMaDroid, and MalScan features
are shown in [Table VI| and [Table VIl For Drebin features,
compared to the poison-free baseline, TPR fluctuates by only
1% (1% FPR) and 5% (0.1% FPR) as the number of poisoning
variants increases for both LSVM and GBT. Besides, the TPR
of NN also fluctuates by only 1% and 7% when FPR is 1%
and 0.1% respectively, compared to the baseline. Therefore,
the targeted label spoofing attack has a very limited impact on
the classification performance of the three classifiers on the
whole test set. Among the three classifiers, GBT is still the
most robust model for the targeted label spoofing attack, with
almost no fluctuation of TPR when FPR is 1% and the number
of poisoning variants increases. In terms of the classification
accuracy over the targeted goodware, we find that only 5
poisoning variants (0.015% of the training set) are sufficient to
misclassify TikTok as malware for all three classifiers at 1%
FPR. At the low FPR level (FPR=0.1%), the integrity attack
shows more impacts over GBT than LSVM and NN. With 10
and 50 poisoning variants (0.03% and 0.15% of the training
set), ASR on GBT can reach 50%, significantly higher than
LSVM and NN. One potential explanation is that the targeted
attack is in nature a two-task learning problem, i.e., normal
classification over non-targeted APKs and misclassification
over the targeted APKs simultaneously. Since GBT has a
better model capacity than LSVM and NN to describe the
adaptive and piecewise non-linear decision boundaries (GBT
is more accurate with the FPR level), it hence better learns
the two learning tasks, triggering higher TPR and ASR at the
same time. Since NN has complex and continuous non-linear
decision boundaries, it is sensitive to each poisoning variant.




Table V: Mean TPR with standard deviation of models trained with Drebin, MaMaDroid, and MalScan features on D; against
DoS attacks at different poisoning ratios. We report performances 0.1% and 1% FPR. All numbers are in percentage.

Poisoning Ratio

0 1 2 5 10 20

Drebin LSVM FPR=0.1 60.1£5.4 56.9£5.9 55.1+£4.3 48.1+£84 39.7£55 23.4£5.0
FPR=1 924+1.1 91.4+1.0 90.7+0.9 86.5+3.3 74.6 £2.1 573+ 1.6

Drebin GBT FPR=0.1 85.2+£4.3 83.9£6.8 81.9£6.1 78.1+£6.5 76.8£6.4 71.8£8.2
FPR=1 96.5 + 0.3 96.0 = 0.4 95.7+03 95.1+04 94.1+04 91.3+0.7

Drebin NN FPR=0.1 5494135 43.3+135 29.2+11.1 14.7+64 6.2+2.2 7.9+8.8
FPR=1 90.3 £ 1.0 88.3+1.1 85.7+ 1.9 77.7T£38 56.6+14.8 46.7+£17.1
MaMaDroid RF FPR=0.1 60.0£9.2 56.4 £ 8.5 56.0 £ 7.1 53.0£9.1 50.1£9.9 40.8+12.0
FPR=1 85.8+1.2 85.0£1.2 849+1.1 84.7+1.2 835+1.3 80.5 £ 2.0

MalScan RF FPR=0.1 678+34 66.0+£100 664+75 67.0£56 62.8=E6.8 56.2 £ 8.4
FPR=1 88.4+1.7 88.5£1.2 88.2+13 87.6+15 864+138 81.6 £2.2

As different poisoning variants shift the decision regions dif-
ferently, ASR of NN fluctuates. Regarding MaMaDroid, TPR
of RF varies by 2% (1% FPR) and 10% (0.1% FPR) when the
number of poisoning variants increases. Regarding MalScan,
TPR of RF varies by 1% (1% FPR) and 5% (0.1% FPR)
when the number of poisoning variants increases. When FPR
is 1%, we find 5 poisoning variants induce 100% of ASR over
the targeted TikTok APK for both MaMaDroid and MalScan
features. Similarly, with FPR = 0.1%, only 5 poisoning vari-
ants can cause 90% and 80% of ASR for MaMaDroid and
MalScan respectively. The results confirm the effectiveness of
the integrity attack of AndroVenom over the targeted APK. In
conclusion, the integrity attack of AndroVenom can misclassify
the targeted goodware as malware with a very tiny ratio of
poisoning variants yet keep an accurate classification over the
rest of the test samples.

Final Remarks on Integrity Attacks. Given the results, we
are able to answer RQ4. Regardless of the architecture of
the classifiers, AndroVenom can make the targeted goodware
misclassified as malware by ML-based malware classification
models, while maintaining accurate classification on other
testing samples. This observation unveils realistic unethical
implications: Only 5 variants of the benign APK produces
excessive false alarms of ML-based malware classification.

G. Defending against AndroVenom

We illustrate the defensive effect of the Deep KNN (de-
scribed in defense against AndroVenom on D;.
We choose the number of nearest neighbors k as 3 and 11,
which were empirically the best hyper-parameters we checked.
We systematically varied the value of £ from 1 to 15 in
the Deep KNN-based classification method and evaluated the
corresponding ASR on the test samples of the target APK. The
results showed that ASR remains relatively stable for £ > 3,
with the lowest values observed at £ = 3 and &k = 11. We
report the defense results against the DoS attack on Drebin
features in Also, we present the performance of DoS
attacks against MaMaDroid and MalScan in presence of the
defense in [Fig. 7] and [Fig. §] respectively. shows
the defense results against the integrity attack on models
trained on Drebin, MaMaDroid and MalScan features. For the

DoS attack, we randomly select a percentage p = 10% of
benign APKs in the training set, which are used to execute
the label spoofing attack. For the integrity attack, we fix the
number of poisoning variants ¢ as 100. In the plots, we show
ROC curves of the victim classifier compromised by the DoS
attack with/without the Deep KNN defense strategy, noted
as DoS+DEF and DoS respectively. In addition, we set up
a control group to evaluate the impact of the Deep KNN
defense strategy over the utility of the poison-free model. They
include ROC curves of the poison-free classifier with/without
the KNN defense, noted as CLN+DEF and CLN respectively.
Regarding the defense results against the integrity attack, we
provide TPR values of the victim classifiers with/without the
defense, by freezing FPR = 0.1% and 1% respectively. The
observation for ML models trained on Drebin features can
be summarized in two perspectives. First of all, we find that
Deep KNN does not provide consistent defense across different
models, by working only on LSVM and NN models. However,
GBT models seem to suffer from the inclusion of the defense,
experiencing a deterioration of classification accuracy in the
DoS attack scenario. Specifically, when FPR is 0.1% and k
is 11, TPR of NN increases 20% but TPR of GBT drops
by 20%. One possible reason could be that the filtering of
training data by Deep KNN also causes a drift inside the
training data distribution, which is not ideal for tree-like
models like GBT. Second, we also observe that Deep KNN can
not prevent integrity attacks of AndroVenom. As demonstrated
in there is no defensive effect on LSVM and the
ASR of NN even increases with the defense. Although the
ASR of GBT decreases when FPR is 0.1%, the defense has
no effect when FPR is 1%. As shown by [Fig. 7] and [Fig. §]
the Deep KNN defense causes significant TPR drop on both
the poison-free and the attacked RF model in the DoS attack
mode. In the integrity attack mode, with FPR = 0.1% and
100 poisoning variants, the Deep KNN defense can reduce
ASR. However, it also causes the TPR to drop significantly.
When FPR = 1%, it does not show mitigation effects. This
observation denotes that the introduced defense method brings
extra harms to the utility of the ML model, yet without offering
a strong protection. A possible reason behind this suboptimal
result is due to the proximity in the feature space of poisoned




Table VI: Mean TPR with standard deviation of models trained with Drebin features on D;, and Attack Success Rate (ASR) of
the integrity attack targeting the TikTok, with an increasing number of poisoning samples. We report performances at 0.1% and
1% FPR. All values, except poisoning variants, are in percentage.

Poisoning Variants

0 5 10 50 100 200 500 1000
TPR  57.0£66 560L65 567E74 563178 617E40 6L.0L50 573L53 574L54
LSVM  FPR=0.1  \op 0 0 0 0 0 0 0 0
epreg  TPR 925+11  021+15 924408 OL8ELl  922+12 929+08 922+11  920+15
ASR 0 100 100 100 100 100 100 100
GBI FPReo; TPR 882L22 834L43 87036 B850L42 868L46 87.0L36 86.1L48  S58L4d
ASR 0 0 30 50 80 90 100 100
rpreg  TPR 96604 96502 96604 965402 964+£05 965402 966+£03 964404
ASR 0 100 100 100 100 100 100 100
NN FrReog TPR SLOE147 542+133 506+82 4441162 B541L104 529111 493£140 542+ 109
ASR 0 60 40 20 30 50 60 40
rprei  TPR 004£16  899+12 908408 901£17 O14£10  904£09 90112  90.T£11
ASR 0 80 70 9 70 100 70 80

Table VII: Mean TPR with standard deviation of RF trained
with MaMaDroid and MalScan features on D;, and Attack
Success Rate (ASR) of the integrity attack targeting the
TikTok, with an increasing number of poisoning samples. We
report performances at 0.1% and 1% FPR. All values, except
poisoning variants, are in percentage.

Poisoning Variants
0 5 10 50 100

— TPR  580£606 550L134 522£98 504L104 55570
MaMaDroid  FPR=0.1 — ,cp 0 90 100 100 100
pprei  TPR 85.4£16 860400 856+14  859+09 S46E14
ASR 0 100 100 100 100
- TPR G668E306 GA8£53 GI0LI17 G80£22 626L55
MalScan — FPR=0.1  \qp 0 80 100 100 100
pprey  TPR SS6L00 882517 88510 89410 884+12
ASR 0 100 100 100 100

samples and regular ones. The poisoned samples are all close
to each other in the feature space, being consistently labeled
as malicious. Consequently, most of its nearest samples still
carry the attack-desired malicious label, which circumvents the
defensive mechanism using Deep KNN.

V. RELATED WORK

Inspired by Cina et al. [[13]], we categorize in
the existing poisoning attacks on malware classification into
six dimensions: the attacker’s goal, the attacker’s knowledge,
the attacker’s manipulation surface, the attacker’s capability,
the operating system of the dataset, and the feature used for
malware classification. (/) The attacker’s goal can be either
a DoS attack or an integrity attack, which is presented in
(2) The attacker’s knowledge can be either a white-
box attack or a black-box attack. A white-box attack has
complete knowledge about the targeted system, including the
training data, the test data, and the targeted model. This attack
performs a worst-case scenario. A black-box attack assumes
that the attacker has no knowledge of the targeted model. (3)
The attacker’s manipulation surface can be either a feature
space manipulation or a problem space manipulation. A feature
space manipulation theoretically modifies only the feature
space of samples, such as feature vectors. A problem space
manipulation makes changes directly on real samples. Hence,
the problem space manipulation can test the validity of the

feature space manipulation. (4) The attacker’s capability can
be either a clean-label attack, a dirty-label attack, or a label-flip
attack, which is introduced in (5) The main operating
systems of the dataset for malware classification are Android
and Windows. (6) Since our work focuses on Android malware
detection, we only summarize the Android features used in
previous works. Apart from Drebin and MaMaDroid feature
set presented in [Sect. TI| some works use only permissions [42]]
or API call graphs [43] for their feature extractors.

Some works [43]|-[52] report an integrity attack, which aims
to activate misclassification on specific malware. Besides, the
classifier still contributes normal classification behaviors over
the other files. With an explanation Al-based technique, [44]
can perform better search over important features to poison.
Instead, [42], [53]]-[56] involve the DoS attack mode. Notably,
[56] is established based on Android malware classification
use cases. By injecting label-flipping noise into the active
learning process, the proposed attack achieves to harm the
overall availability of the targeted ML system. Most works of
Android malware classification choose Drebin or MaMaDroid
as the features. While some previous poisoning attack methods
in ML-based malware classifiers concentrate on tampering the
feature space, our study focuses on a realistic problem space
attack scenario. Specifically, we deliver the attack via injecting
malicious files to activate misannotation of benign training
samples, yet without compromising the utility of the modified
apps or the extracted features.

VI. CONCLUSIONS

In this paper, we introduced potential and highly realistic
threats originating from the blind trust afforded to Antivirus
(AV) engines, which enables dangerous poisoning attacks
against Machine Learning (ML) models. We presented An-
droVenom, a framework for constructing samples that are con-
sistently labeled as malicious while remaining entirely devoid
of harmful functionality. By doing so, we have demonstrated
a realistic poisoning attack capable of compromising any ML
model trained on crowd-sourced AV data.

This is achieved by coercing various AV engines into gen-
erating false labels through the injection of specific malicious
signatures into benign APKs. Such manipulation not only



Table VIII: Mean TPR with standard deviation of models trained with Drebin, MaMaDroid, and MalScan features on D;, and
Attack Success Rate (ASR) of the integrity attack targeting the TikTok, with/without the Deep KNN defense strategy. We report
performances at 0.1% and 1% FPR. All values are in percentage except the number of poisoning variants (q) and nearest

neighbors (k).

q=0 q=100
no defense k=3 k=11 no defense k=3 k=11
. _ TPR 57.0£6.6 62.9+6.9 60.8 £ 7.7 61.7+£4.9 61.3 +4.9 64.1 £ 3.8
Drebin LSVM FPR=0.1 ASR 0 0 0 0 0 0
FPR=1 TPR 925+ 1.1 92.3 + 1.0 89.1 +£3.1 922+1.2 91.7 £ 0.8 90.3 £ 1.4
B ASR 0 0 0 100 100 90
. _ TPR 88.2+2.2 85.3 + 4.7 72.6 £7.9 86.8 + 4.6 784+ 7.5 69.3 + 10.2
Drebin GBT FPR=0.1 ASR 0 0 0 30 30 0
FPR=1 TPR 96.6 + 0.4 95.6 + 0.4 93.3+ 0.5 96.4 + 0.5 95.3+ 0.4 92.8+ 0.8
B ASR 0 0 0 100 100 100
. TPR 51.9+14.7 5884129 57.0+15.0 54.1 +£10.4 54.1+£11.7 57.94+10.0
Drebin NN FPR=0.1 ASR 0 0 0 30 60 80
FPR=1 TPR 904+ 1.6 91.0 £ 1.0 90.1 + 1.0 91.4+ 1.0 91.1+1.2 90.5 + 0.7
B ASR 0 0 0 70 100 100
. TPR 58.9 £+ 6.6 35.3 £ 10.6 12.1 +£3.7 55.5 £ 7.0 30.1 £10.6 9.2+ 1.2
MaMaDroid RF FPR=0.1 ASR 0 0 0 100 20 0
FPR=1 TPR 85.4+ 1.6 81.1+1.9 70.1 2.9 84.6 +1.4 80.7 + 2.1 67.9 + 4.3
B ASR 0 0 0 100 100 100
_ TPR 66.8 £ 3.6 18.5 + 3.6 14.3+ 3.4 62.6 £ 5.5 15.2 + 3.0 12.7+£ 2.2
MalScan RF FPR=0.1 ASR 0 0 0 100 0 0
FPR=1 TPR 88.6 £ 0.9 85.1+1.4 78.6 + 2.2 88.4+1.2 83.3+£2.5 77.3+3.1
B ASR 0 0 0 100 100 100

Table IX: Poisoning attacks on malware classification cate-
gorized by the attacker’s goal (S = DoS / I = Integrity),
knowledge (W = White-box / B = Black-box), manipulation
surface (F = Feature space / P = Problem space), capability
(CL = Clean-Label / DL = Dirty-Label / LF = Label-Flip),
operating system (AD = Android / WD = Windows), and
feature (D = Drebin / M = MaMabDroid / G = API call graph
/ E = Permission).

WORK YEAR GOAL KNOW MANI CAPA 0S FEAT
Chen et al. [53] 2018 S w F DL AD D
Demontis et al. [54] 2019 S ' F DL AD D
Severi et al. [44] 2021 I B P CL AD D
GTA [43] 2021 I B P DL AD G

Kuppa et al. [45] 2021 I B P CL WD

Shan et al. [40] 2022 I B F CL WD -

Li et al. [47] 2022 I B P DL AD D+M
Aryal et al. [55] 2022 S B - LF WD -
Jigsaw Puzzle [48] 2023 1 B P CL AD D
Noppel et al. [49 2023 I W F DL AD D
Tian et al. [50] 2023 I W+ B P CL AD D
Qi et al. [51] 2023 I B F CL WD -
Taheri et al. [42] 2024 S w F DL AD E
McFadden et al. [56 2024 S B - LF AD D
Zhan et al. [52] 2025 1 B P CL WD -

triggers a malicious misclassification but also grants attackers
control over the malware family to which these samples are
attributed. Our study reveals that these label spoofing attacks
can be orchestrated against a wide spectrum of ML models for
Android malware classification that rely on static features.

At the time of writing, none of the prominent state-of-the-art
ML-based Android malware classification methods include an
analysis of the res folder within the APK [7], [8]], [16], [38],
[47], 1571, [58]]. This omission makes our injection invisible
to all current preprocessing and feature extraction algorithms.
Furthermore, the sheer volume of crowd-sourced data makes
manual verification of AV-based annotations practically infea-

sible, presenting a significant challenge for mitigation.
Attack Impact and Distribution Risks. We evaluated both
Denial-of-Service (DoS) and integrity attacks. While we ob-
served a consistent drop in test-time performance across vari-
ous models, the efficacy of our integrity attacks is particularly
noteworthy: only 5 label-spoofed samples are required to
force the misclassification of a specific benign APK. The
consequences extend beyond model accuracy. Given the time
and cost required to manually verify these false alarms, users
may hesitate to download APKs affected by AndroVenom for
extended periods. Consequently, the reputation of the targeted
APK may suffer, significantly impeding legitimate distribution.
Future Improvements and Limitations. This work demon-
strates the feasibility of label spoofing and raise concerns
regarding the trustworthiness of AV-based annotation pipelines.
As shown in attackers possess significant flexibility
regarding the types of malicious files they can inject. This
scenario can be made even more stealthy by leveraging diverse
malicious patterns to produce multiple file variants. We argue
that there is much to explore regarding how these attacks can
be further optimized. For instance, while we injected entire
files easily recognizable by their hash, future work could
identify the minimum indispensable modification required to
maintain control over label spoofing and family attribution.
Such advanced attack techniques would be highly specific to
the targeted operating system and file format.

One limitation of our current attack is the necessity of
modifying the APK to inject the malicious file, and this process
inevitably invalidates the digital signature. AV companies
could potentially mitigate this for a subset of legitimate apps
by creating allow-lists based on original digital signatures.
Furthermore, even if an attacker modifies an APK without
altering its behavior (as with AndroVenom), developers may
implement integrity checks within the execution logic to detect
tampering. In such cases, the modified app might exhibit
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Figure 6: ROC curves of LSVM, GBT, NN using Drebin fea-
tures with/without the Deep KNN defense strategy (DEF) on
Dy in the attack-free (CLN) and DoS attack (DoS) scenarios.
The number of nearest neighbors k is 3 and 11. The poisoning
ratio of the DoS attack p is 10%.

different feature profiles during dynamic analysis.

Finally, we consciously chose not to emphasize remedia-
tion techniques for the following reasons. Although certain
ML techniques can suppress label-flipping noise during train-
ing [31]], [S9]-[|63]], our core message is to highlight the
inherent vulnerability of relying blindly on crowd-sourced AV
annotations. These ML-based defenses are typically applied
during the training process and do not address the root cause:
the submission of modified files to AV-based platforms.

The vulnerability in the AV-based annotation process is
difficult to curb in practice, as mitigation requires full support
from the entire AV vendor community. Our findings suggest
that researchers should enrich the feature sets used for classifi-
cation. For example, integrating resource files into the feature
set could dilute or flag the impact of misannotated samples.
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Future research will explore further countermeasures, such as
clustering or ensemble learning-based defenses [59], [64], to
identify suspicious samples that share near-identical static fea-
tures yet are assigned conflicting labels. While these methods
help detect outliers, establishing a certifiable, untamperable
annotation process remains the ultimate bottleneck.
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