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USERS
Large consumer electronics and mobile device manufacturer

Marine industry

Automotive parts manufacturer

Civil engineering, manufacturing and constructions

Medical & rehabilitation equipment

Logistics

Internet service providers

Industry-grade TFT display manufacturer

Fashion and clothing industry



How does
MQTT
work?













How about
CoAP?









MQTT is popular
(and CoAP is gaining
a lot of traction, too)





Applications

TELEMETRY
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Dangerous Applications

Over The Air
Firmware 
Upgrades





Industrial IoT
Products and Brands



Source: https://www.mainflux.com/ 
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IoT & IIoT solutions
depend on

MQTT (and CoAP)



Problem 1
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Is it just a

deployment & 
exposure

problem?



Let’s dig deeper
(Federico → Davide)



Problem 2
/how/to/parse/topic/filters







RegEx.match



/how/not/to/parse/topic/filters



RegEx.match
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^(a+)+$
aaaaX
aaaaaaaaaaaaaaaaX



BONUS: Broker crash via malformed regex

https://www.zerodayinitiative.com/advisories/ZDI-18-583/




https://docs.google.com/file/d/15lf6DMPHNxYvCdcEk9i_xeKOgLFJksWH/preview


Problem 3





sizeof















From spec to code









Problem 4















CVE-2017-7653

https://nvd.nist.gov/vuln/detail/CVE-2017-7653


https://www.oasis-open.org/committees/document.php?document_id=62635  
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Lesson learned:
Security angle
on standards

(Davide → Federico)













How about
CoAP?





CoAP Security

● RFC very clear on potential security issues (YAY! Built in and not bolt on!)

● based on UDP: recall what this means!
○ open servers can be used

■ to bypass firewall ACLs
■ as reflectors

● CoAP allows to write (even large) payload to the server
○ perfect candidate for amplification attacks!







CoAP       2.47x

Bandwidth Amplification Factor (BAF)
Reference table from: https://christian-rossow.de/publications/amplification-ndss2014.pdf

BAF

https://christian-rossow.de/publications/amplification-ndss2014.pdf






BAF = 31.75x

https://docs.google.com/file/d/1aBV9pkSOwJSKW-GueOFuOV8FEjSZEvFG/preview






SPOOFING IN 2018
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