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UnNe OT TNe pProniems we experiencea was long latency wnen senaing a message. I ne
method we were using to send was reliable but slow, and there were limitations on how
much we could improve it. With just a few weeks until launch, we ended up building a new
mechanism that maintains a persistent connection to our servers. To do this without
killing battery life] we used a protocol called MQTT [that we had experimented with in
Beluga. MQTT is specifically designed for applications like sending telemetry data to and
fro es, so it is designed to use bandwidth and batteries sparingly. By
connection and routing messages through our chat pipeline, we

phone-to-phone delivery in the hundreds of milliseconds
ds.

https://www.facebook.com/notes/facebook-engineering/building-facebook-messenger/10150259350998920


https://www.facebook.com/notes/facebook-engineering/building-facebook-messenger/10150259350998920
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https://play.google.com/store/apps/details?id=com.duzon.bizbox.next.phone
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{"type":"001", "eventType":"MAIL","eventSubType" : "MAGQL1", "viewType":"A", "setting": {"systemPushYn":"Y", "alertY
n":"Y","portalYn":"Y"},"title":{"kr" : "] Most - - 17E393: Enquiry for Flanges / Forgings for & ‘ssssss 0
hase-2FEED Project, s - Eeldslias"},"content”:{"kr":" s e oo e vasemswm industrie

s.net>"}, "preview": {"kr" : " m———a——— camm— S— s i ndustries.net>"}, "sound": "
i“,"_" : " s mmemme e industries.net”,"data": {"fileld" : " samsssiaams _192.168.122.1.em
1", "content" ; " S Sul 8 Sy fly W e Seoasees @80 Dear Sir, Sub : Enquiry for Flanges & Forgings R
ef. : | Design & Suppl of High Pressure vessels]for = msswwss Phase2 FEED Project, ®mms  mssssssmm s e iS
in process of bid","title":"Most - " Enquiry for Flanges / Forgings &' B sl Phase-2FEED Pro
ject, M - "mmewtan”,"fileList":[{"fileSize":"252280","fileName":"Forgings === == =y ™= rqr" "or'iginalFileNam
e": "ipmyren Ny - ¥F § B","fileExtsn":"rar","fileSn":"6","fileUrl": "= " "I CO0.kr: e i amit—
= e e w .n_,_—-_..! el g cuges WP U0 B W Ser@encoding=base64&{0}&{1}"}], "senderNam
e":"W " ML ¥ industries.net","recvList":[{"boxSeq":66,"empName" : "®®"", "paramStr" : "muidlemail”, "email": "%
B .com","empSeq”:"8", "muid" :1475371}], "sendName" : ""mma * sammeen m=0" "timeStamp” :1520325791292,"subSe
q":"1271722" ,"seq" : "TRMNL WE ) 192.168.122.1.em1","mailSeq" :1271722, "sendEmail"” : " sument ¥l = industries.n
et"},"mobileViewYn":"Y","receiver":{"8":{"reserveMessage":0, "message":2,"markTalk":0,"total":8,"mail":2, "projectT
alk":@,"mai‘lDomain":{"9":2},"mention":0,"ea":{"9":{"eapproval" @, "eapprovalRef":0}}, "pushYn":"Y","lang": "kr", "nor
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Large consumer electronics and mobile device manufacturer
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Marine industry

Automotive parts manufacturer

Civil engineering, manufacturing and constructions
Medical & rehabilitation equipment

Logistics

Internet service providers

Industry-grade TFT display manufacturer

Fashion and clothing industry



How does
MQTT
work?
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How about
CoAP?
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MQTT CoAP
Client \ / Client Client ¢ ? Server
Client Broker | ¢ Client Client —/
Client / Server [ ? | Client
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POST

A4

Client URI = stationl1/substation3/reactor3 Server
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Application S CoAP
\: Client | . >_| Server
Requests/Responses l x.
————————————————————  CoAP | — /
Messages : bllent
UDP 3 Server [ ? | Client
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MQTT is popular
(and CoAP is gaining
a lot of traction, too)



mqtt

Pull requests Issues Marketplace

12,763 repository results

Repositories 12K
Code 587K
Commits 91K
Issues 30K
Topics 102
Wikis 4K
Users 75
Languages
JavaScript 2,301
Python 1,717
Java 1,676
C++ 1,058
c 791
Go 417
c# 247
HTML 219
Shell 209

Advanced search

Cheat sheet

home-assistant/home-assistant

& Open-source home automation platform running

on Python 3

python  home-automation  mqtt  raspberry-pi

Updated 6 hours ago

cesanta/mongoose

Mongoose Embedded Web Server Library -
Mongoose is more than an embedded webserver. It
is a multi-protocol embedded n...

Updated 5 days ago

hybridgroup/gobot
Golang framework for robotics, drones, and the
Internet of Things (loT)

go  sphero  arduino  mqtt  raspbery-pi

Apache-2.0 license  Updated 12 days ago

PokemonGoF/PokemonGo-Bot
The Pokemon Go Bot, baking with community.

pokestops  pokemongof  pokemongo-bot

MIT license Updated 28 days ago 5 issues need help

maqttjs/IMQTT.js
The MQTT client for Node.js and the browser

matt matt-broker iavascriot nodeis-librarv

Explore

Sort: Most stars v

@ Python * 13.4k
ecC * 4.4k
® Go * 4k
@ Python * 3.6k

JavaScript * 3.1k

Languages
JavaScript
Python
Java

C++

HTML

Shell

2,301

1,717

1,676

1,058

791

417

247

219

209
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1521823646233,

"datetime":
"data": {
"reactor": {
"volume": 574.73,
"temperature": { "jet": 27.6 },
"slurry depth": {
"depth": 2.931, "pressure": 12.371

b
"feeding": {
"enabled": true, "status": false,
"flow _rate": 0.346, "today": 0.02
b
"mixing":
"enabled": true, "status": false, "time": 600

r
n gas n :
"height": 90.133,
"analyser": { —
“CH4"': [7.5, 10u1], "02": [0, 01, “€O02"s [0, 0], ™H2SYs [1425, 15]




"telemetryDataList": [{
"date": "Mar 14, 2018 7:09:50 PM",
"category": "main",
"description": "InfoAxes Position Y",

"deviceDescription": "CNC = oy
"dataType": "NUMERIC",
"devIid": 7,
"varId": 40,
"value": 0.0,
"quality": true
oo A
"date": "Mar 14, 2018 7:09:50 pPM",
"category": "main",
"description": "InfoAxes Position Z",
"deviceDescription": "CNC = Yy
"dataType": "NUMERIC",
"devid": 7,
"varId": 42,
"value": 0.0,
"quality": true
oo A

"date": "Mar 14, 2018 7:09:50 PM",
"category": "main",
"description": "InfoAxes Position X",

"deviceDescription": "CNC "
"dataType": "NUMERIC",
"devid": 7,




gazine":0,"t_name":2,"t_no":0,"t_place":2,"t_radius":0,"t_state":35,"t_type":5,"t_wear_length":0,"t_wear_radius":
0}, {"t_ST":0,"t_cutting_current":0,"t_cutting_time":0,"t_drilling_angle":0,"t_drilling_member":0,"t_length":-26
5,"t_magazine":0,"t_name":4,"t_no":6,"t_place":8,"t_radius":0,"t_state":83,"t_type":106,"t_wear_length":0,"t_wear
_radius":0},{"t_ST":0,"t_cutting_current":10,"t_cutting_time":0,"t_drilling_angle":0,"t_drilling_member":@,"t_len
gth":0,"t_magazine":0,"t_name":3,"t_no":2,"t_place":8,"t_radius":0,"t_state":80,"t_type":88,"t_wear_length":0,"t_
wear_radius":0},{"t_ST":0,"t_cutting_current":2,"t_cutting_time":0,"t_drilling_angle":0,"t_drilling_member":0,"t_
length":0,"t_magazine":0,"t_name":4,"t_no":4,"t_place":9,"t_radius":0,"t_state":74,"t_type":109, "t_wear_length":
0,"t_wear_radius":0},{"t_ST":0,"t_cutting_current":33,"t_cutting_time":0," _drilling_angleﬂ:@,"t_drilling_membe
r":0,"t_length":0,"t_magazine":0,"t_name":9,"t_no":4,"t_place":6,"t_radius":0, t_state"”:103,"t_type":53,"t_wear_1
ength":0,"t_wear_radius":0},{"t_ST":0,"t_cutting_current":4,"t_cutting_time":0,"t_drilling_angle":0,"t_drilling_m
ember":0,"t_length":0,"t_magazine":0,"t_name":6,"t_no":0,"t_place":10,"t_radius":0,"t_state":62,"t_type":73,"t_we
ar_length":0,"t_wear_radius":0},{"t_ST":0,"t_cutting_current":18,"t_cutting_time":0,"t_drilling_angle":0,"t_drill
ing_member":0,"t_length":0,"t_magazine":0,"t_name":2,"t_no":7,"t_place":1,"t_radius":0,"t_state":35,"t_type":5
Z,"t_wear_length“:0,"t_wear_radius“:0},{"t_ST":0,rt_cutting_current1:174,"t_cutting_time":0,"t_drilling_angle“:
0,"t_drilling_member":0,"t_length":0,"t_magazine":0, t_name":3,"t_no":6,"t_place":8,"t_radius":0,"t_state":73,"t_
type":24,"t_wear_length":0,"t_wear_radius":0},{"t_ST":0,"t_cutting_current":11,"t_cutting_time":0,"t_drilling_ang
le":0,"t_drilling_member":0,"t_length":0,"t_magazine":0,"t_name":1,"t_no":13,"t_place":11,"t_radius":0,"t_state":
63,"t_type":101,"t_wear_length":0,"t_wear_radius":0},{"t_ST":0,"t_cutting_current":190,"t_cutting_time":0,"t_dril
ling_angle":0,"t_drilling_member":0,"t_length":0,"t_magazine":0,"t_name":8,"t_no":12,"t_place":16,"t_radius":0,"t
_state":2,"t_type":73,"t_wear_length":0,"t_wear_radius":0},{"t_ST":0,"t_cutting_current":7,"t_cutting_time":0,"t_
drilling_angle":0,"t_drilling_member":0,"t_length":-201,"t_magazine":0,"t_name":2,"t_no":12,"t_place":1,"t_radiu
s":0,"t_state":78,"t_type":74,"t_wear_length":0,"t_wear_radius":0},{"t_ST":0,"t_cutting_current":0,"t_cutting_tim
e":0,"t_drilling_angle":0,"t_drilling_member":0,"t_length":0,"t_magazine":0,"t_name":3,"t_no":18,"t_place":16,"t_
radius":0,"t_state":127,"t_type":39,"t_wear_length":0,"t_wear_radius":0},{"t_ST":0,"t_cutting_current":0,"t_cutti
ng_time":0,"t_drilling_angle":0,"t_drilling_member":0,"t_length":0,"t_magazine":0,"t_name":1,"t_no":7,"t_place":
3,"t_radius":0,"t_state":106,"t_type":56,"t_wear_length":0,"t_wear_radius":0},{"t_ST":0,"t_cutting_current":0,"t_
cutting_time":0,"t_drilling_angle":0,"t_drilling_member":0,"t_length":-181,"t_magazine":0,"t_name":1,"t_no":14,"t
_place":10,"t_radius":0,"t_state":40,"t_type":13,"t_wear_length":0,"t_wear_radius":0}]},"rt": r‘ : mt--
"],"timestamp":"2017-08-17T15:03:16.255+08:00"}
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Resources in coap:/3. 118 345 1{¢% well-known/corg

href it TOTAL RESULTS

1
e m i Request Resourc  coap://il Nl ks | 51 5 459

S . WLAN Resource should post example:{"device ’

mT = mm W Success Resourc  coap:/Mll- Wl DS NS

- B K Eipecii e TOP COUNTRIES

== coap:/i "N "as

. - m . ‘SHOW Resource

- . Regist Resource coam/l;— ome = bag]

e oeme mm S-S Resource userIp:null

SUCCESS_RESP:
userDevices:

coap://- T e e - toLinkDevices:

/.well-known/core

=

coap:// = wm ey v
coap:/Mis ik e FalatamatT P -

should post example:{"passwo
should post example:{"deviceId"

Coap:/ N W Sy CO2R:/mm wmemm w=m/bas

192.168.1.1 h )
Coap://ims s i moasic . CO2P/SIELISL AL We ———
Coap://m M

coap://:- C—— q’basic/s should post examplef{"password":"m== =" "encrypt":"MIXED-WPAPSK2","SSID":"tsm = = ="}

userIp:null
SUCCESS_RESP:
userDevices:
toLinkDevices:
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" index": 979,
"user": "shnett",
"project": "express-box", ['station": "shenzhen"
"stationName": "}RIIUGs",
"equipment": " -box-1", "equipmentName": "IEMEHKO-1",
"command": | "open-door"| "commandName": "FE[]",
"trigger": Tuser", 'phase": "executing",
"operator": "shnett", "operatorName": "shnett", " id": "! EFEE60b2b9a77d1l",
"startTime": "2018-03-24T03:53:32.490z2",
"parameters": [{

"key": "value",

"value": null, "_id": "jasSeessr|sfss60b2b%a77d46"
e Ao

"key": "opentype",

"waluet s MOV, N ddMe "4 60b2b9a77d5"

{
"key": "orderid", " _id": "Hhak® < | i #&60b2b9a77d4"

{
vlkeyu : "Ordertype" )
"value": "#E' " id": "fjakd = | i @45 0b2b9a77d3"

}
r 'lkeyll : "openerll 7
"value": "ppz-l1iHFPERi4d9", " id": " mem; 0b2b9%a77d2"
Iy

"priority": 0, " phase": ["executing"|

}
tterstock.com




Over The Air
FiIrmware

Upgrades



tags: |System timestamp: March 24th 2018, 04:54:59.075 broker: - o ®  topic: products/! mmm/4290/1atestFir
mwareURL topic_b64: - payload: https:// firmware/[ " & & "&-50.bin payload_b64: -
extracts.macaddr: extracts.ip: extracts.url: https://| /firmware/$ ‘mms = iws-50.bin
extracts.email: payload_type: bytes payload_mime: ASCII text, with no line terminators payload_hashes.ssdeep:
3:N8bUAGLUcBISDPAKSzML:21G1lLjzK payload_hashes.sha256: bdea3b9430349c98651bc67eeb@63b@1059f9%edca82349c@b89b6b8662b3

topic: -a15464/$implementation//otal/ [firmware,/ 73db98a223cfca494b6ab6f09d141aba timestamp: March 13th 2018, 18:22:22.965

broker: topic_b64: - payload: GQEAIJzyEEAASBBAGAUAABAQAABQORBAHESAQMWKAED///8///8PQP9/EED///9F8P//PWAQAAACAGBAAED
AQEXKAEAABWBGAAAAGOGrAEDWMABAOCBAQL cdwQQAE gBGABAAG3WSAGASWAA s fmh/QEpTzhPTeb/KiNLPwxEAeb/wAAA] FIMEOYHAAAATeH/KQ8oDygCKS80DygSKT84H4sY
Ad7/WAAADAT dDwi x+KE SWTANSAAAABL BwAnx-+eHOASMPKI810hApDzL PECGPQGATAdH/WAAAEIMEKYuAAAODA i KQ8MA1 kB1iUADATpbwwCKX8yzxgoDwyEACT/WAAA ] DIMI
SYjACgPiyIpDyhvKT8MAi JPCCg/McH/JzMEDBI i TwgoPzG//yezDCg/Mb7/JzMEDBI i TwgoPzG8/yezBSKgASIPCDIPCAWS ICMWICBOj JTof zgPKiMpD8YGADgG/ SH80DWGs /8

[{"isonrpc":"Z.O","method":"cpeagent:process_request",“params":["lua","-—-Istatic-Firmware.Iuain\n\nlocal version
= "B % U \n\n\nlocal function call_daemon(opt, msg)\n local rsp = cpeagent:ubus_call(’ firmware', opt,
msg or {fJ\n local err = 'cpeagent.firmware:' .. opt .. ': '"\n if not rsp then\n error (err .. 'The

time(),\n subject_id = cpeagent.broker.id,\n level = "INFO',\n
type = |CPE_FIRMWNARE_AVAILABLE'},\n data = msg\n H\n
cpeagent:event(ev.type, ev)\n cpeagent.ubus_conn:reply(req, {})\n
end, {}\n N\n A\n I)\nend\n\nlocal function _dep_configure()\n if not firmware_stat
ic._subscribed then\n _subscribe()\n firmware_static._subscribed = true\n end\n return call_d
aemon('config', { fast_response = true })\nend\n\nfirmware_static = {\n name = 'firmware',\n version = ver
sion,\n functions = {\n config = make_method('config', { fast_response = true }),\n check = make
_method('check'),\n upgrade = make_method('upgrade '),\n },\n deps = {\n wimark = {\n
['.firm!gre'] = _dep_configure,\n },\n I\n}\ncpeagent:static(firmware_static)\n"],"id":1},{"jsonrp

tal = util.class()\nlocal States = util.class()\nPortal.States = States\n\nlocal Dns = util.class()\nlocal Http =

Redirect to URL

Base64-encoded
firmware binary

LUA "firmware"
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Source: https://www.mainflux.com/

38.72%
23.38%

"Bluemix" (now IBM cloud)

"PTC Kepware"

TOTAL "Altizon’s Datonis" 18.15%
133,594 ® "PTC ThingWorx" 17.48%
® "Historian" 2.24%
® "Mainflux" 0.03%
N
DATA r’ o] (@
ﬂ @m - ==
Storage Rule Engine
DATA N . .
MAINFLUX APPLICATIONS
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https://www.mainflux.com/

(S C @ https://www.kepware.com/en-us

< Kk
< kepware

Legacy Equipment,
Meet ol

Explore 3 ways to merge legacy equipment
with modern assets.

® "Bluemix" (now IBM cloud)

38.72%

"PTC Kepware"

23.38%

TOTAL "Altizon’s Datonis"

18.15%

133,594

® "PTC ThingWorx"

17.48%

® "Historian"

® "Mainflux"

2.24%
0.03%

Features

KEPServerEX provides critical technical features that enable accessibility, aggrega

connectivity, security, ana ¢ cs. Expand the topics below to learn mor

Explore the new features and enhancements that make KEPServer
friendly.

Accessibility

on, opt mization,

e about these features.

6 enterprise-ready and loT-

KEPServerEX provides data access for client applications (such as MES and SCADA) and |oT and Big Data

protocols (incliding MQEI, REST, ODBC, and SNMP), and flow measurement e

Xport to co

mmon Oil & Gas

analytics xu't‘.rl—.y\ o prietary protocols (including GE NIO, SuiteLink/FastDDE, and Splunk), IT

Inaustry Torr




MQTT Industrial loT Gateways

What’s the most popular (field) protocol transported over MQTT?




TOTAL

1,318,265

® "zwave" 40.96%
e "“jsonrpc" 40.92%
e "knx" 8.81%
e "modbus” 4.15%
e "J1939" 1.57%
e "1wire" 1.17%

"RS485" 0.6%
® "EtherCAT" 0.47%
® "insteon" 0.43%
® “enocean” 0.4%
® "RS232" 0.26%
® "profinet" 0.21%
® "bacnet” 0.05%




loT & lloT solutions

depend on
MQTT (and CoAP)



Problem 1



stationl/suh

Publish

topic = /stationi1/substation3/
reactor3/temperature
payload = 500

Publish

/station1/substation3/reactor3/
temperature, 500

Subscribe
station2/#

Z
N\

Publish

/station2/sw_version, 3.2

Client




DefconZ2<4: Around 39.000
Blackhat 2017: Around 87.000
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MQTT public brokers

300000 | MQTT

Client Client
250000 | /— F
Y
Overall (cumulative)
—_— . | Client Broker | | > | Client |
150000 - | Client /
100000
2016-2017 (~87,000 brokers)
50000
Daily

0 Aw
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TOTAL

28,944,998

Environment
Positioning
Energy
Manufacturing
Emergency
Transportation
Consumer

e Others
Industrial control systems
Ticketing
Communication
System
Food
Agriculture
Healthcare

9,290,248
4,906,998
4,660,216
2,966,387
2,126,825
2,261,192
2,124,047

3,085
957
664
648
645

94
63
14



Is It just a
deployment &

exposure
problem?




Let’s dig deeper

(Federico — Davide)



Problem 2

/how/to/parse/topic/filters



| Client

Subscribe |

|station1/substation3/# .1

Publish
| /stationl/substation3/reactor3/ I
emperature, 500

Publish

topic = /stationl1/substation3/
reactor3/temperature

Subscribe
station2/#

payload = 5600

Broker




4.7 Topic Names and |Topic Filters

4.7.1 Topic wildcards OASIS "

The topic level separator is used to introduce structure into the Topic Name. If present, it divides t

A subscription’s Topic Filter can contain special wildcard characters, which allow you to subscribe M QTT ve rs i on 3 : 1 . 1

The wildcard characters can be used in Topic Filters, but MUST NOT be used within a Topic Nam

4.7.1.1 Topic level separator

The forward slash (/' U+002F) is used to separate each level within a topic tree and provide a hierarchical structure to the Topic Names. The
Filters specified by subscribing Clients. Topic level separators can appear anywhere in a Topic Filter or Topic Name. Adjacent Topic level sep

4.7.1.2 Multi-level wildcard

The number sign (‘# U+0023) is a wildcard character that matches any number of levels within a topic. The multi-level wildcard represents th
following a topic level separator. In either case it MUST be the last character specified in the Topic Filter [MQTT-4.7.1-2].

Non normative comment

For example, if a Client subscribes to “sport/tennis/player1/#”, it would receive messages published using these topic names:
“sport/tennis/player1”
“sport/tennis/player1/ranking”
“sport/tennis/player1/score/wimbledon”

Non normative comment
“sport/#” glso matches the singular “sport”, since # includes the parent level.

“#” is valid and will receive every Application Message

“sport/tennis/#” is valid
“sport/tennis#” is not valid
“sport/tennis/#/ranking” is not valid



RegEx.match



/how/ /to/parse/topic/filters



| Client

Subscribe | Publish

|station1/substation3/# | /stationl/substation3/reactor3/ I

emperature, 500
VvV
Publish .
topic = /station1/substption3/ SUbSCI’le
reactor3/temperature ” station2/#
R payload = 5600 .
Client Broker Client
> >
Client

RegEx.match




" (a+) +3




" (a+) +$
16 paths

aaaaaaaaaaaaaaaaX 65536paths




+ - +" 4+ ++ ++ ++ + - -

- - + " +4+ 4+ +4+ 4+ + 4+ - +

" "

{"pid":1806, "hostname"”:"Eternia”, "name"”:"mosca”,"level":30,"time":1520280422157,""msg": "server started”,"mqtt":1883,"v":

1}

subscriptiooooooooooo000ns

{"pid":1806, "hostname"”:"Eternia”, "name":"mosca”,"level":30,"time":1520280426231,"msg": "client connected”,

tt/G?8T7ysIvBNn_WxD","v":1}

{"pid":1806, "hostname":"Eternia”, "name": "mosca", "level":30, "time":1520280426240, "msg" : "subscribed to topic","topic":"

\uBeBBa-Z]+*","qos":1, "client™:"hbmqtt/G?8T7ysIvBNn_WxD","v":1}

/home/ocean/projects/mqtt/servers/mosca/lib/persistence/mongo. js:
var regexp = new RegExp(pattern.replace(/(#I\+)/, ".+").replace

A

'

'client”:"hbmqg

~~ N
~
P

SyntaxError: Invalid regular expression: /”[

BONUS: Broker crash via malformed regex CVE-2018-11615

aMQTE W



https://www.zerodayinitiative.com/advisories/ZDI-18-583/
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https://docs.google.com/file/d/15lf6DMPHNxYvCdcEk9i_xeKOgLFJksWH/preview

Problem 3



[ctent |

m - Broker

A N\
Control Remaining Variable Payload
packet type length length
+ Flags header

1 byte +1-4 bytes 0-N bytes 0-X bytes



sizeof

1

' \
Control Remaining Variable Payload
packet type |[length length
+ Flags header

| | B
1 byte 1—1-4 bytes 0-N bytes 0-X bytes




2.2.3 Remaining Length o ASIS .’

Position: starts at byte 2.
MQTT Version 3.1.1

The Remaining Length is the number of bytes remaining within the current packet, uiviuwiny uawa 11 uic vanaue neaus and
the payload. The Remaining Length does not include the bytes used to encode the Remaining Length.

The Remaining Length is encoded using a variable length encoding scheme which uses a single byte for values up to 127.
Larger values are handled as follows. The least significant seven bits of each byte encode the data, and the most significant
bit is used to indicate that there are following bytes in the representation. Thus each byte encodes 128 values and a
"continuation bit". The maximum number of bytes in the Remaining Length field is four.

Non normative comment

For example, the number 64 decimal is encoded as a single byte, decimal value 64, hexadecimal 0x40. The number
321 decimal (= 65 + 2*128) is encoded as two bytes, least significant first. The first byte is 65+128 = 193. Note that
the top bit is set to indicate at least one following byte. The second byte is 2.

Non normative comment

This allows applications to send Control Packets of size up to 268,435,455 (256 MB). The representation of this
number on the wire is: OxFF, OxFF, OxFF, Ox7F.

Table 2.4 shows the Remaining Length values represented by increasing numbers of bytes.



multiplier = 1

value = 0

do
digit = 'next digit from stream'
value += (digit AND 127) * multiplier
multiplier *= 128

while ((digit AND 128) != 0)



multiplier = 1

value = 0

do

digit = 'next digit from stream'
value += (digit AND 127) * multiplier
multiplier *= 128 |

while ((digit AND 128) != 0)




multiplier =

value = 0 m\

do MQTT V3.1 Protocol Specification

digit = 'next digit from stream'

value += (digit AND 127) * multiplier
multiplier *= 128
while ((digit AND 128) ! 0) Standard




multiplier = 1
value = 0

do

digit = 'next digit from stream'
value += (digit AND 127) * multiplier
multiplier *= 128
while ((digit AND 128) !

0)

multiplier = 1

ol = B OASIS 9

6 MQTT Version 3.1.1

encodedByte = 'next byte from stream'’
value += (encodedByte AND 127) * multiplier
multiplier *= 128
if (multiplier > 128%*128%*128)
throw Error(Malformed Remaining Length)
while ((encodedByte AND 128) != @)

Standard



multiplier = 1
multiplier = 1
value = @ OASIS " from stream'

do MQTT Version 3.1.1 Errata 01 127) * multiplier
encodedByte = 'next byte from stream’
value += (encodedByte AND 127) * multiplier ) != 0)
if (multiplier > 128*128*128)
throw Error(Malformed Remaining Length)
multiplier *= 128
while ((encodedByte AND 128) != 0)
encodedByte = 'next byte from stream'’
value += (encodedByte AND 127) * multiplier
multiplier *= 128
if (multiplier > 128%*128%*128)
throw Error(Malformed Remaining Length)
while ((encodedByte AND 128) != @)

N

MQTT V3.1 Protocol Specification

Standard



From spec to code



do {

if(!readByte(&digit)) return 0;
buffer[len++] = digit;
length += (digit & 127) * multiplier;
multiplier *= 128;

} while ((digit & 128) != 0);
*xlengthLength = len-1;

) :
SIMQTE ovwecn- 216 s 1726 forkc | 773




& X | & Secure | https://www.losant.com

QD LOSANT

“Adding GPS trackers to our expensive pro
press systems allowed us to completely
eliminate loss saving us close to $20,000.
We were also able to serve more
customers in the process by keeping the
pro presses in circulation.”

Vice President

“After testing many other products and not
having much luck, | was very optimistic
when | tried Losant. With no programming
background | was still able to get our first
job site connected and able to monitor the
water main remotely. A big problem has
been solved thanks to Losant.”

Lead Engineer

CLARK

“We are thrilled by the results we have
realized since beginning our work with
Losant.”

Co-Founder & CTO

1

Link

& W



do {
if (len == 6) {

_state = MQTT_DISCONNECTED;
_client—>stop();
return 0;

+ + + + + +

}
if(!readByte(&digit)) return 0;
buffer[len++] = digit;
length += (digit & 127) x multiplier;
multiplier *x= 128;
} while ((digit & 128) != 0);
*xlengthLength = len-1;

N .
D IMATT ower- 2 xswr 176

ZERO DAY
INITIATIVE

Fork

// Invalid remaining length encoding - kill the connection

773



Problem 4



OASIS 9

MQTT Version 3.1.1

The character data in a UTF-8 encoded string MUST be well-formed UTF-8 as defined by the Unicode specification [Unicode] and restated in RFC 3629
[RFC3629]. In particular this data MUST NOT include encodings of code points between U+D800 and U+DFFF. If a Server or Client receives a Control
Packet containing ill-formed UTF-8 it MUST close the Network Connection [MQTT-1.5.3-1].

A UTF-8 encoded string MUST NOT include an encoding of the null character U+0000. If a receiver (Server or Client) receives a Control Packet containing
U+0000 it MUST close the Network Connection [MQTT-1.5.3-2].

The data SHOULD NOT include encodings of the Unicode [Unicode] code points listed below. If a receiver (Server or Client) receives a Control Packet
containing any of them it

U+0001..U+001F control characters
U+007F..U+009F control characters
Code points defined in the Unicode specification [Unicode] to be non-characters (for example U+OFFFF)

A UTF-8 encoded sequence OxEF 0xBB OxBF is always to be interpreted to mean U+FEFF ("ZERO WIDTH NO-BREAK SPACE") wherever it appears in a
string and MUST NOT be skipped over or stripped off by a packet receiver [MQTT-1.5.3-3].



Client

Publish

/room/temp=27C

>

Subscribe

/room/#

Broker

Subscribe

/room/#

Client

Client




Both Broker and Client Don’t Validate UTF-8

Malicious
client

Publish

Invalid
UTF-8 data

> | Broker

No UTF-8
validation




Malicious
client

Publish

Invalid
UTF-8 data

> | Broker

Invalid UTF-8
data blocked

Client

Client




Broker Doesn’t Validate vs. Client Does Validate

No UTF-8
Publish / validation
Invalid
= = UTF-8 data
M?:Illiglr(l)tus > ( Broker
N UTF-8
validation

T include encodings of the Unicode [U
Itﬂ

Disconnect
X




Malicious Client Uses Message Retain (Must ACK)

Malicious
client

vV

No UTF-8
validation

Publish

Invalid UTF-8 data

N
/7

Broker

retain = True
06sS = 2

UTF-8
validation




MQTT Handling of Disallowed
Unicode code points Version 1.0

Working Draft 01
08 February 2018

Technical Committee:
OASIS Message Queuing Telemetry Transport (MQTT) TC

CVE-2017-7653



https://nvd.nist.gov/vuln/detail/CVE-2017-7653

MQTT Handling of Disallowed
Unicode code points Version 1.0

Abstract:
This Committee Note describes identified exposures in the handling of
disallowed Unicode code points. Users of MQTT are alerted to the
possibility that|some combinations of MQTT Clients and Servers might
allow properly authorized publishing Clients to|cause the disconnection|of

properly authorized subscribing Clients. We describe how to identify if this
risk is present and how to eliminate it.

https://www.oasis-open.org/committees/document.php?document id=62635



https://www.oasis-open.org/committees/document.php?document_id=62635

@ Secure | https://projects.eclipse.org/projects/technology.mosquitto

full.power machines to embedded and low power machines. Sensors and actuators, which are often the sources and
destinations of MQTT messages, can be very small and lacking in power. This also applies to the embedded machines to
which they are connected, which is where Mosquitto could be run.

Typically, the current implementation of Mosquitto has an executable in the order of 120kB that consumes around 3MB
RAM with 1000 clients connected. There have been reports of successful tests with 100,000 connected clients at modest
message rates.

As well as accepting connections from MQTT client applications, Mosquitto has a bridge which allows it to connect to other
MQTT servers, including other Mosquitto instances. This allows networks of MQTT servers to be constructed, passing MQTT
messages from any location in the network to any other, depending on the configuration of the bridges.

Licenses:
Eclipse Distribution License 1.0 (BSD)

cal R Pl S CVE-2017-7653

Latest Releases:
From December 21st, 2015 to May 2nd, 2018

1.5 2018-05-02 @
1.4.16 2018-04-18
1.4.15 2018-02-28
1.4.14 2017-07-10
1.4.13 2017-06-27
1.4.12 2017-05-29
1.4.11 2017-02-20
1.4.9 2016-06-03
1.4.8 2016-02-14
1.4.7 2015-12-21

mosauitio

PROJECT LINKS
@ Website

© MQTT protocol discussion
Google Group

© MQTT Community

© OASIS MQTT Technical
Committee

B Wiki

RELATED PROJECTS

Related Projects:
Eclipse loT
» Eclipse Paho

Proiect Hierarchv:

«

®


https://nvd.nist.gov/vuln/detail/CVE-2017-7653

Mosquitto version 1.4.8
Mosquitto version 1.4.14
Mosquitto version 1.4.10
Mosquitto version 1.4.12

Mosquitto version 1.3.4
Mmosquitto version 1.4.9
Mosquitto version 1.4.11
Mosquitto version 1.4.13

Mosquitto version 1.3.1

Mosquitto version 1.3.5

0

717,403
635,242
B 436,317
i 411,304
246,902
132,465
120,100
77,888 T
g . mosauitto
68,370 , _
400K 800K
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https://docs.google.com/file/d/1p6Ba9M9HaNCqkO1nu1RW6ZfxJW_kiE3C/preview

Lesson learned:
Security angle

on standards
(Davide — Federico)



a MQTT:
tJOASIS

Open standards. Open source




bug

fix

Product (using MQTT software)




bug

fix

Software (implementing MQTT standard)

Product (using MQTT software)




update

errorQ

fix
Standard

Software (implementing MQTT standardj

fix

Product (using MQTT software)
bug




August December
2010 2015

Standard

Software implementation of MQTT

Product using MQTT




How about
CoAP?



4]

blackhat

=10 = === =]

MQTT CoAP
Client \ / Client Client ¢ ? Server
Client Broker | ¢ Client Client —/
Client / Server [ ? | Client

¥Yu:BHEU / @BLACK HAT EVENTS



bla‘n'c’:khat" CoAP Security

=10 = === =]

e RFC very clear on potential security issues (YAY! Built in and not bolt on!)

POST

AN

o based on UDP reca” What thIS meanS! Client URI = stationl/substation3/reactor3 Server
o open servers can be used \ y

m to bypass firewall ACLs

m as reflectors Application :
Requests/Responses
o CoAP allows to write (even large) payload to the server |~ = CoAP
o perfect candidate for amplification attacks! j
uDpP

¥Yu:BHEU / @BLACK HAT EVENTS



No. Time Source Destination Protocol

l 141.014541 60 CON, MID:56326, GET, TKN:00 00 e7 27, End of Block #554, /.well-known/core
2608 141.035941 CoAP ACK, 156326, 2.05 Content, TKN:00 00 e7 27, Block #554, /.well-known/core
2609 141.037175 CoAP 60 CON, MID:56327, GET, TKN:00 00 e7 28, End of Block #555, /.well-known/core
2610 141.056132 CoAP 113 ACK, MID:56327, 2.05 Content, TKN:0@ 00 e7 28, Block #555, /.well-known/core
2611 141.056975 CoAP 60 CON, MID:56328, GET, TKN:00 00 e7 29, End of Block #556, /.well-known/core
2612 141.070050 CoAP 113 ACK, MID:56328, 2.05 Content, TKN:0@ 00 e7 29, Block #556, /.well-known/core
2613 141.070750 CoAP 60 CON, MID:56329, GET, TKN:00 00 e7 2a, End of Block #557, /.well-known/core
2614 141.084059 CoAP 113 ACK, MID:56329, 2.05 Content, TKN:0@ 00 e7 2a, Block #557, /.well-known/core
2615 141.084928 CoAP 60 CON, MID:56330, GET, TKN:00 00 e7 2b, End of Block #558, /.well-known/core
2616 141.106669 CoAP 113 ACK, MID:56330, 2.05 Content, TKN:0@ 00 e7 2b, Block #558, /.well-known/core
2617 141.107940 CoAP 60 CON, MID:56331, GET, TKN:00 00 e7 2c, End of Block #559, /.well-known/core
2618 141.124426 CoAP 113 ACK, MID:56331, 2.05 Content, TKN:00 00 e7 2c, Block #559, /.well-known/core
2619 141.125229 CoAP 60 CON, MID:56332, GET, TKN:00 00 e7 2d, End of Block #560, /.well-known/core
2620 141.125546 CoAP 113 ACK, MID:56332, 2.05 Content, TKN:0@ 00 e7 2d, Block #560, /.well-known/core
2621 141.126092 CoAP 60 CON, MID:56333, GET, TKN:00 00 e7 2e, End of Block #561, /.well-known/core
2622 141.139059 CoAP 113 ACK, MID:56333, 2.05 Content, TKN:00 00 e7 2e, Block #561, /.well-known/core
2623 141.139698 CoAP 60 CON, MID:56334, GET, TKN:00 00 e7 2f, End of Block #562, /.well-known/core
2624 141.153055 CoAP 113 ACK, MID:56334, 2.05 Content, TKN:00 00 e7 2f, Block #562, /.well-known/core
2625 141.153785 CoAP 60 CON, MID:56335, GET, TKN:00 00 e7 30, End of Block #563, /.well-known/core
2626 141.177625 CoAP 113 ACK, MID:56335, 2.05 Content, TKN:0@ 00 e7 30, Block #563, /.well-known/core
2627 141.178477 CoAP 60 CON, MID:56336, GET, TKN:00 00 e7 31, End of Block #564, /.well-known/core

L 2628 141.193359 CoAP 58 ACK, MID:56336, 2.05 Content, TKN:00 00 e7 31, End of Block #564, /.well-known/core

» Frame 2607: 60 bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface @

» Null/Loopback

» Internet Protocol Version 4, Src: =i B "I

v User Datagram Protocol, Src Port: 62672, Dst Port: 5683

Length: 36

ecksum: ©xfe37 [unverified]

Source Port: 62672

nation Port: 5683

[Checksum Status: Unverified]
[Stream index: 8]
Constrained Application Protocol, Confirmable, GET, MID:56326

¥Yu:BHEU / @BLACK HAT EVENTS



No.

Time

Source Destination

MID:56326,

MID:

Source Port:

Length 36

ecKsum:

[Checksum Status:

62672
ion P?:f__iiEi__————————————————————————————————————————

Oxfe37 [unverified]

Unverified]

l 141. 014541
2608 141.035941
2609 141.037175 CoAP
2610 141.056132 CoAP
2611 141.056975 CoAP
2612 141.070050 CoAP
2613 141.070750 CoAP
2614 141.084059 CoAP
2615 141.084928 CoAP
2616 141.106669 CoAP
2617 141.107940 CoAP
2618 141.124426 CoAP
2619 141.125229 CoAP
2620 141.125546 CoAP
2621 141.126092 CoAP
2622 141.139059 CoAP
2623 141.139698 CoAP
2624 141.153055 CoAP
2625 141.153785 CoAP
2626 141.177625 CoAP
2627 141.178477 G

L 2628 141.193359 Co »

>

» Frame 2607: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) q»

» Null/Loopback v

» Internet Protocol Version 4, Src: =y | s i

v User Datagram Protocol, Src Port: 62672, Dst Port: 5683

CON,
ACK,
CON,
ACK,
CON,
ACK,
CON,
ACK,
CON,
ACK,
CON,
ACK,
CON,
ACK,

113
60
113
60
iz}
60
113
60
113
60
113
60
113

Frame 2608: 113 bytes on wire (904 b1ts), 113 bytes captured (904 bits) on interface @

Null/Loopback

Internet Protocol Version 4, Src:

User Datagram Protocol, Src Port: 5683, Dst Port: 62672
Source Port: 5683

ion Port: 62672

Length 89

[Checksum Status:
[Stream index: 8]
Constrained Application Protocol, Acknowledgement, 2.05 Content, MID:56326

MID:
MID:
MID:
, MID:
MID:
MID:
MID:
MID:
MID:
MID:
$563327
MID:
MID:
156333,
156334,
MID:
MID:
MID:

MID

MID
MID

56326,
56327,
56327,
56328,
56328,
56329,
56329,
56330,
56330,
56331,
56331,

563327
56333,

56334,
563355
56335,

2.05
GET,
2.05
GET,
2.05
GET,
2.05
GET,
2.05
GET,
2.05
GET,
2.05
GET,
2.05
GET,
2.05
GET,

2.05

am—oxfe6c [unverified]

Unverified]

TKN:00 00 e7

Content, TKN:

TKN:00 00 e7

Content, TKN:

TKN:00 00 e7

Content, TKN:

TKN:00 00 e7

Content, TKN:

TKN:00 00 e7

Content, TKN:

TKN:00 00 e7

Content, TKN:

TKN:00 00 e7

Content, TKN:

TKN:00 00 e7

Content, TKN:

TKN:00 00 e7

Content, TKN:

TKN:00 00 e7

Content TKN:

27, End of Block #554, /.well-known/core
00 00 e7 27, Block #554, /.well-known/core
28, End of Block #555, /.well-known/core
00 00 e7 28, Block #555, /.well-known/core
29, End of Block #556, /.well-known/core
00 00 e7 29, Block #556, /.well-known/core
2a, End of Block #557, /.well-known/core
00 00 e7 2a, Block #557, /.well-known/core
2b, End of Block #558, /.well-known/core
00 00 e7 2b, Block #558, /.well-known/core
2c, End of Block #559, /.well-known/core
00 00 e7 2c, Block #559, /.well-known/core
2d, End of Block #560, /.well-known/core
00 00 e7 2d, Block #560, /.well-known/core
2e, End of Block #561, /.well-known/core
00 00 e7 2e, Block #561, /.well-known/core
2f, End of Block #562, /.well-known/core
00 00 e7 2f, Block #562, /.well-known/core
30, End of Block #563, /.well-known/core
00 00 e7 30, Block #563, /.well-known/core

Wn/core

[Stream index: 8]
Constrained Application Protocol, Confirmable, GET, MID:56326

¥Yu:BHEU / @BLACK HAT EVENTS



No. Time Source Destination Protocol Info
141.014541 60 CON,
2608 141.035941 [ CoAP | 113 [ACK,
2609 141.037175 CoAP 60 CON,
ikl Protocol | BAF e o
2612 141.070050 SNMP v2 6.3 CoAP 113 ACK,
2613 141.070750 NTP 556.9 CoAP 60 CON,
2614 141.084059 CoAP 113 ACK,
2615 141.084928 DNSys 54.6 CoAP 60 CON,
DNSor 28.7
2616 141.106669 C CoAP 113 ACK,
2617 141.107940 NetBios 3.8 CoAP 60 CON,
2618 141.124426 SSDP 30.8 CoAP 113 ACK,
2619 141.125229 CoAP 60 CON,
2620 141.125546 CharGen 358.8 CoAP 113 ACK,
2621 141.126092 QOTD 140.3 CoAP 60 CON,
2622 141.139059 BitTorrent 3.8 CoAP 113 ACK,
e Kad 163 T e
2625 141.153785 Quake 3 63.9 CoAP 60 CON,
2626 141.177625 Steam 55 CoAP 113 ACK,
e ZAv2 36.0 3>
L ) . fo
Sahty 37.3 » Null/Loopback
» Frame 2607: 60 bytes on wire Gameover 45 .4 bd (480 bits) q»
» Null/Loopback v
» Internet Protocol Version 4, Sourge Port: 5683
v User Datagram Protocol, Src

Source Port: 62672

CoAP 2.47x

Length: 89

| Port: 5683

|Length: 36
ecksum:

xfe37 [unverified]

[Checksum Status: Unverified]
[Stream index: 8]
Constrained Application Protocol, Confirmable, GET, MID:56326

MID:56326,

MID:
MID:
MID:
MID:
MID:
MID:
MID:
MID:
MID:
MID:
MID:

MID

MID:
MID:
MID:

MID

Port:

56326,
56327,
56327,
56328,
56328,
56329,
56329,
56330,
56330,
56331,
56331,

156332,

563327
56333,
563337

156334,
MID:
MID:
MID:

56334,
563355
56335,

62672

2.05
GET,
2.05
GET,
2.05
GET,
2.05
GET,
2.05
GET,
2.05
GET,
2.05
GET,
2.05
GET,
2.05
GET,
2.05

Internet Protocol Version 4, Src:
User Datagram Protocol, Src Port: 5683, Dst Port: 62672

xfe6c [unverified]

[Checksum Status: Unverified]

[Stream index: 8]
» Constrained Application Protocol, Acknowledgement, 2.05 Content, MID:56326

TKN:00 00 e7

Content, TKN:

TKN:00 00 e7

Content, TKN:

TKN:00 00 e7

Content, TKN:

TKN:00 00 e7

Content, TKN:

TKN:00 00 e7

Content, TKN:

TKN:00 00 e7

Content, TKN:

TKN:00 00 e7

Content, TKN:

TKN:00 00 e7

Content, TKN:

TKN:00 00 e7

Content, TKN:

TKN:00 00 e7

Content, TKN:

Frame 2608: 113 bytes on wire (904 bits), 113 bytes captured (904 bits) on interface @

27, End of Block #554, /.well-known/core
00 00 e7 27, Block #554, /.well-known/core
28, End of Block #555, /.well-known/core
00 00 e7 28, Block #555, /.well-known/core
29, End of Block #556, /.well-known/core
00 00 e7 29, Block #556, /.well-known/core
2a, End of Block #557, /.well-known/core
00 00 e7 2a, Block #557, /.well-known/core
2b, End of Block #558, /.well-known/core
00 00 e7 2b, Block #558, /.well-known/core
2c, End of Block #559, /.well-known/core
00 00 e7 2c, Block #559, /.well-known/core
2d, End of Block #560, /.well-known/core
00 00 e7 2d, Block #560, /.well-known/core
2e, End of Block #561, /.well-known/core
00 00 e7 2e, Block #561, /.well-known/core
2f, End of Block #562, /.well-known/core
00 00 e7 2f, Block #562, /.well-known/core
30, End of Block #563, /.well-known/core
00 00 e7 30, Block #563, /.well-known/core

Wn/core

Bandwidth Amplification Factor (BAF)
Reference table from: https://christian-rossow.de/publications/amplification-ndss2014.pdf
¥i8BHEU / @BLACK HAT EVENTS



https://christian-rossow.de/publications/amplification-ndss2014.pdf

@ Secure | https://tools.ietf.org/html/draft-ietf-core-block-21#page-28

In summary, this specification adds a pair of Block options to CoAP
that can be used for|block-wise transfers. Benefits of using these
options include:

o Transfers larger than what can be accommodated in constrained-
network link-layer packets can be performed in smaller blocks.

o No hard-to-manage conversation state is created at the adaptation
layer or IP layer for fragmentation.

o The transfer of each block is acknowledged, enabling individual
retransmission if required.

o Both sides have a say in the block size that actually will be
used.

o The resulting exchanges are easy to understand using packet
analyzer tools and thus quite accessible to debugging.

o If needed, the Block options can also be used (without changes) to
provide random access to power-of-two sized blocks within a
resource representation.
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BAF = 31.75x%
Protocol all
SNMP v2 6.3
NTP 556.9
DNSns 54.6
DNSor 28.7
NetBios 3.8
SSDP 30.8
CharGen 358.8
QOTD 140.3
BitTorrent 3.8
Kad 16.3
Quake 3 63.9
Steam 55
ZAv2 36.0
Sality 37.3
Gameover 45.4
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https://docs.google.com/file/d/1aBV9pkSOwJSKW-GueOFuOV8FEjSZEvFG/preview

Protocol all
SNMP v2 6.3
NTP 556.9

CoAP: 32x

1|V|bpS 32|V|bpS CharGen 358.8
QOTD 140.3
BitTorrent 3.8
Kad 16.3
Quake 3 63.9
Steam by T
ZAv2 36.0
Sality 37
Gameover 45.4




The CoAP protocol is the next big thing for
DDoS attacks
CoAP DDosS attacks have already been detected in the wild, some cLocking

Q By Catalin Cimpanu for Zero Day | December 5, 2018 -- 04:13 GMT (04:13 GMT) | Topic: Security

n MORE FROM CATALIN CIMPANU

Security
Twelve US states join for the first
to file multistate data breach law|

v
-

Security

A botnet of over 20,000 WordPre{
sites is attacking other WordPres
sites

Security
BeatStars discloses security bred
in Twitter live stream

Security
Adobe releases out-of-band secy
update for newly discovered Flas
zero-day

NEWSLETTERS

RFC 7252, also known as the Constrained Application Protocol (COAP), is about to become ZDNet Security

one of the most abused protocols in terms of DDoS attacks, security researchers have told Your weekly update on security around

ZDNet. globe, featuring research, threats, and m
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IPv4 autonomous systems (excluding NAT)

TOP COUNTRIES Spoofap!g
Blocked Mostly spoofable
} ) Partly spoofable
h \2‘1;4@
China h 515,459
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Root cause: Changes in the design

Root cause: Implementation vulnerabilities

Root cause: Unsecured deployments and
no default security

Security impact

Privacy impact




Root cause: Changes in the design

Root cause: Implementation vulnerabilities

--L' Data validation 1

-|—|—0 Protocol parsing | |

I ol

Root cause: Unsecured deployments and
no default security

Feature abuse
® Amplification

—® Listing

Security impact

Privacy impact




Reconnaissance

Lateral movement

Industrial espionage

Remote control or
DoS of a machine

Root cause: Changes in the design

Root cause: Implementation vulnerabilities

r

® Data validation
Unicode issues

® Protocol parsing
Length fields
Topic filtering

Root cause: Unsecured deployments and
no default security

Feature abuse

® Amplification
\ (CoAP only)
—® Listing

® Secrets

® Automation systems

\

Targeted attacks

N

® Network details

\

® People and asset tracking

\

® OTA upgrades

Security impact

Privacy impact
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Federico Maggi
Senior Threat Researcher
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L) miLano 163 Post-doc Researcher (now at EURECOM)
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